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How dangerous a Phishing
email can be?
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How many % of cybersecurity attacks start with an
email ...

~90%
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Potential Tangible and Intangible loss ...
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Golden seconds for phishing attack

11 sec
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How serious is Phishing in
Hong Kong?
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Figure tells
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Trend of Security Incidents (No. of Cases)
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Figure tells ...
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Security Incidents Reported to HKCERT in Last 12 Month (from Apr 2023 to Mar 2024)

. Web Defacement/intrusion Distributed Denial-of-service
Phishing Botnet Malware (wD1) (DDoS)
4,480 2722 242 2 0]

Distribution by month of Security Incidents Reported in Last 12 Months Breakdown of Security Incidents Reported in Last 12 Months

. Phishing 53.1%
.Botnet 32.2%

Source: https://www.infosec.gov.hk/en/




Green Radar Email Threat Index 2023

Yearly Overall

Index
2023

69.7

Phishing Malware

Business Email \/
Compromise

(BEC)
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Attack origins

United States

48.72% China 6.75% Russia 3.69%

Hong Kong

Singapore

GREEN RADAR




GREEN RADAR

Human is always the weakest link!
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Phishing campaign ran by HKIRC in 2023
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Phishing campaign ran by Green Radar in 2022-2023

» Conducted phishing simulation campaign and awareness training for 100+

organizations / companies

Over 72,000 employees being assessed

More than 300 times of phishing campaigns

100% of the companies have at least 1 staff clicked the phishing link

On overage, 23% of staff of each company clicked into phishing link
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The era of Al vs Al
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Revised October Payroll © «a &« ~

[ J [ ]
@ O Kerri Fung <kerri.fung@edvanceintel.com> Friday, 10 November 2023 at 10:34 AM W h 'I C h O n e 'I S fa ke?

Hi all,
Important: Revised October Payroll

| am writing to inform you about an unfortunate error that occurred in the October payroll processing. We deeply
apologize for any inconvenience this may have caused.

After identifying the issue, we have taken immediate action to rectify the situation. The revised October payroll is

now available for access through our iStaff system. To retrieve the revised payroll information, please follow the
below steps:

1. Login to iStaff [Internal] Personal information update

2. Navigate to the “Payslip & Tax” section. ) ) )
3. Locate and select the “Revised October Payroll” PDF file. Kerri Fung <kerri fung@edvanceintl.com=

To

{:i:ﬁl Follow up, Start by Thursday, 5 August 2021, Due by Thursday, 5 August 2021,
Best Regards You replied to this message on 4/8/2021 5:33 pm.

Kerri Fung
Senior Human Resources Manager

edvance

Hi Cathy,
It has been a while since we have last updated the marital status of our staff record.
As part of our benefits improvement initiative, we are considering to provide customized staff benefits based on marital status.

Please provide me your “current marital status” by replying this email by the end of this Friday (i.e. Aug 06 2021) with following status:

Single
Married
Separated
Divorced
Widowed

MR wn e

Your prompt reply will help us to work out the budget of this new initiative. All information will be kept by HR and is strictly confidential.

, .
BREEN ”RADAR Best regards

Kerri Fung

CammimrHimm=rm Racsnireracs BA=m = oo
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Phishing Email Techniques and
Examples
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Quishing (QR Code Phishing)
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Traditional Quishing

® Cathay Pacific
W BHEA T

a tarjolate.com @ tarjolate.com
AsiaMiles : Tell us what you @ tarjolate.com

think and be the winner ! 10,000 ——
Miles points , Cash and other -

rewards are Waiting + When you book travel online s it for Customer Satisfaction Survey

oin us , Tell us what you think anc

dd credit 10 your account for taking part in

1 the information collected, we can decide to direct a number

of changes to improve

® Get the reward

Welcome to the world of travel with Cathay Pacific

Dear Customer,

Our aim is to always provide a service that is tailored to suit your needs every
time you trav 1 Cathay Pacific.

We would love to hear your thoughts on your recent experience with us

Please may we ask that you take a few minutes to complete a short

questionnaire. The ypically takes around 3 minutes to complete

nt to us as it will assist us in improving the

S CATHAY PACIFIC ™ CATHAY DRAGON

s A
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Embedding QR Codes into PDFs

Preview Report For I On January 03, 2024

o Benefit Policy <daw@globalscg.org> Wednesday, 3 January 2024 at 6:36 PM

As a recap for an update to the Employee Benefits Eligibility Policy, Board of Directors has

fi .. . T ) T :
ﬁene tEnroll-- | reviewed and updated new policies in line with future legislation and payroll policy plan
which will be brought in imminently

Download -« Preview
Please use your smartphone's camera to Swiftly scan the QR code below for quick dCCess

This message is high priority. to your document review..

Hello venuswong,

Find Attached Changes For Upcoming Benefit,Health/Payroll Enroliment in Human
Resources Records.

Warm Regards,

Human Resources




Embedding QR Codes into .jpg
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Embedding QR Codes into .jpg
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Password protected Quishing

a AESEEf RS RS RS S
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o N#&-/AF <yuyanjiang@starivere.com.c... Friday, 5 January 2024 at 10:37 AM W3588 2024 £ AFERRMISERTHEH
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Phishing by many hopping
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Open platform hopping

00 Meta

Account Verification Required

We hope this message finds you well. We're reaching out to inform you of an
important update regarding your account on our platform.

Recently, we conducted a comprehensive assessment of active users on our
platform. During this process, it was brought to our attention that additional
verifications are required for your personal account

Ensuring the integrity and security of our platform is our top priority. Therefore,
we kindly request your cooperation in completing these verifications promptly.
To initiate the verification process, please click the button below to contact our
support team.

Meta

Misused account

Sends phishing emails to
recipients

URL leads to FB
Messenger for Customer
Services

Please note that failure to complete the verification process before March 7,
2024 will result in the permanent deletion of your account

GREEN RADAR

Messenger

Preset as Customer Services
Automated Response upon
connection
Phishing redirection link

~

-

Phishing Site
» Set to other unknown
locations

No direct connection to the
emails
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Popular brands impersonations
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Many local and global brands being impersonated

HKT Bill & ERRE
1010 Mobile Service : autopay payment is not successful

<
“Congratulations ! You've been selected by MTR Rewards

@ T R R R T e | We sent you HKD 333.33
S e | 30 ansans
HK Electric "7 tor sustainabitiy PayMe-HSBC Yesterday

Online Services
To You

Your Annual Tax Refund Is Ready

o Inland Revenue Department (1D7A855D5B8BFF7B5F8C57ED) (NG —
To: D
333.33 w

You can get your refund fast, straight into your bank account . il

Renewabl

If you claim online you could receive your refund within 3 to 5 days .

Application Numt I M What is and how to claim ?

Access your Tax refund
Name of Registen

Verification Code! ] 5 >

YT Jaximeturnz 4023 S
-y X e ‘l,' 4 FSatan r ] e:::w!'ﬂ
Plea 2 ec

Ry -—l

LOCATION FINDER >

Submit > 2%y e Need Help?

Q

Search Calendar

GREEN RADAR




Impersonating facebook soMeta

R EIE 7K A M Facebook FHIES:.

_ i : < Reply | % Reply All
Facebook Page <ballkyoko514@pb07 wixemails.com = J e ) e
To Info (180dp)

{E:} If there are problems with how this message is displayed, click here to view it in a web browser.

f

BN R A=W AT

SHHNRREER .

Meta E1§@ (5T 4z Facebook ey TR ERILAT Q\
B 51 » Mela 9335 Facebook TET:

VAT » 3k Meta S4B ch iR (56 Facebook

FE » B AR EERAIRRY 24 A Meta .
$EH LR s HA LS e L Welcome to the Facebook Information Center

FEE L H A - YA E O R - We have noticed that your account has engaged in inappropriate advertising behavior.
According to Facebook's policy, your advertising account will be temporarily suspended

TEIEE starting from April 12, 2024

#1ERIZF1T7E Facebook FHIMENEE « 715 Detailed information:
FETLEEE BT RS - \ , _ , _

Your ads will not be displayed until we have reviewed your account.
EiAt

Facebook-Team 9 Below, you need to complete several steps to proceed with the review of your account.

A Meta
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Impersonating f

Q) Meta

A Violate Community Standards

& Case #5315

m Our Message:

Who is the owner of the Page? *

aw

Email Address *
* Required (Your meta Account Information

Business Emai aw Please Enter Your Password

Your Page Name
Phone Number

Enter Your Password

Who is the owner of the Page?

Email Address [:] Countr}‘ of

[ You travele

Phone Number

[ You relocat

+1 v

"—I

] Country of your credit and/or debit cards doesn’t match your current location
] You traveled within the last 60 days Your Appeal *

] You relocated within the last 60 day

Your Appea

Do you agree to our Terms, Data Policy and Cookies Policy.

ur Meta Privacy Policy
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Business Email Compromise
(Partner and VIP impersonation /
Compromise)
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VIP impersonation

Vicky

Raymond Liu < - " ®gmail.com>

Hi Vicky
Is now a good time?

Busy?
Thanks

Raymond Liu <ma892 mail.com =

11:16 am.

Hi Vicky, Please i would need you to help me purchase physical gift cards from the shop, for some specific clients. Can you get this done in 15 minute? Let me know so | can send you details of the gift cards required and the exact quantity.
I am in a meeting and unable to take calls right now, so we can communicate via email.
I will refund you the money later today, but i need the gift cards immediately.

Thanks
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O Re: Global Marine & Hotel Interiors invoice #06162301 for Ocean Endeavour Carpet Install for PO PO P-OEN-P-2023-00039 Las Palmas - Mozilla Thunderbird
File Edit View Go Message Jools Help

P Get Messages v & Write J Tag v
From  Anna Jenei <ajenei@globalmarineinteriors.com> @

To

Cc

Reply to ajenei@globalmarinesinteriors.com @

Subject Re: Global Marine & Hotel Interiors invoice #06162301 for Ocean Endeavour Carpet Install for PO PO P-OEN-P-2023-00039 Las Palmas

Dear All,

Circling back on this again,

Could you please advise on the payment status, or let me know when you intend to make this payment, at your earliest convenience before the end of the year.
The holiday is fast approaching and we urgently need to close our accounting books.

In addition , please find our Banking Cert details attached to use for payment processing.

_I would really appreciate both your help on this.

Thank you and kind regards,
Anna

Anna Jenei, CEO

Global Marine & Hotel Interiors, Inc
5201 Blue Lagoon Drive, Suite 800
Miami, Florida 33126

———————— Original Message --------
Subject: Re: Global Marine & Hotel Interiors invoice #06162301 for Ocean Endeavour Carpet Install for PO PO P-OEN-P-2023-00039 Las Palmas

Date: Tue, 19 Dec 2023 02:34:55

- e ® e ® EgE I L L R R T



Scammers are so smart!

€ Re: Global Marine & Hotel Interiors invoice #06162301 for Ocea
File Edit View Go Message Jools Help

& Write & Tag Vv

Anna Jenei <ajenei@globalmarineintenors.com>

Reply to| ajenei@globalmarinesinteriors.com|©®

Subject Re: Global Marine & Hotel Interiors invoice #0616230
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Some tips to spot phishing email /
phishing website
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Be careful on sender’s email
address



Be careful on sender’s email address

From:domain@microsoft.com
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Be careful on sender’s email address

From: sales@rnicrosoft.com

From: sales@microsoft.com




Be careful on suspicious domain
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Be cautious on the URL



Check the display URL

Microsoft Acc

20/3/2021 Inv Microsoft Accour
& http://www.google.com

20/3/2021 Invoice
; Socgle  microsoft.happy123.com $ O
i, |
Please see tl Hi,
{w NG Please see the ||

It looks like there aren't many

B = e {:‘

118

Sales Department A R p—— ’\H“: g reat matCh es for you r Sea rCh

Tel. 1234 5678

Sales Department ‘ . . . , .
Tel. 1234 5678 Tip: Try using words that might appear on the page you're looking for.

For example, "cake recipes" instead of "how to make a cake."

Need help?Take a look at other tips for searching on Google.
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No reactions from website buttons

l=F'/Q\IG

NAME

*kkkkkkk
‘ V]

Forgot password
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Keep asking credentials and credit card information

B
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Verifies and cross check when
receiving urgent request



Wording Response ASAP, URGENT, Account Suspended, etc

Peter Chan <pe

RESPOND ASAEF

Peter Chan <peterchan@happy123.com>
Hi Chris,

RESPOND ASAP PLS
Let me know if
something urg

Thanks

Get Outlook for iOS

-2
-y




Tips on handling QR code in email

Highly NOT recommend to scan any QR code in
email unless you are sure the source is legitimate
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Final Final Tips



There is NO free lunch!

“RE FEolfEE “ E&mE"
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Q&A



THANK YOU!

Green Radar (Hong Kong) Limited Green Radar (Singapore) Pte. Ltd.
info@greenradar.com 25/F, Tower One, The Millenity 2 Sims Close #01-11/12,
www.greenradar.com 98, How Ming Street, Kwun Tong, Kowloon, Hong Kong Gemini@Sims Singapore 387298

a member of Edvance International (1410.HK) T: +852 3194 2200 T: +65 6248 0600



