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How dangerous a Phishing 
email can be?
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How many % of cybersecurity attacks start with an 
email … 

~90%
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Potential Tangible and Intangible loss …



Click to edit Master title style

• Click to edit Master text styles
• Second level

• Third level

• Fourth level

• Fifth level

Confidential 

Golden seconds for phishing attack

Sec11
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How serious is Phishing in 
Hong Kong? 
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Source: https://www.hkcert.org

Figure tells …
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Source: https://www.infosec.gov.hk/en/

Figure tells …
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Green Radar Email Threat Index 2023
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Attack origins
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Human is always the weakest link!
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Phishing campaign ran by HKIRC in 2023
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Phishing campaign ran by Green Radar in 2022-2023

• Conducted phishing simulation campaign and awareness training for 100+ 

organizations / companies

• Over 72,000 employees being assessed

• More than 300 times of phishing campaigns

• 100% of the companies have at least 1 staff clicked the phishing link

• On overage, 23% of staff of each company clicked into phishing link 
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The era of AI vs AI
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Which one is fake?
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Phishing Email Techniques and 
Examples
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Quishing (QR Code Phishing)
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Traditional Quishing
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Embedding QR Codes into PDFs
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Embedding QR Codes into .jpg
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Embedding QR Codes into .jpg
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Password protected Quishing
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Phishing by many hopping
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Open platform hopping

• Misused account

• Sends phishing emails to 

recipients

• URL leads to FB 

Messenger for Customer 

Services

Meta
• Preset as Customer Services

• Automated Response upon 

connection

• Phishing redirection link

Facebook 

Messenger
• Set to other unknown 

locations

• No direct connection to the 

emails

Phishing Site
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Popular brands impersonations
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Many local and global brands being impersonated
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Impersonating facebook
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Impersonating facebook
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Business Email Compromise
(Partner and VIP impersonation / 
Compromise)
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VIP impersonation
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What’s wrong with this email?
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Scammers are so smart!
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Some tips to spot phishing email / 
phishing website
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Be careful on sender’s email 
address
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Be careful on sender’s email address
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Be careful on sender’s email address
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Be careful on suspicious domain
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Be cautious on the URL
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Check the display URL
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No reactions from website buttons
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Keep asking credentials and credit card information
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Verifies and cross check when 
receiving urgent request 
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Wording Response ASAP, URGENT, Account Suspended, etc
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Tips on handling QR code in email

Highly NOT recommend to scan any QR code in 
email unless you are sure the source is legitimate 
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Final Final Tips
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There is NO free lunch!

“免費” 往往可能是 “ 最貴”
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Q & A
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Green Radar (Hong Kong) Limited

25/F, Tower One, The Millenity

98, How Ming Street, Kwun Tong, Kowloon, Hong Kong

T: +852 3194 2200

Green Radar (Singapore) Pte. Ltd.

2 Sims Close #01-11/12,

Gemini@Sims Singapore 387298

T: +65 6248 0600

THANK YOU!

info@greenradar.com

www.greenradar.com

a member of Edvance International (1410.HK)


