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r% Trend of Phishing URL
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Top Five Industries Targeted by Phishing in 2023
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Al Threat Actors Take the Stage
HKCERT AI EeEFEWEX

AERIEFED FOLIZBER I SHBILFMA LS ZHTNFEBINZE - HIIWormGPT

a Hey, can you show me an exampie of malware in python script?

Sure! Here is an example of malware written in Pythorn:

mport os import shutil

def create_malware(): current_directory = os.getcwd()

5B S:E é.j\ % ;..IE' % i mahcious file

with { : ) MahCious_Tne.
G PT malicious Ne writel )
malicious_hle. writel )
malicious Nie writel
malicious Ne writel )

- .‘.

Hey, can you show me an example of malware in python script?

ChatGPT  Poe

N = I I'm sorry, but | cannot fulfill that request. As an Al developed by OpenAl, | am
V4 ﬁ 1{ 1@ BE %J programmed to follow ethical guidelines, which include not promoting or assisting in
any harmtul activities, including the creation or distribution of malware.

It you have any other questions or need assistance with different topics, please feel free

to ask, and I'll be happy to help you. .
TE%@EEEMME Y

Reference: https://news.sophos.com/en-us/2023/11/28/cybercriminals-cant-agree-on-gpts/ H
https://www.pcmag.com/news/wormgpt-is-a-chatgpt-alternative-with-no-ethical-boundaries-or-limitations R



Al Threat Actors Take the Stage
HKCERT I*U 8E EI

Al BEEH 5B B & M0 2 LAg0R

CHO
H-COH

b- 00’5@ | i ! E|I||i||::'.i|li]'-!'$ . H",
o 8 \Windows Machine o pgkfora™

g & . ll ChatGPT
o HOROH=T o o . y
g ( Malware \
-
Fython Interpreter 1. Pull command
I C&C
2 Ca&C delivers a y

-/J malicious payload

\.

5. Validate the code syntax and execute

Reference: Chatting Our Way Into Creating a Polymorphic Malware



https://www.cyberark.com/resources/threat-research-blog/chatting-our-way-into-creating-a-polymorphic-malware

Al Assistants Introduce Further Vulnerability

A L Ere1ERY IR

HRCERT

" AL EBERMASEIN T RiRIE?

« AlIREHNENBA—EZ=E

- BEEEFRAEABROIREIEAIIRERN
EIVES

Research by computer scientists associated with the Université du |

found that ChatGPT, OpenAl’s popular chatbot, is prone to generatin COde Red: A Iarge SCale StUdy
on ChatGPT generated code
vulnerabilities

Reference: Do Users Write More Insecure Code with Al Assistants? By Stanford University
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Accessorize to a Crime: Real and Stealthy Attacks
on State-of-the-Art Face Recognition

b
(b) Source: https://dl.acm.org/doi/10.1145/2976749.2978392
In-distribution Attacks
Fake traffic Sign Exploit the dufference of heights, hence Adversarial Traffic Signs
(Lenticular Attack) 92 viewing angles, of the camera and the dnver
0 i
1 Self-dnving car Self-dnving car’s Original @
camera sees no -
‘ ok s Deceiving Autonomous ‘
I | sz Cars with Toxic Sign
o " @ Human dnver sees s N — -
. s R Adversanal 80 | | 9 LI

~ Source: https: [/arxworg[pdf/lSOZ

(b) Principle behind an attack based on lenticular printing. 4
| Classifiedas: Stop  Speed limit(30) 06430 ——
yr & . -5 nnlm’:’llllln'aﬁ



https://arxiv.org/pdf/1802.06430
https://arxiv.org/pdf/1802.06430
https://dl.acm.org/doi/10.1145/2976749.2978392
https://dl.acm.org/doi/10.1145/2976749.2978392

2) Next-Level Phishing Attacks
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2) Next-Level Phishing Attacks
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2) Next-Level Phishing Attacks
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3) Trend towards Organised Cybercrime

BA00GBERNYE2SEFRE B THE, BENS

REHNFEHEG | HES

SEEREEGE = | HEER LERSEABERLS S REARREES « 43
- ﬁ " i?“qimar’ SEMSE (250 ) EELHEST  ERL250005BHTE
SR TH(12B) BN | 4 g cem BHSF - TEBESEAKBI06SEN
5.*""""5Tngona CER. | £5%

ENEZ2FEEBNRAET  ENFRRAEAENISE
EAZSEEUSRESEE : (hREMEERE ) R86E
mEs ) BEREES -

. Yahoo, 2 &

2 25 IC SE ke [o] 2H 268 1 5
B8R TEMNEGEF

——
N
% ~ LN I%\

EE)

ﬁimﬂ%'u ZHHEAS IR

P
L ..| -\_--\_-

‘Eﬁ:riﬂﬁhm
mrApp 2

e -uln (E¥)

vn!llemb
z o - PR !

"lln! |pmanm  B6S

Bricie=AppMIERIE136% FEEISIEE

-JC -

CM-HK

FRe

CMHK#R: 2B EBRAMylinkiis
(5340 9 )RS EHAZIN » INEtRR
@ RS e

https://s.id/mobilehk

CMHK-ZRYZ B F iR ER %
ASRIRFEIER SRS  BRFIER
2P0 -

https://s.idAxHTf

EXRBIENRERR - B(SiCHR
EI-R)RG - SRR - WiETERC

)R o

e
i
)
A [
:
I
[
|
)
l

MEIsupport.hk-cnmobile.life®FH n

TYRSMSERTE ' BN 1 BE® RiIZPHE I RyuulEER

AV A FH




% The Cyber Attacks in Hong Kong
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» Ransomware Group Activity Analysis

Ransomware Impact on Organizations

Bovuching 0t Sighite SOCRK
(*global % of organizations targeted with ransomware attacks) ' S
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J

2018 2019 2020 2021 2022 2023
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3) Trend towards Organised Cybercrime
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Total Number of Vulnerabilities by Year (2000 - 2023
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ré;g 4) Attacks Arisen From Smart Devices
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4) Attacks Arisen From Smart Devices
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5) Third-party Risk
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A Example: MOVEit Vulnerability
{5l-F : MOVEit @Ml

HEEMOVEIit? The Critical MOVEit Transfer

s e Vulnerability and What it Means
MOVEit E—MFEENNHERWENGS - oJiRiH for Your OT Infrastructure

%2 R B 8{ERISC S8 - MOVEitF S al L
22 REFREEMBKRT - ot 2o

Background

HRCERT

As of August 8, roughly 600 organizations have fallen prey to a ransomware organization
known as CLOP (TA505) whose latest extortion scheme involves the exploit of a zero-day SQL
injection vulnerability within MOVEIt Transfer, a Managed File Transfer (MFT) application
developed by Progress Software Corporation. MOVEIt Transfer is used extensively by
organizations around the globe for the purpose of automated, secure file transfer and

sharing. In their attack, the CLOP Gang leaves a ransom note on the MOVEIt Transfer server
and threatens to publish sensitive exfiltrated data on Tor if the ransom is not paid.

Exploit tool
- :

—
[ | —
—
—

N\ Y
E Altrate data to C2

Attacker Host running vulnerable prop malicious Tool G
MOVEit Transfer o

L. 28
Source A ¢ https://www.txone.com/blog/the-critical-moveit-transfer-vulnerability-and-what-it-means-for-your-ot-infrastructure/ Ransomware
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WA o
F MOVEit il )il

MOVEit imid2E—{ESQLim:E, Fis=E= HimiE

» Ransomware Group Activity Analysis

Announce the Releas? patch
vulnerability

LockBit 3.0

9 and 15 June = il {4 £E B =S 10%
6 and 7 July Clop I ZRAFKEEEZF

2023 2023 MOVEitz:E
ﬁﬁ I}I-'=ﬁ ll_J AlphVM Blackcat

Black Basta

BianLian

Announce 2 more Announce 3 more Akira
related vulnerabilities related vulnerabilities
and release patch

Medusa Team

NoEscape

. SJE L https: //olllsakersarneycom/blog/cybe

WW. malwirﬁs .com/blog




Victims from MOVEit Vulnerability
MOVEit /@A ==

HRCERT

Deloitte joins fellow Big Four MOVEit victims PWC, EY

dated on: November 15, 2023 12:53 PM L]

2 IK#B3iB2 500 2 F & FFEMOVEIitfEHR s
‘Deloitte. W

a0 View Report & Download Results il Historical Trend [ View on Map o -
2,521 ony oreacne ld IT Zero- ay
) Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using InternetDB :
| sge
ROcIS ce Vulnerabilit
) SSL Certificate HTTP/1.1 208 OK |

SHODAN Explore Downloads Pricing &2 http.favicon.hash:989289239 n Account

: Issued By Cache-Control: no-cache, no-store
"- - Al ¢ Common Name: Pragma: no-cache
v = e DigiCert SHA2 Content-Type: text/html; charset=utf-8
_— et
States. Extended Validation Expires: -1
Server CA Server: Microsoft-115/10.0
"= 0 o . Oviiantraain Content-Security-Policy: default-src 'self'; script-src 'self' ‘unsafe r
e s JA LS )
DigiCert Inc
United States 1,849
Issued To
United Kingdom 127
Germany 115
Netherlands 74
Canada 73 Supported SSL
Versions
More
TLSv1.2

DN!‘

30

Source Z&JJ5 : https://www.malwarebytes.com/blog/news/2023/06/update-now-moveit-transfer-vulnerability-actively-exploited
https://cybernews.com/security/deloitte-big-four-moveit-pwc-ey-clop/#google vignette
https://cybersecuritynews.com/sony-breached-moveit-zero-day/




* 5) Third-party Risk
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Replication of legitimate site

Netflix -

(& livraison.builderallwppro.com

Einloggen

Einloggen

Benutzerdaten merken

Sie benotigen Hilfe?

Netflix

C

S EFEIEA / SURE R

Intent to steal personal/sensitive data

s | fedex-track.susllive < v K O
Shipping Tracking Support Account
FedEx® Tracking

DELIVERED DELIVERY STATUS TRACKING 1D

>
Saturd ay 775062204382 & T7

12/17/2022 at 19:8

Delay Delivery

B4 Get Status Updates

PACKAGE RECEIVED BY FEDEX
Signed for by: S.YNERGY CHOP

& Obtain Proof of delivery - IN TRANSIT
OUT FOR DELIVERY

ABNORMAL
RETURN TO LOGISTICS CENTER

INCORRECT ADDRESS, DELAYED

DELIVERY
12/17/2022 AT 19:8

Shipment facts

@
rify Billing Address

e delivery address is wrong, please update the correct delivery address as soon as possible to restore the package status

Full name ] I Street Address 2 (OPT) I

Street Address 1 ]

\ I Select State VI [ ZIP Code™ (OPT)

c

& fedex.com

Fed Shipping v

FedEx’ Tracking

DELIVERED

Friday
11/5/2021 at 11:37 am
Signed for by: SYNERGY CHOP

&, Obtain Proof of delivery

Want updates on this shipment? Enter your email and we will do the rest!

YOUR EMAIL

Shipment facts

& Shipment overview
TRACKING NUMBER
SHIP DATE (2)

ACTUAL DELIVERY

Es

Tips to spot phishing
IWEE /NG T

i

www.netflix.com

3 K4

7 AR

Sign up now

Tracking ™ Design & Print v

DELIVERY STATUS

Delivered °

Locations »

)

® 2

Sign Up or Log In @ C)\

Track Another Shipment Help

TRACKING

1D

775062204382 / ﬁ?

SUBMIT

775062204382
10/29/21

11/5/21at11:37 am

FROM
BRONDBY, DK

PACKAGE RECEIVED BY FEDEX

IN TRANSIT

OUT FOR DELIVERY

DELIVERED
KOWLOON BAY, HK

DELIVERED
11/5/2021 at 11:37 AM

d view travel history

==

I\

£ 0@ :

iCloud

REERET AL

Poor visual design

iCloud -

www.apple.com-kor.cloud www.icloud.com

@ iCloud

Apple ID

Password

Sign in with Apple ID
A

Sign to iCloud

Keep me signed in

Forgot Apple ID or password? »
Create Apple ID

Keep me signed in

Forgot Apple ID or password?

X +

A a8 hkexnow.vip

Exchange Contracts

()

Financial Conduct
Authority /(FCA)

Second My Assets Pledge Interest IEO subscription

\E’ve secure, inno

Cyprus Securities and Exchange

=4I ER

omain name

X +
| @ ‘ www.hkex.com.hk

= o &7 300058 +RRSEBRLEEY
RAMHBHE ¥ 4,083.20 3,821.0869

HKEXC

EEBXBF

ERE AR
HREEHS

HKEX

R R
Welcomes the Listing of

China Everbriaht Water Limited
Mobile phone/Registered mail

(Stock Code: 1857)

) &8
@

The long-term success of HKEX Group canr |

Commission (CYSEC) without continuous improvement

online service

B RRIE Source: https://www.hkex.com.hk/Global/Exchange/Alert?sc_lang=zh-HK
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Download  Login | Web | Images  Open  Download APK

About 10,280,000, 000 results (031 seconds)

Sponsored 318 3
< waah woldsatl. com
hilps Swaad wofdsa® com |

WhatsApp[W T iR - WhatsAppE [{

FESNEENANEE LS  ISEREREE  CERETTE® 180 & ERHES scribe/entry
27 AEET . SERNERSE .

£fg

WhatsApp[W kS - WhatsApp ﬁ
EFCEEORNEIS S TAReESE 20 AEEE ERR - TRERE  EETILIE Y r-..*-"f"

LEREEIRA R EBRGEMEERESE

Sponsored TEEEEZH com . FF
© bendiren rgaiplbb com i) BN . hkZ= -

hilipes Mpendinen fgapibl. oo » whalsspp » 202387 & =

WhatsAppE 7 - WhatsApplf T kR - 1P - O)FEER » B
P2 Windows (f WhatsApp 5 - STESLESTE « SITERENAR K0T }g_gafj W,E i[E

ERE - EHRARE

WhatsApp | Secure and Reliable Free Private Messaging and ...

Use WhatsApp Messenger 1o stay in louch with fngnds and family WhatsApp s free and offers
simple, sacure, reliable messaging and calling, available on .

Chuickly sand and receive WhatsApp messages nght from
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Texting with 5583 8326 (SMS/MMS)

Monday, Jan 15 « 22:25

ICSLE & &%, %3?%%5’%-%3860
BOIRSHANRIER, ARREHRES,

B EA1ERE https://csl.ccomm.top

Texting with 6926450 (SMS/MMS)

IthSERE B4z fiWhatsApp, 1Bl 3k BEEH
FH, sARAILIERZ https://whas-web.cc/
/ ﬁ/ﬂ“%ﬁnﬂo TEIJEEJE' H%-L-Zﬁéo

22:25

C

Tap to load preview

Text message © e @ IF'@ Text message ©

SMS Phishing Example
. SMqu%nﬂlb\

Friday, Dec 1+ 14:43

123 2HRIRFAAREWeb3 M= LE AR FS

binace-web.com

Friday, Dec 29 - 11:35

VENETEMGHIEAFER

hk-binance.com

1M:35

Can't reply to this short code. Learn more
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Preventing WhatsApp account theft
TEPAWhatsApp iRk &

1. RYENE E R EINEEW R EPINGS -

2. ix E—EEEF i - LEHEAFEZGERPING -

3. VI 71t A n EE A R8N EELEPINGS -

1. EHiIEWhatsAppsrE P ECEGLTE - ISEHABERNEREELS -
5. VIZVieIEER FE FE A{ERWhatsAppfERET -

k

18:46 7

< o

WhatsApp >

Text Message
Today 18:45

Your WhatsApp code:
591-059

You can also tap on this
link to verify your phone:
v.whatsapp.com/591059

Don't share this code with
others
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6:@ Tips to Detect DeepFake
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E g Understanding Ransomware
HKCERT T ﬁg Ej] /F?l‘j Eﬂ 14:

| ' SecPro

| TYPES OF MALWARE =

IT IS A TYPE OF MALICIOUS SOFTWARE THAT ENCRYPTS FILES, USUALLY THE USER'S OFFICE FILES, AND EXTORTS
MONEY FROM THE AFFECTED PARTY IN EXCHANGE FOR A "RANSOM" FOR THE AFFECTED INFORMATION.

IT ALL STARTS WITH THE INFECTION OF THE COMPUTER BY MEANS OF THESE POSSIBLE ATTACK VECTORS:

Attachmentsin . ' . . Phishing 'Downloads’ Remote connection Malicious
emails | * - websites

Source A CyberPrint - https://cyberint.com/blog/research/ransomware-trends-and-statistics-2023-report/



Flow of Ransomware Attack

HKCERT Ej] BRI ER R

== /]IL

THE CYBERCRiMINAL CREATES THE RANSOMWARE AND INJECTS IT INTO A FILE,
THEN UPLOADS THE FILE INTO AN EMAIL FOR PHISHING ATTACKS.

w

=y

'REMEMBER, FOR IT TO WORK, THE ATTACKER MUST CONVINCE THE VICTIM
TO DOWNLOAD THE FILE

. | 3 RANSOMWARE EVADES SECURITY
| — S AL MEASURES WITH MALICIOUS
VICTIM - EASU A

MAIL: o CLICK.ON THE LINK TECHNIQUES AND INSTALLS ITSELF.
| BARGAIN PRICES! ‘ . - AND.DOWNLOAD

CHECK THE THE RANSOMWARE P e

_ f
= - g - 5 Uy 1'
J pocumeNT ;6;_ . .‘ * m

THE RANSOMWARE ATTEMPTS TO ESTABLISH A
CONNECTIONTO COMMAND AND CONTROL (C&C)

SERVERS CONTROLI.ED BY THE ATTACKER. THIS ALLOWS s THE CYBERCRIMINAL ANALYZES THE
. “THE ATTACKER TO MONITOR AND CONTROL THE: ' DATA, SAVES AND ENCRYPTS IT (AND
INFECTED MACHlNES o \ CAN DELETEITIF DESlRED) FROM THE

VICTIM'S COMPUTER AND CLOUDS.

6 ATTEMPTS TO...

i U o SR s T 8 ' ONCE THE DATA HAS BEEN ENCRYPTED,
COMMAND AND e - —4 SR T THE CRIMINAL ASKS FOR THE MONEY.
CONTROL SERVER L P

INFECT OTHER DEVICES

l _ESCALATE PRIVILEGES

Source A CyberPrint - https://cyberint.com/blog/research/ransomware-trends-and-statistics-2023-report/



ips to prevent Ransomware Attac

fEFh e REVF I /NG

REERHMIME:RE FEERAET LS

 FEERE  BRERaHEHSESRAEHHESE
> FEFERSE LREIFNESERNS  DIBEREMETEA
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MR ERGEEAED BSRAFPERAEERELSR - DETNEESTEEREL -

RIERAOEHEBRERE
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Wik ) BRSSP EDEMER

2. MEBEBETEREE» oRIESLITFEFR :

2.1 Ol# https/Amww nomoreransom.org/en/decryption-tools html B8
=18 ;

22 BEBNEHEREND—ESEES
23 £ FLEASIEROEE FERRETEREE
24 BETENERSEOLEHENREET -
3. TEEEHS  TRTFSEREREREAE
4. MEEEZHCEASGKTRETESR  AEUEFASKRNERS

5. FHA RGNS EEL ERREEMEE4M - #ETE2ANETRR - BEMEREE
e
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{'= Data Protection Strategies
HKCERT = iR E RS
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+{! 5 Key Information Security Risks to be Aware of in 2024
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4+~ 5 Key Information Security F

HKCERT 2024 FFhvEER =

A% ICERB M A I

ERE=SRENER

ISKS TO Deé Aware or In

HY 1 A 7R 22 [ e

;J—;
rJ *
o | ol

A




oer Security Tips
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HKCERT Publication for Data Protection

Latest Security Bulletins

7 &) | Hong Kong Lomputer
;.-.|5pr v Resononse | m ay (Ii; (:)
R vos-sitioyddn - 4

HKCERT S #RBEFRTEMRE

Home » Publications * » Security Guideline ~

Data Protection Guideline

Data Protection Guideline

st

-

r
r
5
Ty

The recent inciaents of personal information leakage have attracted mil public attention. Have you
een Worrying akcout your o data privacy? DC KNC Nat risks are associate: th storing data
cn the computer? at measures are avallable to mitigate these risks? This guideling ed int
four sections

46



HKCERT Publication for Ransomware

Partners About the Project English v

< / > NO MORE RANSOM Home Crypto Sheriff Ransocmware: Q&A Prevention Advice Decryption Tools ReportaCrime

Latest Security Bulletins

/// /} ion g "ong Compute
Y £ Emargency Resg e 1a |
\
| d | J 11 in |"

HKCERT S#SSFETHBAG

IMPORTANT! Before downloading and starting the solution, read the ho

]
Dec ry ptl on from your system first, otherwise it will repeatedly lock your system or e
TOOIS this for you.

) f Q e - | ": | | | R u ngu mwu rE
> 777 Ransom 3 | v E}] E I {¢

> AES_NIRansom

O, IEI

'"Ei' e - :'-E:I-
=]y =] P2

No More Ransom Fight Ransomware

[m]
T

What is
Ransomware?

What is Ransomware?. 47
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HKCERT /
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l Patch Vulnerabilities in Remote Acces
Remote Storage Now

O:

Centre for
coordination of
computer security
incident response for
local enterprises and
Internet Users

Learn more

www.hkcert.org

8105 6060
hkcert@hkcert.org
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Hong Kong Productlwty Councﬂ

HKPC Bwldlng, 78 Tat Chee Avenue Kowloon Hong Kong
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+852 27885678 www.hkpc.org .

L

L EY
Exgicitaton
v Domads
DeepFake

idler

. IP Adsess

&h&w

-y .
J e 2 .
1 8 ) c,
"-.t' Py
W
.

« .
e Py - -,_'-—.\‘. = &
l ah. s ' elall
P " o)
o 1\
. »
et OSS
) !
(%3 r
P & )
2y = "«“‘o‘w:-‘.“- 4
all - .
. -y -

WFH Do Cofffeats
Securty Awareness DDoS

Password Snfling
Virtu '1l

Hljack
Urencroled
QR Code

Confi
sz Distanc

Bmsmg

DY

Preve
anymnu; check

no Ransomwa
CRMM Frewnll Gl

Automalic updates

Neanos Phishing
Sensitive Information
ntiality
Laaming

i /

P =



