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From: PayPal Billing Department <Billing@PayPal.com>
Subject: CrediVDebit card update
Date: May 4, 2006 08:16:08 PDT
To:
Reply-To: Biling@PayPal.com

PayPal

Dear Paypal valued member,

Due to concemns, for the safety and integrity of the paypal
account we have issued this warning message.

It has come to our attention that your account information needs

to be updated due to inactive members, frauds and spoof reports.

If you could please take 5-10 minutes out of your online experience and renew
your records you will not run into any future problems with the online service.
However, failure to update your records will result in account suspension

This notification expires on 48.

Once you have updated your account records your paypal account
service will not be interrupted and will continue as normal.

Please follow the link below and login to your account
and renew your account information

https://www.paypal.com/cqi-bin/webscr?cmd=_login-run

Sincerely, http://66.160.154.156 /catalog/paypal
Paypal customer depanma....p'/ T ipymal
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ATTN: Invoice J-98223146

" Please see the attached invoice (Microsoft Word Document) and remit payment

according to the terms listed at the bottom of the invoice.
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y /3 ¢|R Exploit Kit Support | Difference
41

MS Silverlight 2016-02-22 Angler Exploit Kit 2016-01-12
° E %u N :ﬂ Adobe Flash 2016-01-26 Angler Exploit Kit 2015-12-28 29
AR ¢IR Adobe Flash  2015-12-15 Angler Exploit Kit 2015-12-08 7
Adobe Flash 2015-10-29 Angler Exploit Kit 2015-10-16 13
Adobe Flash 2015-08-28 Angler Exploit Kit 2015-08-11 17
MS IE 2015-08-25 Sundown Exploit Kit 2015-08-12 13
MS IE 2015-08-10 Angler Exploit Kit 2015-07-22 19
— MS Silverlight ~ 2015-07-21 Angler Exploit Kit 2015-05-12 70
f _3) Adobe Flash ~ 2015-07-11 Angler Exploit Kit 2015-07-14 -3
- > 4 Adobe Flash ~ 2015-07-07 Angler Exploit Kit 2015-07-08 -1
v Silverlight Adobe Flash ~ 2015-06-27  Magnitude Exploit Kit 2015-06-23 4
Adobe Flash 2015-06-17 Angler Exploit Kit 2015-06-09
Adobe Flash 2015-06-16 Magnitude Exploit Kit 2015-06-09 7
Adobe Flash 2015-05-26 Angler Exploit Kit 2015-05-12 14
Adobe Flash 2015-04-18 Angler Exploit Kit 2015-04-14
Adobe Flash ~ 2015-03-19 Nuclear Exploit Kit 2015-03-12 7
Adobe Flash ~ 2015-02-02 HanJuan Exploit Kit 2015-02-04 -2
Adobe Flash 2015-01-20 Angler Exploit Kit 2015-01-27 7
Adobe Flash  2015-01-15 Angler Exploit Kit 2015-01-22 %7
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Your documents, photos, databases and other important fil
encryption and unique key, gencrated for this computer.

Private decaryption key is stored on a secret Internet serve
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do nc
your files will be permanently caypted and no one will be al

Press "View” to view the list of files that have been encrypt)

Press "Next” for the next page.

!

95 59 2

B e S S S e e

Confidential | Copyright 2014 TrendMicro Inc.

<IN

Organize =

AT PELLE LS LEL LTS LLLLLLLLLLLALALLLLLLLLLLLLLLLLLPLLLLLLLLLLLLLLLL LT LTy

!

”’
= 7
’
’

PSS BT

U Favorites
M Desktop
@ Downloads

1| Recent Places

o Libraries
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1™ Computer

i Network
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Share with «
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Shde show

» Libraries » Pictures » Sample Pictures

New folder

Pictures library

Sample Pictures

Chrysanthemum,

Jpg!__prosschiff

Wgmail.com_cry
pt

Koala,jpg!__pros
schiff@gmail.co
m_.crypt

22 Shared

Desert.jpgl__pro
sschiff@gmail.co
m_crypt

Lighthouse,jpg!_
prosschiff@gma
il.eom_.crypt

v [ 49 || seorc

| desktop.inil__pr
asschiff@gmall.c
[ om_.crypt

Penguins,jpg! __
prosschiff@gmail
com_crypt

ol

Arrange by Folder ¥

Hydrangeas,jpgl_
_prosschiff@gm
ail.com_crypt

Tulips,jpg!__pros
schiff @gmail.co
m_.crypt

Jellyfish,jpg!__pr
osschiff@gmail.c
om_crypt
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Take advantage of our affiliate- program!
More information in the source code of this file.
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Not Only Computer
Android
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NAS - Synology

| & 33 V- ———
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77,

SynolLocker™

Decrypeion

7 days, 13 hours, 35 mins, 25 secs

To decrypt your files you need to buy a unigue decryption key that is linked to your
identification code.

The only accepted payment method is Bitcoin.

Visit the help page if you need information on how 1o purchase and send 2 Bitcoin payment.

Follow these simple steps to get your decryption key:

1. Send 0.6 B7C to this Bitcon address: 1TMcaz3BhyftbVEXsmI¥IwmAGQQVIUKYEQVCcN

2. Once the payment has been processed, the RSA private Key will be available on your home page
within ~1 hour {6 Bitcoln network confirmations).

3. Get the link 10 the deryRlion PAage on your Synology NAS index.htmi page. Default is
htpc/fIP_ADDRESS:S000/redirect. himi

4, Copy and paste the RSA private ey into the decryplion page form then hit the submit button.

. After a short delay the webpage will start dispfaying the decryption progress.

. Contact suppor: if you face any issues with the decryplion process.
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BFTFIFEREXE. ANREHIELS. S
| e |
Z?\ IT 7 X |I=RIR Ny "Phishing™ Web Site
~ 1 FI_'FI_'
: i\g | :@/}I:A [}?EQ, r E A I %ﬁﬂgﬁ{q:o The web site you wish to open shows signs of
involvement in "phishing," a scam in which a
LEWH SIHREHRRR 2~ X criminal's web site masquerades as a legitimate
commercial site to obtain vour credit card number or
@ ﬁ n other personal information for nefarious purposes.
SFRIP
EEOSHRNE KABRTESE 2013/9/20 2%, Address: http:fjvs01.justedge. netf~wc
Credibility: Dangerous
Category: Phishing
Suggestion: Close yvour web browser window
ST and do not reopen this web site,
iTsmEs: =EZAT DIt 0 DAEE .
How to stop these warnings. ..
H5E 2013/9/20 B .
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About Mozilla Firefox

-

E mHE QAEEI%D

FFEMF & plug-in,
Window: ;5@ B &I BRI TE
Y% 5= Wéo

Firefox

48.0.2 What' snew
Firefox is up to date

Firefox is designed by Mo;
together to keep the Web

Want to help? Make a dor

SHERFISRAL, BT BN B R — s

E’Jnﬁ,nﬁ BT,

FREZFISIEE » Windows Update

--l-—- . —-

Windows Update

s Windows BE2&ITikEE
BEEFOHEZENERESE -

EANEFEE: SX 1611
EEEEM: 16/8/2016 12:03 - &R EF =
EWEF BENEGEESHREE
45 =R S Microsoft Update 89857 -
Copyright 2015 Trend Micro Inc.



fLAIRRE R E

¢
ﬂ/w{}@ %M‘

BRI A — (S Dassuord!
NELEZNS , EHIEN

EFTEREBRAHIR T NIERIETL (App) . BFEFLACE

RERYIERIETC
T, BERMERERERT  XWARKEHLE

o sZIAZKAIERENE (By call)

33 Copyright 2015 Trend Mic .



Copyright 2015 Trend Micro Inc.



THANK YOU

1ZE& . trendmicro.com.hk

I




