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The Mobile Security Epidemic
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A Radical Shift is Occurring

“When will your organization cease to provide personal devices?”

45%
All BYOD

40%
No BYOD"

2013 2016 2020

*Source: Bring Your Own Device: The Facts and the Future, 2013
n=2053 CIOs, worldwide




Trends

Security or data breaches involving More people use mobile devices for
mobile devices are on the rise work than their companies think

Data breaches involving
smartphones or tablets
more than in
2015 (1)

of employees say they

use their smart-
phones for work; their
companies think only do... @

66%
of large organizations
have had a security or
data breach involving
smartphones or tablets in 2015 () 20
Work use reported by employees .
Work use reported by IT in companies . I

Smartphones

Laptops



Productivity/Management vs Security

Provide services while balancing both

* Secure the data e Just let me do my job

* Protect the customers * No training required

* Protect the users * Ease of use

* Protect the business e Access data on demand



Malware Goes Mobile: Timeline of Mobile Threats, 2004 — 2015
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lkee and Duh
Wormns affecting jail-
broken iPhones using
Cydia app distnbution
systemn due to a hard-
coded password in sshd.

s — —G—

First worm affecting
Symbian Series 60
phones. Spreads from
phone to phone by using
Bluetooth OBEX push
protocol

SOPHOS

2010

FakePlayer
First malware for
Android makes maney
by sending SMS
messages to premium
line numbers

in Russ@a.

<

—e

DroidDream
Firstiarge attack on
Google Play. Over 50
apps containing a root
exploit published on the

R

Masterkey
A vulnerability in
Android exploiting
certificate validation,
sliowing malware to
disguise itself as a
legitimate app.

1000 new Android
malware samples

Popular Windows bot
and banking malware
Zeus improved with its
Android component
designed to steal
mobile transaction
authentication numbers
{mTANs).

discovered every day.

Windows based malware
uses Android debugging
bridge to install fake
banking app to Android
devices connected to the
infected PC.

Sammam—

Gazon
Android virus spams all
your contacts via SMS
with 8 link to install

& phony Amazon
rewards app.

2 million cumulative
samples of Android
malwere and potentially
unwanted apps.




The Android Security Challenge

According to Sophos Labs,

During the years 2010-2014, we have collected 1.1 million
unique samples of malware

For 2014, we've identified about 500,000 new unique pieces
of malware

And another 500,000 unique PUAs ﬁ

From Sept 2013 — Sept 2014, there was an 1800% increase in
malware , g




Android Malware Growth

Android malware vs PUA growth - cumulative
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Phishing via SMS

& Austraka and New Zeatand Banking Group Lt &

ANZ

Log on to ANZ Internet Log on to ANZ Internet Banking

Account notification: http://vourbank.example.com
. ) . Banklﬂ() Customaer Registiranon Number
1 new Secure Email http://mobile.bank.example .
Your online statement is ready http://m.bank.test/ Cuntorrmr Regstr otgm Ngiier
FPagsa o
SotEnord
8 Logon

Left, fake site (Android, HTTP). Right, real site (i0S, HTTPS)



Your location has been shared 5398 times

Your location shared with 10 apps Your location shared with 10 apps

Did you know? Number of times your location has been
our location has been shared 5398| shared with each app for the past 14 days.
imes with Facebook, Groupon, GO , !
auncher EX, and 7 other apps for the ’ Googie Piey servions Youd

past 14 days
& Android System 1602

Let me change my settings G Groupon 1602

Show me more before | make changes ‘ Weather & Clock Widget
Keep sharing my location : GO Launcher EX

Let me change my settings

Notification provided by AppOps keep shafing my location

SOPHOS



Apple and Google in mobile malware slip-up

Apple and Google in malware slip-up - 60 Second Security
LX) Computer Security News, Advice and Research | Naked Security ]
* 6 & Sophos Lid. (GB)  hitps://nakedsecurity sophos.com e e ‘ 0'

Instagram password stealer app
yanked from App Store and Google

Play

by Paul Ducklin on November 13, 2015 | 1 Comment
~ Why would a mobile app steal your password?

And why would both Apple and Google be OK with
g that?
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Anatomy of a security hole - Android Master Key
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Anatomy of a security hole - Android Master Key
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Quadrooter — the biggest bugs ever found

SOPHOS



Apple iOS — zero-day attack seen in the wild

1. WebKit bug:

visiting a maliciously
crafted website may lead to
arbitrary code execution.

2. Kernel bug:
an application may be able
to disclose kernel memory.

3. Kernel bug:

an application may be able
to execute arbitrary code
with kernel privileges.




FBI cracks *that* iPhone

IN THE MATTER OF THE SEARCH ED No.CM 16-10 (SP)
OF AN APPLE IPHONE SEIZED
DURING THE EXECUTION OF A GOVERNMENT’S STATUS REPORT
SEARCH WARRANT ON A BLACK
LEXUS IS300, CALIFORNIA
LICENSE PLATE #5KGD203

The government has now successfully accessed the data stored on Farook’s
iPhone and therefore no longer requires the assistance from Apple Inc. mandated by
Court’s Order Compelling Apple Inc. to Assist Agents in Search dated February 16,

2016.
Accordingly, the government hereby requests that the Order Compelling Apple

Inc. to Assist Agents in Search dated February 16, 2016 be vacated.

I — R —




FBI or no FBI — how you can crack an iPhone for less than $S100
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Mobile Management

SOPHOS



Mobility Management Tomorrow

Smartphones/Tablets Unified Endpoints
COBO, COPE, BYOD Windows, Mac, iOS, Android

a3
SE

Wearables loT

Smartwatches, WYOD, Connected homes, cars,
activity trackers gadgets, pets...

SOPHOS 19




Why Is Managing Mobile Devices Important?

Enabling use of mobile devices lets users be
productive — but comes at a price:

Users want to access everything,
from anywhere, all the time

Users find a way to access business resources
on unsecured devices

Not managing mobile devices means flying blind,
with zero visibility

Manage your mobile devices with
Mobile Control and limit the risks

SOPHOS 20




Containers — Separate Business and Personal Data

CALENDAR

&

BUSINESS PERSONAL

SOPHOS 21
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Mobile Security
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Mobile Security for Android

3 W FYE 4 90x0 6:38 PM

* Award-winning mobile AV and Malware

Mobile Security

= A
)
C} Scanner

protection
* Web Filtering
* Spam Protection Bl 3R Code Soanner

* Additional security tools and advisors
o Privacy Advisor

o Authenticator o e
o Secure QR Code Scanner

Authenticator
Manage one-time passwords

anacy Advusor
L { 3P

av-test.org

* Centrally Managed

BEST PROTECTION
/& & Web Filtering

SOPHOS



Mobile Security for iOS

1298 B SR 3 oo Vpdstone e = 12:16 LU SRS 3

() A\/ on IOS IS Ineff|C|ent Mobile Security 0] Done 0S Version Advisor

Device Is in Good Health Latest I0S version installed.

* Vulnerabilities are best fought by —
staying up-to-date : Eotut ol 05922

16 May 2016: 45 days ago

i0S 9.3.2 fixes bugs and impeoves the security of

EEI Secure QR Code Scanner vour Phore o Pad,

* Mobile Security for iOS version 1.0: . fetnpes
o OS Version Advisor ) s | sy v
o Secure QR Code Scanner ‘ oo

o Authenticator

Bug Fixes

N Vauge (re-tee aaiseeits
35932 twas bugs and Sroroes the Jecerty of pour Phose or Pact btari and
Not ||Ia||aged Bug Funes
Security Upsates
Lol -
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Mobile Security Challenges

Security

SOPHOS

. Management

pAS)



Mobile Security Challenges

* An unsecured device means unsecured data
»>You can insure your devices — but what is your data worth?

* EMM helps enforce controls such as password, lock, etc.
>If you’re not sure, you're not secure

* Protect Android devices with anti-malware protection
»Users can remove protection, so needs to be enforced

* Malicious websites can also target mobile users
>Apply web protection to keep web threats at bay



SOPHOS

Security made simple.



