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Your website has... Criminals can get...

Powerful CPU and bandwidth 
(you got a server!)

Use your power à DDoS 
attack others

24 x 7 service 24 x 7 phishing/malware 
hosted in your site

Visitors Put malware in your site to 
infect your visitors

Motives of hacking your website



www.hkcert.orgBusiness impacts of hacked website
• Blacklist à interrupt your communication
• Examples: Google, anti-virus, firewall, mail server

• Reputation à trust of your products/services
• Possible regulatory/legal consequences
• Authority investigation (e.g. PCPD)
• Law enforcement investigation
• Class action lawsuit



www.hkcert.orgSecure website?
• Secure HTTP connection (HTTPS)

Between you and your clients
• Secure web server

Secure web application
Your facilities
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à SSL or HTTPS (安全通訊協定) is ‘secure’

Secure HTTP connection

5

+ AUTHENTIC WEBSITE BY THAT COMPANYencrypt your data

Valid digital certificate







https://gwillem.gitlab.io/assets/img/sha1.png

https://security.googleblog.com/2016/09/moving-towards-more-secure-web.html



www.hkcert.orgSecure website?
• Secure HTTP connection (HTTPS)

Between you and your clients
• Secure web server (e.g. Apache, IIS)

Secure web application (e.g. CMS, shopping cart)
Your facilities



OS (Windows, Linux)

Apache / IIS

CMS (WordPress, 
Joomla) Shopping cart Vendor 

customization

Vulnerability
Scanning

• Misconfiguration / 
Vulnerability management

• Weak authentication / 
access control / encryption

• Weak input validation

Web server







www.hkcert.orgHack your website
• ‘Vulnerable website’ can mean:
• web server (e.g. Linux + Apache, Windows + IIS), or/and
• web app (e.g. Joomla, WordPress) is/are vulnerable

• Reasons for web server/app vulnerable:
• No regular patch/update.
• Outdated version.
• Use vulnerable plugins.
• Misconfiguration (e.g. too much privilege)
• Web form input (e.g. contact us) implemented by 

developer/vendor à not enough input validation



www.hkcert.orgSME Free Web Security Health Check Pilot Scheme

• Promote the best practice of “Check-Act-Verify” 
approach for website security health check to SME.

• Prerequisites:
• You must has a website!
• Willing to allocate resources for follow-up.
• Apply: submit documents, arrange schedule
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• 35 companies joined, 30 completed health check
• First and second round of scanning completed, 

with scan results presented in report:
• Website vulnerability severity levels
• Classify vulnerabilities into 6 types
• Business impacts
• Titles of vulnerabilities found
• Remediation advice for technical staff to fix problems

• Final report on overall result will be published.

SME Free Web Security Health Check Pilot Scheme



Distribution of Industry in Participants



Business Values of Your Website



Distribution of Vulnerability Classification



Distribution of Vulnerability Severity Levels



Industry vs Number of Vulnerabilities



Online Transaction vs Vulnerabilities



Comparison with the 1st scanning



www.hkcert.orgImprove and maintain security
• Assessment:

• Scan website regularly, and follow up with the advice.
• Assessed by credited criteria, e.g. OWASP Top 10, PCI DSS.

• Infrastructure:
• Check that hosting company guaranteed secure features, e.g. 

regular patch, secure WordPress/Joomla, shopping cart etc.
• Web application firewall (not to confuse with network firewall)

• Consider cloud services.

• Detection:
• Google Webmasters tools (developers.google.com/webmasters/hacked)

• Check blacklist yourself, e.g. mxtoolbox.com/blacklists.aspx



www.hkcert.orgImprove and maintain security
• User

• Security protection of user workstations and devices (also at home).
• Website

• Regular patch, update, vulerability scanning of web app/server.
• Web app specific (e.g. CMS, eCommerce) security checking.
• Regular offline backup.

• Prepare for emergency
• Business contingency plan.
• Drill for website down/breached.
• Provide reachable contact on website/WHOIS so that organizations 

like HKCERT can contact you if your site was found hacked.
• If your website does not function any more, remove it 

completely (note: you may need to keep the domain).


