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Disclaimer

This presentation including all images serves as information sharing only.

In case there are individuals, organisation names and/or technology brand
names mentioned during the talk, this does not represent CLP’s endorsement,

recommendation or criticism of these entities....

Any control mechanisms, processes or technologies mentioned should not suggest that
CLP is more or less secure than our industry peers or global competitors.
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Convenience Trumps Security Po

info security

STRATEGY | INSIGHT | TECHNOLOGY

A

News | Topics Features Webinars White Papers Events & Conferences

#infosect: Security Awareness Raising a Waste of

Time, Say Experts

Phil Muncaster
Email Phil Follow @philmuncaster

Security awareness and training programs are mostly ineffective and a waste of time and
money, according to a panel of experts speaking at Infosecurity Europe in London today.

Experts agreed that the way to address these problems is to make programs more relevant to
their audience in a way which will help to build an organization-wide culture that makes

security second nature to employees.

Angela Sasse, director of the UK Research Institute in Science of Cyber Security (RISCS) at UCL,
argued that it was “very doubtful” that most programs had any value at all and said
government-led efforts aimed at educating the populace were “pitiful” and sent out mixed

messages.

The focus should be on changing people’s behavior rather than raising awareness, as the latter
does little to improve information security, according to Andrew Rose, CISO in the UK

transport sector.

He said program managers could take a leaf out of the marketer's book in looking at new ways
to influence behavior in smaller, bite-sized chunks — in an almost subliminal way that doesn't

require hour-long training sessions.

Rose said his team inform all infosecurity training via a simple three-point framework:
“motivation,” ie what are the consequences of a specific policy; “ability,” ie can employees
practically comply with any new rules; and “triggers” — what will remind them to do the right

thing?

Uber's security awareness and education program manager, Samantha Davison, argued that
training has to be as relevant as possible to employees so as to avoid wasting everyone's time

by resulting in programs that don’t work.
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The taxi hailing firm builds its programs on the back of feedback from staff, and is currently
developing a training app which will produce different content depending on the location and
role of the individual user, she explained.

“Build a program they want, not the program you want as an information security

professional,” she advised.

Publicis Groupe CISO, Thom Langford, added that building a corporate culture around security

best practice is the goal.

“Culture is great; it's also really difficult to build, but once it's built it lasts a long time,” he

argued.

This will ensure security is maintained almost subconsciously by staff, and one of the ways to
get there is by creating “visceral experiences” through new approaches to training, he said.

UCL's Sasse concluded that although improvements to training programs are a necessity — not
least because the “attackers are getting more persistent and smarter” — they won'tbea

cheaper option.

To be most effective, training programs must be built on the back of the right corporate

technology “which wastes people's time as little as possible,” she argued.
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Proven Change Methodology

v’ Proactive identification
of training needs
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Ingredients: CO
Change Curve CYBER SECURITY

Awareness Desire Kn owf-et{ge Naﬂitg Reinforcement

Source: PROSCI ADKAR model
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Ingredients:
Key Success Factors

Surrender your USB storage stick with your

and enter into Lucky Draw
WHAUSB +REI2H 1
SMAHE

Check.@ am
Lock. e e

Protect. @ ua
See more details in http://checklockprotect

=USB25:i 4

W
name and phone number for Group IT to sanitise

Cotaction parios: 14

No. of USBs Collected

Awareness Desire Knuwledge Nﬁhtg Reirforcemen t

Change Curve Distribution

MEEENE
Energy for Life

Need to be measureable, enabling trend
comparison. Consider a post implementation
survey every year!
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I d e n t ify yo U r ri S ks FACILTATING YU IN SECUBNG CLP'S Business

2012 Feb: U.K. nuclear plant lost data in USB. Detail here

2012 Oct: Crimeware in USB idled U.S. power plant for 3 weeks: link

.--4 2013 Nov: International Space Station infected by USB
: ! malware: link

2015 2016

2014 Aug: New USB Threat - '‘BadUSB’ found: Detail here Explanation Video i

2014 Nov: New USB Threat - Cyber Espionage use ‘USBStealer’ to steal data from Closed
Networks. Detail here

2015 Nov : New USB Threat - ‘USB Killer’ destroys computer in seconds: Detail here ¥

2016 Mar: New USB Threat - ‘USB Thief’ data stealing malware: Detail here proee?

2016 Apr: German Gundremmingen Nuclear Plant with USB infection. Detail here 1

... Keep on sharing industry real-life incidents

Energy for Life
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http://www.cnet.com/news/stuxnet-delivered-to-iranian-nuclear-plant-on-thumb-drive/
http://www.scmp.com/news/world/europe/article/1938941/german-nuclear-plant-infected-computer-viruses-operator-says
http://www.bbc.com/news/uk-england-tees-17073049
http://www.usatoday.com/story/tech/2013/01/16/usb-drive-infected-with-crimeware-shut-power-plant/1840783/
http://www.ibtimes.co.uk/international-space-station-infected-malware-russian-astronaut-521246
http://www.tripwire.com/state-of-security/security-data-protection/danger-usb/
https://www.youtube.com/watch?v=pmd5qwG0Adc
http://www.securityweek.com/attackers-using-usb-malware-steal-data-air-gapped-networks
http://www.telegraph.co.uk/technology/internet-security/11932793/Killer-USB-stick-destroys-your-computer-in-seconds.html
http://securityaffairs.co/wordpress/45741/malware/usb-thief-trojan.html
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Directions:
% Map stakeholders on change curve  =-==ee

Department A

DepartmentB, C, D
$ $

Number of USB Storage Connections
Detected

-— —e
Nov Dec Jan Feb Mar

Number of Malwares Detected on
Removable Media

Feb Mar Apr

Mapping per current behaviour, for example
iR 2L 4 5E 4 8| infected or unattended USBsfound by department
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Directions : CO
j SECURITY
"B ) settargetheymessages oo

Everyone can help to take one more step the company

i ir

Communication Calendar

Sub-messages
I
SSSSSSSSSS Jan Feb Mar Apr May  lune July Aug Sept Oct Nov Dec

EEEEE Y
aaaaa ° o °
eetings L ] L] L]
‘eam Bri { ly) ® [ ] [ ]
urvey L]
Focus Gre Meeting [ ] [ ] L ]

g Executive letter ]
Executive Update L]
wwwwwwwwwwwwwww L]
CC Mee L] L] [ ]
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Make it personal = lw RIT

=

Cyber Security is our shared responsibility

In ancient times, when a castle was stormed, every person
was armed to fight and protect — even the king.

Energy for Life
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Make it to their personal life also

CcO

SECURITY

CS
VP N 75T 1%

Froutanng You v Secumme CLP's Business
Tha Cyber Security Team

Eifrmi e - BE+ERERE

for all staff In CLF Group,

QMR 3% dms

Australls,

China, India and South East Asts.

A O — A - ~BET

Can we really trusta USB ?

A simgia mathod of virus sprasding

FaRERERESE

(rofor to Fage I for mora on how the Sthomat infoction cused 2
‘ovarspinning of canirifuga In 2 kan nuciaar panh

(PR TS HE D EERFE - WRENOELR
BEARTES

A
o ardar to carry out malicious hidden actions

i 1o Page 4o the Lakas rsks ound o UIsE)
(PETAT - TWEUS - FDARFLE)

Use of USB becomes

The computer hacking community has been able to
demenstrate a simple method for infecting computers via USB,
proving that these trusted devices were no less vulnerable
than malware embedded websites or emails. Most users
know that their USB port accepts a wide-range of peripheral
devices, i.e. printers, data storage thumb sticks,
webcams, keyboards, cell phones etc. In order
for the computer to interact with the variety

of devices, USB ports will negotiate an
agreement or handshake which must take
place between the USE controller chip on

devices from untrusted one. However, simply by external
appearance, how can a general person or consumer can tell this
difference?

BEEEERAAUSEER - FERSRES - EREHUSBE
ERSEENER - HRRtETBRACHAZEEAMN
SRS ETES - ASHEASDE - fAHUSEE
BERSEATENARER - MuiHE - 8
FmFaiEE - BEmes 2 ST
Z-ATHMAERESELEEH  UeR
BEeERTR  FUSBEE FHUsBE

thumb drive’s controller chip can be altered to
make the computer believe that:

The stick is a keyboard, issue its own commands,
including instructions to install malware or steal files

It can even infect connected computers at boatup, before any
antivirus tools can detect it and "quarantine” it.

The stick is a network card, change a computer's
setting and secretly sending your sensitive data out by
redirecting your web browsing traffic

The USB manufacturers are considering to produce new
products with signed firmware, thus to differentiate trusted

N hackers Fym—

HMESHTLUEEUSBRIESS 7 B e m BT R R TR

Tha 5o of uss and whdepenad adogtion of USE stcks Fas.craatod a filss The fact is that a so-called "badUSBE” @& ER L - mE 2R HE [badUsB] f&

= e vulnerability - allowing these controller B IWEEENERUSBER O HE

snsitvs data loss whon  USS b rgatien o fost chips on USB devices to be rep d BE e @l - THSEHELE -
et - has now been found. It means that a USB

FHEAEE S-SR

USBEER H@ell - #HERES |
EREEERAREnTENES

USBREERES T EREMRE  EHRER
ELANHEERAENSE - RRHHESEHE
EREHE

BEETLEERMD 2N  SHSIARFRERHAINTR
Bz EEAEENER -

USBHEHEESREATAIRANEHESR - # MBS EE
EHEETHSEENEE - BELNEHE - RFRERE NG
HED I ZRIE ?

We all do NOT have a laser-eye to examine your USB before using it!

Appreciate your tips to make their personal and families secure

MEEENE
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Directions : cCO
Design activities and communications to move  CYBER SECURITY
people up the change curve

Aware & Desire : Risk of USB

Ability: USB Amnesty / test after
training/ tool adoption

-ussam:;;\ g» 1

Reinforcement: Being Visible

Cyber Security

—Pf*ﬂ Check. Lock. Protect Week
Knowledge: Implement Secure | 2 e
Tools and offer training BEZ2RN :
(Smart Alternative) ::;:,“..;;“;*;;;;—m /

BOARNALUEEUSBEERS ?
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Directions:

No. of staff members

Target
% to
Q maeattended

Attended %

Occupancy%

No. of staff members
Target — participated in and

% to

Meet  completedthe

~,

% participated
o participate: Attended %

% completed

Measure your results

CO

CYBER SECURITY

ILITATING YOU IN SECURING CLP’s BUSINESS

No. of staff members
attended

No. of staff members
attended

Tool adoption trends, event attendance and survey feedback are
valuable to measure if change has happened

MEEELE
Energy for Life
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Successful Security Cultural Change

Ingredients regularly all staff 10 mins/month

C}

B 1 provenchange methodology

B 5stages in change curve ‘"l % /

B A ot of creativity 5 ,
Bl At least one risk area A

H Many key success factors P ' -
-

Directions

B dentify a key risk where a behavioral change would help to mitigate the risk significantly.

I WMap your stakeholders on change curve.
[l Plan your target messages to different level of stakeholders, make it personal and relevant to them!

B Design activities and communications with a lot of creativity (video, games, posters, newsletters, etc).
Make sure they are appropriate for moving people up the change curve.

B Measure your results and change curve position, use them to contribute next round activities.

Energy for Life
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Thank you

PR B AR gé
. Energy for Ln‘e

e CLP(@)$®




