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Disclaimer

This presentation including all images serves as information sharing only.

In case there are individuals, organisation names and/or technology brand
names mentioned during the talk, this does not represent CLP’s  endorsement, 
recommendation or criticism of these entities….

Any control mechanisms, processes or technologies mentioned should not suggest that 
CLP is more or less secure than our industry peers or global competitors.
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About CLP – Assets at a glance

Source: www.clpgroup.com

http://www.clpgroup.com/
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Is it a familiar comment to you?
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Ingredients:
Proven Change Methodology

Structured 
and Planned 

Approach

Leadership 
Engagement

Targeted 

communications
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Source: PROSCI ADKAR model

Ingredients:
Change Curve
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Ingredients:
Creativity
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Ingredients:
Key Success Factors

No. of USBs Collected No. of Video View Counts

Change Curve Distribution 



11Proprietary & Copyright of CLP

Directions : 
Identify your risks

2010 2011 2012 2013 2014 2015 2016

2010 Aug: Iran nuclear plant centrifuge destroyed by Stuxnet via USB infection. Detail here

2016 Apr: German Gundremmingen Nuclear Plant with USB infection. Detail here

2012 Feb: U.K. nuclear plant lost data in USB. Detail here 

2012 Oct: Crimeware in USB idled U.S. power plant for 3 weeks: link

2013 Nov: International Space Station infected by USB 
malware: link

2014 Aug: New USB Threat - ‘BadUSB’ found: Detail here Explanation Video

2014 Nov: New USB Threat - Cyber Espionage use ‘USBStealer’ to steal data from Closed 
Networks. Detail here

2015 Nov : New USB Threat - ‘USB Killer’ destroys computer in seconds: Detail here

2016 Mar:  New USB Threat - ‘USB Thief’ data stealing malware: Detail here

… Keep on sharing industry real-life incidents

http://www.cnet.com/news/stuxnet-delivered-to-iranian-nuclear-plant-on-thumb-drive/
http://www.scmp.com/news/world/europe/article/1938941/german-nuclear-plant-infected-computer-viruses-operator-says
http://www.bbc.com/news/uk-england-tees-17073049
http://www.usatoday.com/story/tech/2013/01/16/usb-drive-infected-with-crimeware-shut-power-plant/1840783/
http://www.ibtimes.co.uk/international-space-station-infected-malware-russian-astronaut-521246
http://www.tripwire.com/state-of-security/security-data-protection/danger-usb/
https://www.youtube.com/watch?v=pmd5qwG0Adc
http://www.securityweek.com/attackers-using-usb-malware-steal-data-air-gapped-networks
http://www.telegraph.co.uk/technology/internet-security/11932793/Killer-USB-stick-destroys-your-computer-in-seconds.html
http://securityaffairs.co/wordpress/45741/malware/usb-thief-trojan.html
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Directions : 
Map stakeholders on change curve

Department A

Department B, C, D
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Directions : 
Set target key messages

1. USB malware is now a very common attack, which can cause 
serious damage.  [Aware & Desire]

2. Wide adoption of USB in company presents huge risks. [Aware & 

Desire]

3. Together, we need to stop using USB storage to protect the 
company. [Aware & Desire]

4. We can minimize impact to operation by Smart Alternative. 
[Knowledge]

5. We will continue to monitor the risk to strengthen our security 
[Reinforce]

Everyone can help to take one more step the company

Sub-messages
Communication Calendar
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Make it personal

Threat

Cyber Security is our shared responsibility
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Make it to their personal life also

We all do NOT have a laser-eye to examine your USB before using it!
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Directions : 
Design activities and communications to move 

people up the change curve

Reinforcement: Being Visible
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Directions : 
Measure your results

Tool adoption trends, event attendance and survey feedback are 
valuable to measure if change has happened
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Successful Security Cultural Change
Ingredients                                                      regularly         all staff 10 mins/month 

Directions

1  proven change methodology

5 stages in change curve

A lot of creativity

At least one risk area

Many key success factors

Identify a key risk where a behavioral change would help to mitigate the risk significantly.

Plan your target messages to different level of stakeholders, make it personal and relevant to them!

Design activities and communications with  a lot of creativity (video, games, posters, newsletters, etc).  

Make sure they are appropriate for moving people up the change curve.

Measure your results and change curve position, use them to contribute next round activities.

Map your stakeholders on change curve.
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Thank you


