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Microsoft's mission

Empower every person and
every organization on the
planet to achieve more

B Microsoft



‘People will only use technology
they trust”

Brad Smith

President & Chief Legal Officer
Microsoft Corporation
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The global impact of ransomware
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'Petya’ ransomware attack strikes
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T ey Global Biglaw Firm ‘Paralyzed’ By New Ransomware Attack
Uh-oh. What happened to this firm's cybersecurity expertise?



Software with highest vulnerabilities
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cvedetails.com/top-50-products.php?year=0

CVE Details

The ultimate security vulnerability datasource

Log In Register

Switch to https://
Home

Browse :
Vendors
Products
Vulnerabilities By Date

Vulnerabilities By Type

Reports :
CVSS Score Report
CVSS Score Distribution

Search :
Vendor Search
Product Search
Version Search
Vulnerability Search

By Microsoft References
Top 50:
Vendors

Vendor Cvss Scores

Products
Product Cvss Scores

Versions
Other :
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Top 50 Products By Total Number Of "Distinct” Vulnerabilities
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Product Name

Vendor Name Product Type Number of Yulnerabilities

Linux Kernel Linux
Mac Os X Apple
Chrome Google
Firefox Mozilla
Iphone Os Apple
Android Google
Flash Player Adobe
Debian Linux Debian
Windows Server 2008 Microsoft
Safari Apple
Internet Explorer Microsoft
Ubuntu Linux Canonical
Acrobat Adobe
Windows 7 Microsoft
Windows Vista Microsoft
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WannaCrypt and Petya — Timeline & facts

No propagation if systems applied MS17/-

« Targeting Windows 7/ or below
« Leveraged Windows SMB v.1 vulnerability to spread
« Encrypted files (WannaCry) or crashed OS (Petya)
 Demand payment by Bitcoin (approx. US$300 — 600) S
« No propagation for systems applied MS17-010 security BB
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PROTECT DETECT

across all endpoints, from using targeted signals, behavioral
sensors to the datacenter monitoring, and machine learning

YOUR
SECURITY POSTURE

RESPOND

closing the gap between discovery and action



MICROSOFT TECHNICAL SECURITY
NOTIFICATIONS

Free Monthly Security Update Security Advisories Alerts Microsoft Security Response
Email Alerts Center (MSRC) Blog Alerts

Provide a real-time way for the
MSRC to communicate with
customers

Issues that may not be
classified as vulnerabilities and
may not require a security
bulletin

Security-related software
updates and notification of re-
released security updates



Microsoft Security Response Center (MSRC) Blog Alerts

=. Microsoft | TechNet Search

Most Recent Most Comments

September 2017 security update release

Today, we released security updates to provide additional protections against malicious attackers. By default, Windows 10 receives these
updates automatically, and for customers running previous versions, we recommend they turn on automatic updates as a best practice.
More information about this month’s security updates can be found in the Security Update Guide.

September 12, 2017 By MSRC Team L]0}

August 2017 security update release

Today, we released security updates to provide additional protections against malicious attackers. By default, Windows 10 receives these
updates automatically, and for customers running previous versions, we recommend they turn on automatic updates as a best practice.
More information about this month's security updates can be found in the Security Update Guide.

August 8, 2017 By MSRC Team L 1]

The MSRC 2017 list of “Top 100" security researchers

Security researchers play an essential role in Microsoft's security strategy and are key to community-based defense. To show our
appreciation for their hard work and partnership, each year at BlackHat North America, the Microsoft Security Response Center highlights
contributions of these researchers through the list of "Top 100" security researchers reporting to Microsoft. This list...

August 7, 2017 By MSRC Team L _1¢]
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Follow Us

Popular Tags

Security Bulletin

Security Update

Internet Explorer (IE)
Security Advisory

Microsoft Windows

Security Update Webcast Q & A
Microsoft Office security
monthly bulletin release
ANS

Security Update Webcast
security bulletin release
Security Bulletins

Update Tuesday advisory



Security Advisories Alerts

All Published or Updated Security Advisories

Disclaimer: The information provided in this document is provided “as is” without warranty of any kind. Microsoft disclaims
all warranties, either express or implied, including the warranties of merchantability and fitness far a particular purpose. In no
event shall Microsoft Corporation or its suppliers be liable for any damages whatsoever including direct, indirect, incidental,
consequential, loss of business profits or special damages, even if Microsoft Corporation or its suppliers have been advised of
the possibility of such damages. Some states do not allow the exclusion or limitation of liability for consequential or incidental
damages so the foregoing limitation may not apply.

_ Advisory Number Advisory Description

8/08/2017 4038556 Guidance for securing applications that host the WebBrowser Control

bf27/2017 4033453 Vulnerability in Azure AD Connect Could Allow Elevation of Privilege

6/13/2017 4025685 Guidance related to June 2017 security update release

5/08/2017 4022345 Identifying and correcting failure of Windows Update client to receive updates
5/09/2017 4021279 Wulnerabilities in .NET Care, ASP.NET Core Could Allow Elevation of Privilege

5/09/2017 4010323 Deprecation of SHA-1 for SSL/TLS Certificates in Microsoft Edge and Internet Explorer 11
5/08/2017 4022344 Security Update for Microsoft Malware Protection Engine

1/27/2017 4010983 WVulnerability in ASP.NET Core MVC 1.1.0 Could Allow Denial of Service

1/10/2017 3214296 WVulnerabilities in Identity Model Extensions Token Signing Verification Could Allow Elevation of Privilege
9/13/2016 3181759 Wulnerabilities in ASP.NET Core View Components Could Allow Elevation of Privilege
9/13/2016 3174044 Updated Support for Diffie-Hellman Key Exchange

8/9/2016 3179528 Update for Kernel Mode Blacklist

5/18/2016 2880823 Deprecation of SHA-1 Hashing Algorithm for Microsoft Root Certificate Program

5/10/2016 3155527 Update to Cipher Suites for FalseStart



Microsoft Secure

Ensuring security to enable your digital
transformation through a comprehensive
platform, unigue intelligence, and broad
partnerships
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