
Security Update is Critical 





“People will only use technology 
they trust.” 

Brad Smith

President & Chief Legal Officer
Microsoft Corporation
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Software with highest vulnerabilities 



• Global: 300,000+ computers; HK: around 40 reported

• Targeting Windows 7 or below

• Leveraged Windows SMB v.1 vulnerability to spread

• Encrypted files (WannaCry) or crashed OS (Petya) 

• Demand payment by Bitcoin (approx. US$300 – 600)

• No propagation for systems applied MS17-010 security 
update  

WannaCrypt and Petya – Timeline & facts

NSA tools 
leakage

Microsoft 
releases 
patches 

MS17-010

EternalBlue & 
Doublepulsar 
exploit tools 
unveiled by 

Shadow Brokers

Ransomware 
WannaCrypt

Attacks
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Windows 
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patches for 
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d versions 

of Windows

14 March 27 June

Petya Attacks
MS Windows 

Defender detects  

12 May 12 MayNo propagation if systems applied MS17-
010 “security update”  
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MICROSOFT TECHNICAL SECURITY 
NOTIFICATIONS

Free Monthly Security Update 
Email Alerts

Security-related software 
updates and notification of re-

released security updates

Security Advisories Alerts

issues that may not be 
classified as vulnerabilities and 

may not require a security 
bulletin

Microsoft Security Response 
Center (MSRC) Blog Alerts

Provide a real-time way for the 
MSRC to communicate with 

customers



Microsoft Security Response Center (MSRC) Blog Alerts



Security Advisories Alerts






