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1. Dunensions of Smart Citzes

5 —1E#i %5 Cyber Security Attacks on Smart Cities and Associated Mobile Technologies,

by AlDairi & Tawalbe, Procedia Computer Science, V.109, 2017, 1086-1091,
https.//www.sciencedirect.com/science/article/pii/S18770509173106697?via%3Dihub
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= EH & E (Management level ), 515 & f(data level), 48%% = H(network level)

B g A (Management Level):  FZAIE - JAREH

(Business Process, Legal requirements)

(% Ifil(Data Level): EIRERITE - KBIEA - BUEME ‘I’:g?

(Collectlon of data, Big data analysis, data encryption at Cloud)
MGEEE (Network Level):  SpRIEsR . 4@ . BB AS
(Cloud Server, Network, Devices, People)
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—E5=4 (1)

= PRI

= R https://security.radware.com/ddos-experts-insider/ert-case-studies/how-multinational-
bank-handled-ransom-threat-ssl-attack/

£23/6/2017 ¥ in &

Ransomware Attacks on Multinational Bank &
How They Prevented Them

In 2016, the financial services industry suffered 44 million cyberattacks,
more than any other industry. Everything from hacktivist motivated
ransomware attacks to Internet of Things (loT) assaults targeted leading
banks, financial service institutions, and markets, resulting in hundreds of
millions in lost revenue.
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—LE=4 (2)

ARERRIEHE (2017)

R
https://campustechnology.co
m/articles/2017/02/13/univer
sity-hackers-attacked-5000-
lot-devices-on-campus.aspx

asourus | suascuse | amcwive | Aovesrse

Advanced Search

¥y f in

Networking/Wireless AV & Presentation Software & Systems r Security E-Learning Mobile

¢ Bsemamiay | essicschaess 3 MOSTPOPULAR
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o : i M- OB n EdX Certificate
Q Printable Format Programs Alm to

E3 E-Mail this page
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! The Impact of Virtual Reality

University Hackers Attacked ™ &iann
5,000 IoT Devices on Campus U of Rhode Isiand Kcks O

Construction for $125 Million
Engineering Complex

By Sri Ravipati  02/13/17
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—LE=4 (3)

= REARERRERE (2014)

= AR
https://www.massdevice.c
om/hospital-patient-
hacks-his-own-
morphine-pump-
massdevicecom-call/

Hospital patient hacks his own
morphine pump | MassDevice.com On
Call

5, 2014 BY AREZU SARVESTANI — LEAVE A COMMENT

" o MASS
- DEVICE

MASSDEVICE ON CALL — A pair of patients at an Austrian hospital became addicted to
morphine after one of them hacked their drug pumps to boost their dosage, according to a local

report.

The unidentified patients had to be treated for addiction after becoming dependent on high doses
of morphine. Their usage was so severe, according to the Austrian Times, that one of the patients
suffered respiratory arrest.
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—LE5=4 (4)

= ZEH:EA Scada (2015)
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Source:
https://spectrum.i
eee.org/cars-
that-
think/transportati
on/self-
driving/people-
want-driverless-
cars-with-
utilitarian-ethics-
unless-theyre-a-
passenger

IEEE

SPECTRUM

Followon: £ E in + @ '

Spec
Detailel
range c

Engineering

Topics Reports Multimedia

Cars That Think | Transportation | Self-Driving

People Want Driverless Cars with
Utilitarian Ethics, Unless They're a
Passenger

g nooaoe
Posted 23 Jun 2016 | 18:00 GMT
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S & SESE) REEE REER
(Incidence (Business (Process (Fraud)
Response) Disputes) Breakdown)
‘B = A (Management Level): EZE772 - A ETESK
(Business Process, Legal requirements)
L =A7 \Is 2 Y \l [riwal ) :’:
B T (Data Level): THERE - AR gl iz (IS 0100 PSSR
(Collection of data, Big Regulations) |5, data errcryprromac-Cloud) leakage)
dg%s e (Network Level): ERFEER - A4S et AB
(Cloud Server, Network, Devices, People)
AHTEBRE | o
(BDoS) 1 A1Z (hacking) O A= (hacking) ARTH=E
= o 7 : Social Engineering)
A 13 (hacking) s = 6 ( gineering
== B o %5 12 (Favesd i Z& B ; -
%% 52 (Eavesdropping) sicr (Eavesdropping) | | %542 (Eavesdropping)
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ZE (Security Assessment); _

ML =12 L\ 47 A H
gy . .\, = 4N fE ESESBES) k=N SEER
AX FII:;EE(DGSIgn Evaluatlon)’ :Incidence (Business (PFOCGSS (Fraud)
E“}EE___E EE(Rif’k Management);  esponse) Disputes) Breakdown)
B 5E5EEH§(Crime Investigation); 2 | fiEEESL
= U 2 .\, |
217 B3 (Digital Forensies)yiss Process, Legal requirements)
i Z T %1ﬁ%iﬂ(ldentity Management); SUTEE L KE 2[5 Al 1= A 2R ZUEERK 0100 | & B ®
BE AR B (Privacy check); : .| (Breaching (Data loss) 1101 (Data
‘ - ’\ jion of data, Blé Regulations) S, data errc YPUOIT at IOUd) leakage)
$$§mzﬁ(ﬁaining of Professional);
Z‘ ZQ . = 47 00 44 > — 2 B n ’
\\\@NGJZE(NetWOFk Level)‘ gﬂﬁ%ﬂﬁ ' %H ’Z“':' ’ ”91% ’ /\E FHE@zﬂ]/gﬂg(UserAwarenessIEdu);
42 1% {2 22 (End-point protection); (Cloud Server, Network, Devices, Peop Th &% R AT (Design of new devices);
n /INASZ = ]
% iRl %it(Testing of Devices); VB AR AR TS @ == e a p— -
% 2 5 (Security Testing); ODod) B A= (hacking) A= (hacking) ?ié&I*E
B A (PenetrationTest)y rcking) e = k! (Social Engineering)
EALAIT E(Incidence Response); o 75 (Eavesdropping) | | FREE - 3
giﬂ;’]u?‘.‘}(Data Encryption); vesdropping) = PPINS ¥ 2is (Eavesdropping)

ASTRI



s PRRBEEEHIRRNEENMIE—EIRE -
(The above-mentioned problems and opportunities appear in EVERY aspects of Smart City.)

- BEEHERASERARNYBERE RIHSERNBS TSR HBERREMNE

(Smart City will use a lot of different, diversified loT devices, therefore the management problem is
more complicated than a traditional Internet system.)

= PEEBZEHSERIMEEIASKNE - mBEERM R A ETER -

(Criminals will use advanced technology to launch cyberattacks, and their technology will also advance
from time to time.)

" ERRELZEZRINNEEUER -
(This implies a greater need of security technology.)

" WELEEXRNANHSH RO EMES

(Also demands a greater number of Cyber Security professionals.) 14
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& A & B (A simple remark)
» BERERPHNRGERBZZANT
(Physical world systems have safety/security components)
 FNERFHNRGHEREBLZZHG
(Digital world systems should have safety/security components)
= HRBZHIAREERERTERZHERZEAIHE R
(Human activities move more from physical world to digital world)
= . BARMA - BANESHEUTFNEZZRIBTEZSERELE S

(... it is natural that, we should put more resources/effort in digital work safety/security)

ZIE

lucashui@astri.org
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