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Cyber attacks continue to increase in frequency and sophistication, presenting
significant challenges for organisations to protect their information systems and
digital assets
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It is difficult for individual organisations to scout the Internet continuously by
themselves and to find out meaningful learnings and formulate informed decisions
to guard against cyber threats
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Sharing information and early warnings can help mitigate risks
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e % K- Financial Services - Information Sharing and Analysis Center (FS-ISAC)
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A CATALYST FOR COLLABORATION
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Establish a cross-sector, trusted collaborative network to share cyber security
information

FEFALZEEET L0 HF L >R
Prov1de a collaborative platform for sharing information, to give a better visibility of
the cyber security situational awareness
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Cultivate local collaborative culture among the industry for effective cyber security
information sharing
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To enhance the cyber resilience of Hong Kong against territory-wide cyber attacks
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The Programme obtained funding support from TechConnect (Block Vote) under the Innovation and
Technology Bureau
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Request for Information issued to some 190 organlsatlons to gauge market interest in end-2017
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Received positive responses from major professional bodies, academia,

public organisations, critical infrastructure, IT vendors, etc.
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[l supported the initiative and showed interest to participate
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All agreed a common web-based platform is an effective channel and supported the need to
organise face-to-face meetings
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A web-based platform for effective and secure mformatl on sharing and collaboration
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Face-to-face activities to strengthen the trust relationship
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Professional circles to exchange cyber threat information, mitigation measures,
best practices, tips
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Dlssemlnate analysed information with actionable insight to the community
P SR L b e T
Free of Charge during the 2-year pilot period

?’



Participants:

Key Internet service providers
IT and security vendors
Critical Internet infrastructure
Critical infrastructure

Cyber security researchers

Local Computer Emergency Response Teams, etc.

Beneficiaries:
Participants and their clients

General public
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According to the open tendering result, HKPC is responsible for assisting in devising
strategies for implements the Programme, including:
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Plan for programme strategy, including formulate Terms & Condltions of the
Programme
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age adVIsory group and members
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Propose methodology and mechanism for sharing

&kl g
Recommend future, long term arrangement of the Programme
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Devise Terms and Conditions of the Programme
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Members engagement
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Installation and testing of the information sharing platform
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Launch the Programme and its information sharing

platform
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First Professional workshop cum round-table meeting to
encourage exchange of information and facilitate building
of trusted partnership

LIRS R
Regular meetings
with members
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Integrate the Al technology into the Platform
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Second Professional workshop cum round-table meeting
to encourage exchange of information and facilitate
building of trusted partnership
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Completion of the Programme and determine its next
stage

pE e A
Regular meetings
with members



COLLABORATION

Build better cyber resilience
for Hong Kong
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