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Hackers turning to easy marks - Social engineering

Phishing was the #1
threat vector (> 50%) for
Office 365-based threats.

. Phishing

. Malicious Downloader

. Infosteal_Java_Adwind or Java Backdoor

. Microsoft Office Exploits

. Trojans

Figure 7: Top threats detected by Microsoft Office 365 ATP



Analysis and explanation

An attacker sending a phishing email in bulk to

@ 1,000 individuals just needs to successfully trick
one person to obtain access to that person’s
credentials.

If users are distracted and quickly scan the

@ seemingly legitimate but fake phishing email, they
may accidentally click a link and share details such
as entering their credentials.

Phishing is an easier way to obtain credentials as
@ compared to exploiting a vulnerability, which is
increasingly costly and difficult.
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Phishing comes in many forms

Phishing attack landscape

Broad ($) Targeted ($$%)

Attack spectrum

for example, personal for example, access for example, access for example, wire/W-2, business
identity/financial consumer credentials to org credentials and data email compromise (BEC),
high profile accounts

[ Domain spoof } Phishing attachments ( User impersonation ]
Attack lures/payloads \ J
[ Text lures J Credential phishing links [ Domain impersonation ]
Link to fake SaaS apps




Phishing in real life

What you see

Are you at your desk

IJ Office

My FedEx
FECEX REWARDS

Sir,
We tried to deliver your package on July 8™ 2017 545 PM

The delivery attempled falled because the address was business
closed or nobody could sign for it

To pick up the parcel, please Print the invoice that is attached to this
email and Visit FedEx location indicated in the receipt. If this parcel is
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Key phishing related findings

@ The research team has seen about 30% of domain spoof attacks.

@ More than 75% of phishing mails include malicious URLs to phishing sites. Other variations include
malicious phishing attachments and links in attachments.

@ Phishing mails impersonate popular brands:

Microsoft associated brands (for example, Office 365)

Other commonly abused brands include, but are not limited to, DocuSign, Dropbox, Apple,
and Amazon.

Recent investigations show attacks that impersonate popular courier services such as FedEx,
DHL, and UPS.

The research team also detected impersonation related to banks and government services.

@ User impersonation and domain impersonation techniques were low in volume, but they were high-
severity attacks.



Low-hanging fruit keeps changing

Downward trend of exploitation, the exploitation
of macros was very prevalent.

ﬂ Office ﬁ

| N

Most vendors have since been offering more enhanced and
effective email sandboxing technology to detect and defend
against macro-based malware threats. As a result, when
macro-based attacks became unsuccessful, adversaries
turned to exploitation of PDFs.

/A

( PHISHING )

Vendors improved detection of
PDF based exploits over time,
and attackers moved toward
phishing-based attacks.

Other low-hanging fruit for attackers are
poorly secured cloud apps.

79% of SaaS storage apps and 86% of SaaS
collaboration apps do not encrypt data
both at rest and in transit.



Learn to spot a phishing email

« Spelling and bad grammar. Cybercriminals are not known for their grammar and spelling.

« Suspicious links. If you suspect that an email message is a scam, do not open any links that you see. Instead, rest your
mouse but don't click- on the link to see if the address mismatches the link that was typed in the message.

https://www.woodgrovebank.com/loginscript/user2 jsp

[htkpeff192.0,2.1 fwoodindes: bt |

« Threats. These types of emails cause a sense of panic to get you to respond quickly. For example, it may include a
statement like "You must respond by end of day.” Or saying that you might face financial penalties if you don't respond.

« Spoofing. Spoofing emails appear to be connected to legitimate websites or companies, but actually take you to phony
scam sites or display legitimate-looking pop-up windows.

» Altered web addresses. A form of spoofing where web addresses that closely resemble the names of well-known
companies, but are slightly altered; for example, www.micorsoft.com or www.mircosoft.com.

* Incorrect salutation of your name.

« Mismatches. The link text and the URL are different from one another; or the sender’s name, signature, and URL are
different.

« BCC. The mail is sent to multiple recipients or to you in BCC.



Protect yourself from phishing

Do your own typing. If a company or organization you know sends
you a link or phone number, don't click. Use your favorite search engine
to look up the website or phone number yourself.

Make the call if you're not sure. Do not respond to any
emails that request personal or financial information.
Phishers use pressure tactics and prey on fear. If you think
a company, friend or family member really does need
personal information from you, pick up the phone and call
them yourself using the number on their website or in
your address book, not the one in the email.

Turn on two-factor authentication. For accounts that support it, two-
factor authentication requires both your password and an additional
piece of information to log in to your account. The second piece could
be a code sent to your phone, or a random number generated by an
app or a token. This protects your account even if your password is
compromised.
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Report phishing scams
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Find on page

Print
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Developer Tools
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B Microsoft  ofice Windows Surface Xbox 3E Feedback & reporting -

Tell us what's going on

Website problems

The site or parts of the site are broken, don't look right, or are
slow to load.

Report site issue

Surface Laptop ‘
Unsafe website

BEAE

MENER >

The site contains threats, like malicious software, or is
impersonating another site to steal your personal info.

Report unsafe site

Microsoft Edge problems or
suggestions

Problems with Microsoft Edge browser features or suggestions
to make them better.

Open Feedback Hub

® O :
+o° Rate Microsoft Edge
Take a minute to rate and review this app. To send us more
@ detailed feedback, use the Feedback Hub.
| ——
Rate it
Surface Pro Surface Go Xbox One S We'll send the URL of this site to Microsoft.

N 7z @ = ) N 1043aM B



[ <—ﬁ| Feedback X ‘ “E NN — X
& — O 0 & feedback.smartscreen.microsoft.com/feedba 7fl{ 7,"5 Z_ g i | @

B8 Microsoft

Report a website

Windows Defender SmartScreen
FAQ

Website you are reporting:

https://tw.answers.yahoo.com/question/index?qid=20180910185937AA06NA9

I think this is a phishing website
Phishing websites impersonate trustworthy websites for the purpose of obtaining your personal or financial information.
This information is often used for identity theft.

[] 1think this website contains malicious software
Malicious software or malware is software which is deceptive about functionality and is a security risk or privacy risk. The
term malicious software or malware refers to programs that demonstrate illegal, viral, fraudulent, or malicious behavior. For
example, viruses, worms, and Trojan horses are malicious software.

Language used on the website:
|Chinese (Traditional) /|

Enter the characters you see
New | Audio
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Microsoft Exchange Online Anti-Phishing Protection Stack

Post Delivery
Protection

Mail Flow Detection Detect & Respond

Client Tips for Suspicious

Safelink for Office Clients Explore malicious submissions

in Threat Explorer

Enhanced Detonation for
phishing URLs

Sender Authentication i i i ke T ; | .
ATP User Intelligence Y Eie S ATP Machine Learning | ATP Safelink Time of click | Mails
Checks Models ! Protection !
: ! Block URL Lists in SCC
Implicit Intra Org Domain  ATP User Impersonation URL Reputation S - ) : ATP ZAP :
Spoof Detection Detection eputation >can ATP Heuristic Clustering | ATP ZAP for URLs I : :
| ' Monitor for risky user/App
. . . ! | activity
Edge AT [l et B Im!:)ersonatlon Phish Content Analysis ATP block of attachments | Safelink for Internal Mail |
Block Domain Spoof Detection Detection Heuristics/Rules with bad URLs : :
! | Threat Explorer
Windows 10 based Rep ATP Attachment i Multi fz;ctczn)'f?uth;:;catlon i
Scan Detonation for phishing i or-itice i Rich Reports & Insights
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Protect your data
« Advanced threat protection: Time of click protection for malicious links

Microsoft

] Office 365

A This website has been classified as malicious.

We recommend that you close this web page and not continue to this website. Learn more about Malware

X Close this page.

Continue to this website (not recommended). ReWriting URLs to User CIiCking URL is
redirect to a web taken to EOP web
server. servers for the latest

check at the “time-
of-click”

& 2015 Microsoft | Lega
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Web servers
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Url rewritten to web server for check against list of malicious Urls

b Mail - Alex Darrow - Qutlook / u Office3ds

&

]

Safe links — users messages

] Office 365 Microsoft

A This website has been classified as malicious.

............

We recommend that you close this web page and not continue ta this website. Learn more about Malware

X Close this page.

Users notified
if a malicious
link is clicked
in email

] Office 365

A Thislink is being scanned

www.spamlink.contoso.com/attachment.docx

Try clicking the link in a few minutes, after the scan is done.

Learn more about Malware

Continue downloading the content (not recommended)

© 2015 Microsoft | Llegal |  Privacy Feedback

(i) @ | https://nall safelinks.protection.outlook.com/Turl=http®

Microsoft

The following link is being scanned to determine if it includes malicious software:

K Close this page and wait for the scan to finish



Protect your data

- Advanced threat protection: Sandboxing technology for malicious attachments
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Protect — Post Delivery

v' Safe links provides Time of click

protection
v Client Agnostic
v" Location agnostic
v Tenant level block list

] Office365  Microsoft

&H

This website has
been classified as
malicious.

v Detonation

v Integrated directly into Office clients

v’ Zero hour Auto purge (ZAP) Files/URLs
(New)
v High Confidence URL lists

bit.ly
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Safe Links for
Office Clients

Zero-Hour
Auto-purge




Detect & Respond: User Submissions/Real time Reports

v View of what users are _
v" Phish and Spam

v Benefits
v ML Models use this data
v Analysts cluster on missed phish —

78201

v H|ghllght configuration issues
to submissions —a s

v' Realtime reports

v Phishing including spoof and
Impersonation

v' Details of messages with rich —_—
search

relate
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Educating users through

Office 365

Classifications

Data loss prevention

Data govemnance

Threat management
Dashboard

Threat explorer
Attack simulator

Incidents

Campaigns

Mail filtering

Anti-malware

Diam

Safe attachments

Safe links

Quarantine

Security & Compliance

3 Attacks

Display Name - Spear Phishing  Account Breach

attack simulation

Simulate attacks to test your defenses

Run realistic phishing, spear sphishing and other attack scenarios to
identify and find vulnerable users before it impacts your bottom line.

0 Refresh

Phishing is & generic term for a broad suite of attacks
classed as a social engineering style attack. This test
is focused on Spear Phishing — a more targeted
attack, aimed at a specific group of individuals or an
organization. Typically, a customized attack with
some reconnaissance performed and using a Display
Name that will generate trust in the recipient

Brute Force Password Attack  Account Breach

Test

Attack Completed
View Report

Schedule Attack

Attack Details

A brute force attack is a trial-and-error method used
o obtain information such as a user password or
personal identification number (PIN). In a brute force
attack, automated software is used to generate many
consecutive guesses as to the value of the desired
data

Password Spray Attack  Account Breach

Test Int Deployment Attack

Aftack Completed
View Report

Schedule Attack

Attack Detalls
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