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Protection on the network

Agenda

Protection at the endpoint

Operations consideration

Challenge faced by SME




% of respondents stating as top two
items to increase risk exposure

Trends of Threats and Vulnerabilities

% of respondents stating as top two
items to increase risk exposure
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Source: EY



Top 8 Types of Network Attacks

B Browser
B srute force

B Denial of service

B worm

B Malware

Source: McAfee (2017)



Do you still remember WannaCry?

200,000+ Systems Affected by WannaCry Ransom Attack

The WannaCry ransomware attack in numbers
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Other Incidents in HK / World
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Cybersecurity

British Airways says hackers stole Sep 2018
customer credit card and personal
data from 380,000 payments

The theft was from customers who used its website and
mobile app to make reservations; the stolen data did not
include travel or passport details
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Multiple Layers of
Defense

Digitization has transformed our world. How we live, work,
play, and learn have all changed. Every organization that
wants to deliver the services that customers and employees
demand must protect its network.

Network security combines multiple layers of defenses at
the edge and in the network. Each network security layer
implements policies and controls. Authorized users gain
access to network resources, but malicious actors are
blocked from carrying out exploits and threats.




Protection at Edge

Anti-DDoS

Can be appliance or cloud based
solution

Another Firewall
Preferably different brands

Segregate Internet facing m ----------------------- .
applications from Internal systems

_ Corp Network
Internet facing systems

I o e —
Firewall m

To protect internal systems from
outside world

Hosted Based Firewall
Installed on the specific server

Internal systems



Wireless Security

Two driving forces

Open up your network

Vulnerable to attack

Wireless technology opens up your
network to the air.

Hackers do not need to have a cable
connected to your corporate network.

Increase

in attacks
against loT
devices

Explosion of loT

More devices

Explosion of Smartphone and loT
devices increases the security threat to
Wireless Network.

These devices are not designed with
strong security protection.
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Wireless Security

Best Practices

« Use strong authentication
(e.g. WPA2-Enterprise)

« Set the SSID invisible

 Restrict access to
designated devices

* Do not expose critical
systems to WiFi network (if
really necessary, implement
2-factor authentication)




Endpoint Security

AntiVirus

Anti-malware Patch Management

Personal Firewall Network Access Control




Email Security

Businesses are seeing more malicious emails flooding their inboxes

Ransomware detections among husinesses
Source: Symantec 2017 Internet Security Threat Report (ISTR)
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Email Security

Education is the most important thing

« Watch out for phishing
emails

* Never open unexpected
attachments without
scanning

» Use strong passwords that
are unique

» Scan all emails for viruses
and malware

» Use a robust spam filter




Operations Consideration

Patch Management

Privilege Password Mgmt

» Using strong passwords
+ Exercise split password control

» Use password vault

» Ensure critical equipment are
under maintenance
» Check the update and patch

Backup

Backup critical data and
configuration parameters

Inventory/Configuration

+ Maintain configuration
document

* Maintain connection diagram

+ Backup of configuration



Challenges faced by SME
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sufficient budget qualified personnels technologies management support

Source: ESET State of Cybersecurity in APAC (2017)



Cloud Security Consideration
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Cybersecurity — Next big topic

of respondents say
they need up to 50%
more cybersecurity
budget.

feel it is very likely
they would detect a
sophisticated cyber
attack.

Key findings

of respondents
consider a careless
member of staff as
the most likely source
of attack.

of organizations still
keep cybersecurity
reporting

mostly within

the IT function.

do not have a
Security Operation
Center, even though
they are becoming
increasingly
common.

do not have, or only
have an informal,
threat intelligence
program.

of boards

have sufficient
cybersecurity
knowledge for
effective oversight
of cyber risks.

say their
cybersecurity
function does not
fully meet their
organization's needs.

Source: EY



Key Take-away

Security is a never-ending investment

You will never see the benefit until one
day you are attacked

There is tradeoff between security and
performance/efficiency

.‘. s
v /)l.‘

-

- Keep learning!



Thank you



