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3 Lessons learnt

-The worst can happen
- A lot of the damaged areas weren’t even within the earthquake regions

-Insufficient awareness
- People didn’t understand the dangers behind retreating waves

:No warning? No alerts?
- Early warning system not was in place for Indian Ocean
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4 Common IT security threats

Virus and worm infection
Web site defacement

Denial of service attack
Un-authorized access

Data leakage and disclosure

Advanced targeted attack
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5 Example of web site defacement

Share Your Memories
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Date

2015/ 01707
201441225
2014/12/24
2014/13/24
2014/13/24
2014/12/05
2014/11/14
2014/ 10/27
201410/ 06
2014/10/02
2014/09/25
2014/058/10
2014/08/10
201407/ 21
2014406/ 12
201405/ 31
2014/05731
2014/05/28
2014/05/03
2014/04/21
2014/03/16
2014/02/04
2014/02/17
2014/02/05
2014/ 02/03

Motifier
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Fanz MendaX

Fatal Error

Virus_Ktc

Many schools had web site issues
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Cyber attacks hit the headlines

THEIIAIL"I'BEHST POLITICS ENTERTAINMENT WORLD  U.5.NEWS TECH + HEALTH BEASTSTYLE WOMEN BOOKS

'NATIONAL POST

# + FINANCALPOST » NEWS « COMMENT » PERSONAL INANCE « INVESTING « TECH « SPORTS + ARTS « LIFE » HEALTH « H(
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Checkpoint Washington

Reporting on diplomacy, intelligence and military affairs

TO |nl EonTw @he wﬂﬁlﬁng’wn 1]1)5’(
Stl C) ABOL National Security

By Hanna Sanchez

— ”j:“Chlnese hackers who breached Google
ez gained access to sensitive data, U.S.

o offlclals say
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Why would anyone attack us

Your website is under attack 24 x 7
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2013/04/24 19:59:44
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2013/04/24 19:58:38
2013/04/24 19:53:51
2013/04/24 19:48:44
2013/04/24 19:42:16
2013/04/24 19:40:34
2013/04/24 19:39:28
2013/04/24 19:38:13
2013/04/24 19:36:23
2013/04/24 19:35:01
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2013/04/24 19:30:58
2013/04/24 19:30:45
2013/04/24 19:29:48
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We are constantly under attack

FIREWALL TCP®
FIREWALL TCP connection denied from 124.237.78.181:6000 to 221.127.131.199:6677 (ppp0)
FIREWALL TCP connection denied from 222.186.13.12:6000 to 221.127.131.199:6675 (ppp0)
FIREWALL TCP connection denied from 183.245.76.134:6000 to 221.127.131.199:8909 (ppp0)
FIREWALL TCP connection denied from 183.245.76.134:6000 to 221.127.131.199:9415 (ppp0)
FIREWALL TCP connection denied from 183.245.76.134:6000 to 221.127.131.199:6666 (ppp0)
FIREWALL TCP connection denied from 221.214.14.253:6000 to 221.127.131.199:1433 (ppp0)
FIREWALL TCP connection denied from 221.179.6.228:6000 to 221.127.131.199:1433 (ppp0)
FIREWALL TCP connection denied from 183.245.168.81:6000 to 221.127.131.199:3389 (ppp0)
FIREWALL TCP connection denied from 24.84.214.249:53369 to 221.127.131.199:6675 (ppp0)
FIREWALL TCP connection denied from 61.147.103.79:6000 to 221.127.131.199:1433 (ppp0)
FIREWALL TCP connection denied from 222.186.27.78:6000 to 221.127.131.199:6666 (ppp0)
FIREWALL TCP connection denied from 221.179.6.228:6000 to 221.127.131.199:1433 (ppp0)
FIREWALL TCP connection denied from 176.61.139.128:2998 to 221.127.131.199:3128 (ppp0)
FIREWALL TCP connection denied from 176.61.139.128:2998 to 221.127.131.199:3128 (ppp0)
FIREWALL TCP connection denied from 176.61.139.128:2998 to 221.127.131.199:3128 (ppp0)
FIREWALL TCP connection denied from 58.221.60.182:6000 to 221.127.131.199:6675 (ppp0)
FIREWALL TCP connection denied from 192.198.82.21:6000 to 221.127.131.199:3389 (ppp0)
FIREWALL TCP connection denied from 222.186.27.78:6000 to 221.127.131.199:6666 (ppp0)
FIREWALL TCP connection denied from 112.101.64.233:6000 to 221.127.131.199:6666 (ppp0)
FIREWALL TCP connection denied from 222.186.63.181:6000 to 221.127.131.199:6675 (ppp0)
FIREWALL TCP connection denied from 222.76.218.81:6000 to 221.127.131.199:1433 (ppp0)
FIREWALL TCP connection denied from 222.186.45.164:6000 to 221.127.131.199:6666 (ppp0)
FIREWALL TCP connection denied from 218.22.2.68:6000 to 221.127.131.199:1433 (ppp0)
FIREWALL TCP connection denied from 58.221.59.172:6000 to 221.127.131.199:6675 (ppp0)
FIREWALL TCP connection denied from 222.186.45.139:6000 to 221.127.131.199:6675 (ppp0)
FIREWALL TCP connection denied from 223.4.218.71:6000 to 221.127.131.199:1433 (ppp0)
FIREWALL TCP connection denied from 142.4.38.49:6000 to 221.127.131.199:1433 (ppp0)
FIREWALL TCP connection denied from 50.22.220.130:80 to 221.127.131.199:57694 (ppp0)

FIREWALL TCP connection denied from 118.244.146.200:12200 to 221.127.131.199:6668 (ppp0)

FIREWALL TCP connection denied from 218.92.244.234:6000 to 221.127.131.199:3389 (ppp0)

FIREWALL TCP connection denied from 118.244.146.200:12200 to 221.127.131.153%'6pr\ LES




Why would anyone attack us

Your website is under attack 24 x 7

-Unpatched vuilnerabilities threaten your website
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Why would anyone attack us

-Your website is under attack 24 x 7
-Unpatched vuilnerabilities threaten your website

Hackers are more smart and efficient than ever
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Enter Passcode

Enter Passcode
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Why would anyone attack us

Your website is under attack 24 x 7
-Unpatched vuilnerabilities threaten your website
Hackers are more smart and efficient than ever

-No matter how small of your website
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Recommendations - 1

Implement basic security controls

= Firewalls

= System security hardening

= Anti-virus

- Wireless encryption

= Workstation lock-down
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Recommendations - 2

2. Implementation segmentation

Q Firewall
e

ELT

External Web Server Internal Server Workstation Workstation \Workstation

ALES

TH




Recommendations - 2

2. Implementation segmentation

Q Firewall
ez

ELT

Internal Server Workstation Workstation Workstation
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Recommendations - 3

3. Implement additional security best practices

= Installing Web Application Firewall (WAF) in front of web application to
continually check all traffic to detect and prevent web-based attacks

- Update to the most current version and install all relevant security patches
and vendor security recommendations

- Perform vulnerability assessment to assess web security issues

= Enforce security configuration standards according to industry-accepted
system hardening standards

= Include security requirements as part of the procurement process
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Recommendations - 4

4. Build Risk Awareness

SEC_!_JRITY
AWARENESS
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Source for more information

- OWASP - Open Web Application Security Project
(www.owasp.org)

= CIS - Center for Internet Security
(www.cissecurity.org)

= NIST - National Institute of Standards and Technology
(csrc.nist.gov)

- HKCERT - Hong Kong Computer Emergency Response
Team (www.hkcert.org)

- Hong Kong Government - Infosec Web Site
(www.infosec.gov.hk)

THALES




Thank You

Henry Ng, CISSP-ISSAP CISA
ISC2 Authorized Instructor
Head of Consulting Services
Thales e-Security

+852 2534 6625 (O)
+852 9317 6844 (M)
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