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Hong Kong Computer Emergency Response 
Team Coordination Centre (HKCERT) 

• Established in 2001 and managed by HK Productivity 
Council. 

• Cyber Threats Response and Defense Coordinator in 
Hong Kong. 

• Member of the FIRST (Forum of Incident Response and Security Teams) 
and APCERT (Asia Pacific Computer Emergency Response Teams). 

• Provide Internet users and Local Enterprises free of 
charge services. 

香港電腦保安事故協調中心 



Services 

 Incident Handling, Response and Coordination. 
– Incident Report and Response. 
– Proactive Discovery of Threats and Incidents. 
– Vulnerability Monitoring and Malware Detection and 

Analysis. 
 

 Dissemination of Alerts, Warnings and Security related 
Information. 
– Security Alerts and Early Warnings. 
– Publications. 
– Monthly Newsletter. 
– Guidelines and Handbooks. 

 



Services 

• Security Awareness Building 
and Training. 
– Seminars and Briefing to the 

Public. 
– Conferences and Workshops. 

 
• Coordination and 

Collaboration with Relevant 
Parties on Security Preventive 
Measures. 
 

• Website & Free Mobile Apps 
(Apple iOS and Android). 
 



Wi-Fi Network 



Wi-Fi Network 

• 2.4GHZ, 5 GHZ 

• IEEE 802.11/a/b/g/n/ac 

• Data rate from 11 Mbps to 1 Gbps 

• Coverage 35m - ~1km 

• 4 billion Wi-Fi devices in use globally 

 

 
• The Evolution of Wireless – ‘Wi-Fi’ (Infographic) 

http://prafulla.net/interesting-contents/world-interesting-contents/the-
evolution-of-wireless-infographic/ 
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Wi-Fi Network 

Access Point -  AP Network 

 



Wi-Fi Network 



Use of Wi-Fi Network 



Security Incident 

• Firesheep (2010) 

• Firefox add-on 

• Capture social networking website user credentials 
on open wireless network. 

• Blacksheep – protect against Firesheep 

• Use https connection 

 

 



Security Incident 

• Attack Point of Sales (POS) system via wireless network. 

 

 

 

 

 

 

 

 

 

TrendMicro 



• Hacker make use of vulnerable wireless access point to launch 
DDoS attack. 

• Improper configuration 

• Telnet port 23 opened. 

• Default user id and password. 

• Wireless AP, TV Box, Broadband Router, 

     Mobile devices, etc. 
 

Protect Your Home Network Devices from Joining the Botnet 
Army 

https://www.hkcert.org/my_url/en/blog/14123001 

 

 

 

Security Incident 



 
What's wrong? 



Security Measures 

Network Design 

• Account Management 

• Device Management 

• Network Segmentation 

• Access Control 

• Audit Trail 

 

 



Account Management 

• Authentication 
– User authentication system 

– Landing page (Captive Portal) 

– WPA/WPA2 enterprise (authorization server 
required) 

– Password Control (Default setting) 

– Use encryption 

 

  

 

 



Use Encryption 

• WEP (Wireless Equivalent Protocol) 
– Introduced in 1997 and cracked in 2001 

– DO NOT USE WEP, can be cracked within 10 mins 

 

• WPA/WPA2 (Wi-Fi Protected Access) 
– TKIP (Temporal Key Integrity Protocol) 

– AES (Advanced Encryption Standard) 

 

 

 
With WEP / weak encryption 

Sniffer 

A B 
xasdfasdfwasf xasdfasdfwasf 

Clear text decryption 



Device Management 

• Device authentication 
– Pre-register Wi-Fi devices (MAC address of Wi-Fi interface) 

– Regular review the device list (Trusted devices) 

– Record the usage of Wi-Fi device 

 

 

 

 



Authorized / Trusted devices 

• Allow only pre-registered device. 

– MAC filtering 

 

 

 

 



Device Management 

• Provided and Managed by organization 
– System and application installation and update 

– Security Software 

 

• Bring Your Own Device (BYOD) 
– Define policies on BYOD 

– Organization and employee agree and understand the 
policies 

– Bring Your Own Device (BYOD) Security Guidelines 

https://www.hkcert.org/my_url/en/guideline/13092602 

 

 



Network Segmentation 

• Isolated Network 
– No connection to school network 

– Avoid Malware spreads to Internal Network 

 

• Restricted Network 
– Only allow connection to  

– Limited access right on resources 
• Ex: Read Only 

– Access log 

 

 



Network Segmentation 

IT Ed Service Net 
(DMZ)  

Internet 

Web, FTP,  

Mail, Ext. 

DNS, 

WebSAMS 

HTTP 

Database, Lab, 

Computer Room,  

Library, Student 

file & print sharing 

HR Data, Financial 

Data, Student 

Record, Exam 

Paper, Staff file 

sharing 

SAMS 



Wi-Fi Signal 

• Broadcast SSID 

• Wi-Fi Coverage – signal strength 

 

 

 



Access Control 

• Wi-Fi Network Operation Hour 
– Turn off in non-office hr 
– Guest ? 

 

• Internet access control 
– Services, ex: web browsing and email 
– Web content filtering 

 
• Intranet access control 

– Data classification 
– Not allow access via Wi-Fi connection 
 

 
 
 

 



Audit Trail 

• Bandwidth usage 

• Connection record (IP and MAC address) 

• User logon record 

• Access record (URL, server, services, etc.) 



Security Awareness 

AP1* 

AP1 

(Fake AP) 

• Beware of Fake Access Point 

• Do not disclose Wi-Fi password to others 

• Use https connection 

• Enable Password protected 

• Turn off Wi-Fi when not 

in use 

 

 

 

 

 



HKCERT  

• Hotline:  8105-6060 

• Email:  hkcert@hkcert.org 

• Website:  www.hkcert.org 

• Guideline - Guideline for Safety Using Wireless LAN 

https://www.hkcert.org/my_url/en/guideline/12040201 

• Hong Kong Google Play Store's Apps Security Risk 
Report 

https://www.hkcert.org/play-store-srr 
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Q&A 


