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\\ Introduction of HKCERT

e HKCERT
— Established in 2001. Operated by HK Productivity Council
— Provide Free-of-charge service to Public

— Scope of services
* Incident Handling, Response and Coordination
* Dissemination of Alerts, Warnings and Security-related Information
* Security Awareness Education

e Coordination and Collaboration with Relevant parties on Security
Preventive Measures

— 24 hrs hotline: 8105-6060

HKPLC® e
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CERT Teams in Asia Pacific CERT Teams around the World

AR FLA AR 0 ERREAL A

[ Law Enforcement Resesaercclrjlrantre
AR 7 .
e (R2ERFFZE L

Local Enterprise &
Internet Infrastructure Internet Users Software Vendor
Pl AR S T K%ﬁ%&ﬁ%@%ﬁ L RS
Critical Infrastructure Universities

B BE R REF




All-roun d Productivity Partner
ELUEEKE



\ Nothing cannot be hacked

Hackers Reveal Nasty New Car
Attacks--With Me Behind The
Wheel (Video)

This story appears in the August 12, 2013 issue of Forbes. |

L!. &b 4 136 comments, 43 called-out + Commen t No

Students Fake GPS Signals to ‘Hijack’
$80 Million Yacht - Networkworld July
29, 2013

Ph|||ps Smart TstuInerabIe to Screen Huac
Cookie Theft

\ Trustwave SpiderLabs Security Advisory
~ TWSL2013-020:
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 SMEs are facing the same threat as large enterprise.

— Data Leakage. (sensitive data such as staff, customer,
business proprietary info.)

— Down time (web and email)
— Reputation loss (turn away new and existing customers)

SME

e Security Challenge of SME
— Lack of resources (budgets and manpower)
— Lack of IT and information security expertise
— Lack of security awareness

HKRPC®
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* Unfriendly Parties: Damage Reputation and Business
Interests

Attackers and Motives

— Disgruntled employees, business competitors..

e Cybercriminals: Money
— Extortion (Ransomware, DDoS...)
— Theft of information for SSS
— Control machine for other purposes

HKRPC®



Cybercrime-as-a-Service

Russian Cybercriminal Underground Market Product Offerings

2011 Price

2012 Price 2013 Price

Russian Cybercriminal Underground Service Offerings

Dedicated-/Bulletproof-

server hosting

* Low-end

* High-end

« Virtual private server
(VPS)

Proxy-server hosting
(per day):
* HTTPIS
+ SOCKS

VPN-server hosting:

« With one exit point

« With an unlimited
number of exit points
and traffic
Average price

Traffic-to-download
conversion (PP per
1,000 installations);
« Australia traffic
UK. traffic
U.S. traffic
Europe traffic
Mixed giobal traffic
Russia traffic

HKF

2011 Price

USS300-500
US$220-300
US$100-150
US$§90-250
USS§12-15
USS$100-500

— ©

2012 Price

US$200-500 US$120-600
No data US$150-400
US$100-250 US$120-200
USS75-90 US$50-110
USS10-17 USS10-12
USS100-190 US$140-400

(Source from TrendMicro)

>

Reguest an | -mall Password

— —

. Email Password Cracking made easy. !l

|
4

Al in the below form to the best of your knowledge. Make sure that the
emall addresses are entered correctly, Once submitted, check your emad
for & confemation mall. Add our emal address{es) in your address-baok, to
prevent our emais and the proofs landing in buk folder. Once you verify ‘
the order by dicking on the confirmation link sent to you, we will process

your order,

Coafirm your Emasl Address

Your Country

Mostlroent @ Lrgent @ 2ust do it whenever you a0

Yicbm Name

Victm Emall Address
Cortfirm Victim Emal Address
Yictem Victom Country

Victm Language

How you iow us

Your Yahoo! Chat ID

Your MSN Chat ID
Preferred Mode of Payment

Bonus offered (f any)

NS ¢

e
(LY

Any Instruc

(Source from McAfee)

Submit your Order
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Distributed Denial-of-Service Service

Cybercrime-as-a-Service

Prices
Offering Price
1-day DDoS service USS30-70
1-hour DDoS service UsS$10
1-week DDoS service Uss$1s0
1-month DDoS service US51,200

Prices for stolen credit card numbers.

(Source from TrendMicro)

Prices for zero-day vulnerabilities.

Adobe Reader

Mac 05 X

Android

Flash or Java Browser Plug-ins
Microsoft Word

Windows

Firefox or Safari

Chrome or Internet Explorer

105

£5,000-$30,000
£20,000-$50,000
£30,000-$60,000
§40,000-$ 100,000
£50,000-% 100,000
£60,000-5120,000
£60,000-5 150,000
£80,000-$200,000
£100,000-3250,000

Estimate of Prices (without PIN, with PIN, PIN and good balance)

Dumps

Us EU A, Al Asia
Visa Classic £15 £80 £40 £150 325 3150 $50 §150
Master Card Standard £a0 $140 $150 §140
Visa GoldPremier 525 $100 5200 345 $1a0 525 $30 3160 $55 $150
Visa Platinum £30 $£110 £50 $170 $35 170 360 $170
Business/Corporate £40 $130 $60 $170 fac 3175 70 $170
Purchasing/Signature $50 $120 $70 $55 $80
Infinite $130 $190 $60 3200 5190
Master Card World £140
AMEX $40 $60 fas §70
AMEX Gold $70 £90 175 $100
AMEX Flatinum 550

(Source from McAfee)
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e Social Engineering (use human vulnerabilities)
— Phishing website and email — Spoofed identity

e Malware & Botnet

— Steals confidential information, damage system data and
software on the computer

— Malware causes victim PC and becoming part of Botnet

e Network Attack

— Eg. DDoS, No data is stolen or compromised, but the
interruption to the service can be costly for a company.

— Eg. Server Hacking, may have data loss or compromised for
malicious activity, such hosting phishing , malware file etc.

HKRPC®

Attacks tactics



APWG Phishing Attack Trends Reports 2Q2014 APWG
(Released Aug 29, 2014)

* Average detected ~42K Phishing websites
° MOSt'Ta rgeted Industry SECtOrS Most Targeted Industry Sectors 2nd Quarter 2014

Gowvernment,

v' Payment Services — 39.8% pucton, 2.0, 1% _Gamin 101

I5P, B.42%

v’ Financial — 20.20% e —
v Retail/Service — 16.53%

T,

Social
— Metworking,
0.32%

T Classifieds,

0.15%%

http://www.apwg.org/resources/apwg-reports

HKRPC®
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\\ Phishing Website

Spoofed website = lure user to input username, password, credential

N\ HONG KONG MONETARY AUTHORITY
P ~ b 4l =)
J Tk anE B H RSS | = BEATEY

MREER T FEHE TIEH R MR EIRES R

TE /I EEER FER

1 B A

Bty - - EH
\ ’ HErErE - B - SRR HA R

Rachael Lininger Russell Dean Vines

20151598 BEErE T hitp:/hsplbk.com/bank hangseng.com/1/2/personal/private-banking
/private-banking.html |

2014125 155 BrEEEls T hup://www.wipbhk.com/ |

. 201442115288 HreEEENE T http://bank.cnchnkintl.com |
| I n 20142115255 BreEdEnE [ hitp://ccemke hidtemplates/rhuk milkyway/indexhtm |
2014115215 EreEdErE T hup://www.standardcharteredv.com/hk
Cuttin g t e @ ntit Y Th e ” Line 2014411548 BrEEETS T htp/fwww.maydanheiay.org/ibank/schi/login/index html

20144108315 EREEETERSERATIERNTEEER
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Which one is Phishing Website ($Y £ 4u5) ?7?

%) Welcome to Fubon Bank (Hong Kong) Limited - Mozilla Firefox
File Edit View History Bookmarks Tools Help €& = ’

(0 gl

Investment | Insurance | Cards | Loans Deposrt Commercial Service | e-banking | Business Online

w.fubonbank.com. hk/web/

m

e

Online Services Login » Fubon Bank's New Branding TV
Commercials (Chinese only)
e-banking

» Unit Trusts Subscription Fee Discount
up to HKS1,500 =

» Business Online

‘ QN » Renminbi Savings Account
Intern.et Stock Interest Rate 1% p.a

iTrading Service

» Winning up to 120,000 Extra Credit Card
Bonus Points Every Month

» Fubon "Perfect Fit" Personal Loan
Entitle up to HK$1,000 Supermarket
Coupons

Our News Can We Help You?

@ Smart 6(Plus) = o =
é' ~Endowment Plan | | * |eman Brothers Minbonds Latest News m @ k m
| 13

<| 1
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Which one is Phishing Website ($Y £ 4u5) ?7?

>

) Welcome to Fubon Bank (Hon mited - Mozilla Firefox -
File Edit View History Bookmarks Tools Help € = | {1 fbonbhkcom/web/html/index_e.html
FubonBank
m g @ About Us @ Contact Us ([ Application @ 5a8

Investment | Insurance | Cards | Loans | Deposit | Commercial Service | e-banking | Business Online

m

Online Services Login

» Fubon Bank's New Branding TV

e-bankin It’s Beneficial Commercials (Chinese only)
g Fubon Renminbi Savings Account O t
Ny . . o » Renminbi Savings Accoun
Business Oviine Interest Rate 1% p-a. - Interest Rate 1% p.a. =

» Fubon "Perfect Fit" Personal Loan
Entitle up to HKS$1,000 Supermarket

Internet Stock
Tradmg Service

Coupons

» Winning up to 120,000 Extra Credit Card
Bonus Points Every Menth

» Details .\ ———ad » Magi®Children Savings Account Start
: Saving with Your Child is Real Fun

g 7 Our News Can We Help You?

«__Smart 6(Plus) o — o
%:Endo..'ment Plan » Lehman Brothers Minibonds Latest News m @ m k m i
| >

< | m
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Which one is Phishing Website ($Y £ 4u5) ?7?

) Welcome to Fubon Bank (Hong Kong) Limited - Mozilla Firefox

File Edit View History Bookmarks Tools Help & I Il wwwiubonbonl.com/web/html/index_c html
Fubon Bank
m =EMRT @ Przn @WERN Eo# @ engish

BRYEE  REBEF  GAF ) BX ) X OEBER | @LER | BES

BABLMITRE _ .
- > BRI T2 —RaheERES

m

* : Eﬂ;ﬁ#m
) trade fubon.hk

- WA TORE ) BARX
v ¥ T RE AR 75
e AR R e
' HKS1 0008 B 8% S L

A » B3 "SINE AR

BITmiEHKS1, 000 2R 55

' > SEEIEE12EEIMEEEES

2 ) » B3F 'magiefiEl%E, fEEFD
=3 L TEEER HTERL
g FHPmER EMREAERS

e
5
% MEIEE (28) S =
G mummprn | | TRERRIR gl o -~ [ .

< | 1 | »
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Which one is Phishing Website ($Y £ 48u5) ?7?
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Which one is Phishing Website (f’jm“\l%lif.ﬁ) ?7?

-

@ E-HEET A - Mozilla Firefox |:|
St | & https/fwwnw.ppshkcom/hkt/revamp2/Chinese/LoginPage.html | O d<
-

gEmErngs | FOEE
HEER LS SR g Y B THRTE "

! ERE PR ELA ER =
s r PRSERUL T E BRI A A FENEHE - 58

BRI T A AL o B e LIREIAIE A SR -

B TR TS » )7 S A T T 6 4 ! HES S (ATM )RR, A TIHBT7E 45 5 1) 0T -
HVE{EFIEER - FEEVE PPS 2M% 23119876 -

SRR ORESLE 7
SHMEEN LEE?

HMEEIRE?
CBIEBAN » Tl SN S 1 T 'ﬂgﬁgggﬂgﬁwﬁ
EA o MEBASERO4E + HRAPO - ; R
EHERA » KD [FOIE | B o - IR RS

- BEfEER

- PEESEHRE MENT

“EE




N\

Phishing Website () 4g15)
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IcBC (&) PEIHRT
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Phishing Email (f’jm’éﬁiﬁ[ﬁ)

@ HSBC: Re-confirmation reguired (C61CODCY) - Mozilla Thunderbird 15.0.1
File Edit View Go Message Bookmarks OpenPGP Tools Help

8 GetMail v # Write & AddressBook Tag 4 Decrypt J ‘m_
| — sl

“rom HSBC <reports@hk-hsbc.com.hk> 4 Reply & ReplyAll|~ = Forward Archive
ject HSBC: Re-confirmation required (C61CODC9) 12:37
To I o hk < I o bk Other Actions ~

<y Back &~ Forward URL: | | https:;/live.mozillamessaging.com/thunderbird/start?locale=en-GBé

"he world's local bank

Please click Myaccount to prove the rightful holder again.

Thank you.
Customer Service Centre

http://www.commercial.hsbc.com.hk-

wgergaejk4dmbgaboygnsbydptawhx7eetnpuohp.
‘!'!@al.hsbc.comhk-wgergaejk4mbqaboygnsbydptawhx7eetnpuoh@“ B &= en-us [

Spoof email sender = lure to install Malware or visit a Phishing website
=>» user get infected.

HKRPC®
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Malware Propagation channels

Executables

* Fake security software @ Interet Security =

* Fake video player codec

@ Help & Support
* Social network website

redirect Q) Home Page Full PC Scan

) In this section you are abie 10 run a full scan of your system for possible wamings and
’ threats
/

i-: Privacy Keeper

P
Firewall
G i Stop scan | Rainove

., g g
- Update Settings Detected threats

Infected: Backdoor.Win32.Scrab.p

q, Global Settings C:\CONFIG.SYS

3 Waming

Your PC might be at risk.
Activate the software to profect &
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Malware Propagation channels

Document
Malware

& IMPORTANT: Royal Mail Delivery Invoice #1092817
J File Edt VYiew Tools Message Help

& & 8 | - X J Q|

Reply  Reply 8l Forward Print Delete | Previous Nexk Addresses (]
From: Royal Mail
Date: 14 April 2010 14:35
To: b " | AT

Subject: IMPORTANT: Royal Mail Delivery Invoice #1092817
Attach: @Ruyat_rﬂai|_neuuery_1nvaﬁce_1ngza1?.de (113KB)

We missed you, when trying to deliver.

Please view the invoice and contact us with any questions.

We will try to deliver again the following business day.

Royal Mal
I Ui

Image by Websense
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Malware Propagation channels

e

» Legitimate and
trusted websites
compromised

» Web admin incapable
to detect and mitigate
the risks

HKRPC®



\\ BotNet targeting Banks and e-

Commerce

e Zeus, SpyEye, Citadel Botnets

— Steals online banking information by Key logging and Form
Grabbing

— Features:
* Take screenshot (save to html without image)
* Redirect to a prepared fake bank webpage
* Hijack login session and modify web page

* Log the visiting information of e-banking site, record the
input string (text or post URL)

HKRPC®
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* Encryption Ransomware

Ransomware

Your important files encryption produced on this computer: photes, videos,
ducuments. etc. Here is a complete list of encrypted files, and you can personally

> CryptoLocker (PC) m,,,, —

The Ingl py rh @ pri m kaywh h will allow you to dcrypt(h r cated
the Int: h e server will destroy the key al f time
p ( d h s window. Afte) nobody and never will be able ore files..

To bul the private key for this computer, which wi II automatic Iy crypt files,
you need to pay 100 USD / 100 EUR / s ml r amount in another currency,

> BitCrypt (PC)
> CyptoDefense (PC) CTTSTRTIN ................ ... c.coees oo "...,

6:21 PM destruction of the private key by the server.

> Synolocker (NAS) 54:15:15

> Simplocker (Mobile)
> CryptoGraphic Locker (New™)

CryptoLocker
pitcrypt CryptoDefense _ _
B s of Encryption Ransoriial Beware of Encryption Ransomware, Do data protection now
Do data rpyrgtection now https://www.hkcert.org/my_url/en/blog/14041401

HKRPC®
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Ransomware

Your files are encrypted.

To get the key to decrypt files you have to pay 500 USD/EUR. If payment is not made before 02/04/14 - 09:03 the cost of
decrypting files will increase 2 times and will be 1000 USD/EUR

Your system Windows XP (x32) Flrst connect IP

y screen § Test deciypt

We are present a spocial software - CryptoDefense Decrypter - which is allow 10 decrypt

How to buy CiyptoDefense deciypter?

Obitcoin

1. You should register Bitcon wallet (clic o

ormation wit

2. Purchasing Bitcoins - Although it's not yet easy to buy bitcoins, it's ge!
Here are our recommendations:

- This fantastic service allows you to search for people ir
bitcoins 1o you directly.

o How To Buy Bacoins - An interational directory of bitcoin exchanges.

e Cash Into Coing - Recommended for fast, simple semvice

inkase - Bitcoin exchange based in the United States. (Highly rated)

1amg - A multi currency bitcoin exchange based in Slovenia. (Highly rat
® Coinar - CoinJar allows direct bitcoin purchases on theu site. They're base

international chentele

3. Send 1.09 BTC to Bitcoin address:  1EmLLiSpeW2922RZVarnYPPadwL

4. Enter the Transaction 1D and select amount:

I [0
Note: Transaction 1D - you can find in detailed info aboul transaction you made.
(example 4421 4ekca56ef0393860db929c40br3411 92742007 5cf3e2aa08114c4d

5. Please check the payment information and click "PAY™,

PAY

HKPLC®

SynolLocker™

All important files on this NAS have been encrypted using strong cryptography

List of encrypted files available here.

Follow these simple steps if files recovery is needed:

1. Download and install Tor Browser.

2. Open Tor Browser and visit http//cyphendfitr7hho.onion. This link works only with the Tor Browser.
3. Login with your identification code to get further instructions on how to get a decryption key.

4 Your identification code is SR PR WiV (als0 visible here)

S. Follow the instructions on the decryplion page once a valid decryption key has been acquired

Technical detalls about the encryption process:

A unique RSA-2048 keypair is generated on a remaote server and linked to this system

The RSA-2048 public key Is sent 1o this system while the private key stays in the remote server database,
Arandom 256-bit key is generated on this system when a new file needs to be encrypted.

This 256-bit key s then used to encrypt the file with AES-256 CBC symmetric cipher.

The 256-bit key is then encrypted with the RSA-2048 public key,

The resulting encrypted 256-bit key Is then stored in the encrypted file and purged from system memory.

The original unencrypted file is then overwrited with random bits before being deleted from the hard drive

The encrypted file is renamed to the original filename

To decrypt the file, the software needs the RSA-2048 private key attributed to this system from the remote server.
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Point of Sales (POS) Malware

e Support various payment methods and increase
attack surfaces

e Support various business needs and not only store
financial data but also personal data

* Connected to corporate network through
the Internet
e RAM (memory) scraping malware

HKRPC®
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Retail POS Malware

2012 2013

Source: TrendMicro
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Website defacement (48 B Z84)

~N

An attack on a website that changes the visual appearance of the
site or a webpage

AS@IA TR ED

A4FEm | e |-
—_— |

BR | s

A b P EERE SRR <F i 5
(EFHIAFOR 17BN BXBARTRIEES R E
B SNSRI R TS EALT SEAR - B8 5 | BRER A
BEEH—E EERSTSBEA S B EE. » =—m i A
PEGREEAETHRE » mm
[EEHEFIOR 17 Hi8E] RFFIS (FEG: HE8) FEe | * BERERFD
BROVEASP AT ERTE IR - 57 - DRBAMTE | . wemgis

- Fo RS 5 Weisnst » P

HEEESEEMIBEA - TSI - TR e

FrE AR - XABAFHEERE

P PIRTKIFRANTHES 17-20:00  {paonmmon 17 HiRe ] SEREAAERE 16EERS
P HESHTRAETERS 17-19:39  HXSORERUDERNEL - FEXRENS LR
o FEAf | REEVELEH 17-13:45 H > RETREAS - HFRBFER" WXPas (..

PEPEEESIAENED 17-13:01 | e O ——
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HKCERT Security Watch Report

Trend and Distribution of server related
security events

W R 2 B R AR 0

14,000 -+

12,000

10,000 # Malware
hosting

8,000 i

6,000 1,%5 2,557 : ;ﬁh;hégjgﬁ

4,000 L RS 3,048

' - 2,039 § -

-8 B8 ER =

Q32013 Q42013 012014 Q22014 032014

HKCERT — Hong Kong Security Watch Report Q3 - 2014

HKRPC®
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Security Mitigation Measures and Tips

All-round Productivity Partner
ELUEEKE
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* Process

— Download apps/software from official
website

Security Practice

— Password lock / screen lock
Process
— Patch frequently
— No jailbreak/root mobile device
— Close unnecessary network (Wi-Fi,
Bluetooth)
* Technology

— Security software

— Found my phone

— Encryption (File and USB storage device)

HKRPC®
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e Human

— Avoid loss and theft
— Be careful of phishing website/email
— Stop = Think = Connect

Security Practice

Process

* Data Backup & Recovery |
* Backup important file regularly \
*  Protection on backup (Offline backup?)
* Recovery test.

* Stay Alert and Keep Updated

* Reportincident and Know where to get
Assistance

HKPLC®
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IT Security Assessment

Evaluate organizations security framework against common industry standards as
well as other companies of similar size, industry and geography.

Helps organizations reduce risk exposure, protect information assets and limit the
impact of security-related events on business activity.

Evaluates 14 priority information security risk areas

Physical Security .

Logical Security

Servers & PCs .
Network Infrastructure .
Security Policies, Procedures, Practices .
Internal Network Vulnerabilities .
External Network Vulnerabilities .

HKRPC®

Web Application Security
End Point Security

File Backup & Recovery
Wireless Network Security
AV, Spyware, Spam

Social Engineering

Software Security
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* |T Security Policy and Guidelines - OGCIO

http://www.ogcio.gov.hk/en/infrastructure/methodology/security policy/

References

*Baseline IT Security Policy (517)

*IT Security Guidelines (G3)

*Internet Gateway Security Guidelines (G50)

*Security Risk Assessment & Audit Guidelines (G51)
*Information Security Incident Handling Guidelines (G54)

HKRPC®



http://www.ogcio.gov.hk/en/infrastructure/methodology/security_policy/

N\ Use Browser Securely

* Use newer and secure

WULMERABILITIES INTHE 5 MOST POPULAR BROWSERS

browse rS 000 - Vulnerabilities
— Security features: URL 300 -

blocking, sandbox, private 600

browsing 400

200

— Avoid installing unknown
add-ons (extension, ActiveX
objects ...) on the browser

HKRPC®

0 T T
2008 2009 2010 2011 2012 2013

Secunia Vulnerability Review 2014
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Use Browser Securely

Use separate browsers for
casual browsing and

transa CtiO NS Most Vulnerable Plugins 2013

25%

%

Be aware of pop-up

window
Clear browsing history **
Use Private Browsing in ~ [

pUbliC kiOSk Adobe Appl Adobe Microsoft

Shockwave Java = QuickTime Reader Silverlight

Logout after use Source: Qualys

HKRPC®



Aware of Browser Security Warnings

© SuEEse s (o[ E) [

| & Reported \Web Fargery! = - /[ Security error x

St [ €@ ncsof | (< C # [ ncsoftjp.account.egbsr.com/ B &iabD A ik 8 0

Phishing attack ahead

Attackers on ncsoft.jp.account.eqbsr.com might try to trick you to steal your information
(for example, passwords, messages, or credit cards).

Back to safety
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Verify web site identity

[y ndard Charlered Onhne Eankmg - FIOCE == Z |
p hank stand ard chartered .com. hk/nfalo gin htmYlang=en T3

- Mozilla Firefox —i | SiEE | BERE |

BRI
ks Yahoo! ScrapBo ols  Help ERrE 0
[Z] 3 TE CvberTrust Global oot
R (T ' hitpYibank standardchartered com hkinfs () Kl vy 0 &) (& Cobertrust SurServer Standard Volidation Ch
/ AVLE ERENdanicnarered .co - o

f.'.; Standard Charfered Online Banking - Windows Intermet Explorer

A, | & hitpe:dihank stand and chartered .com hk/nfslogin htmlang=en_1T2

e SSL(HTTPS) enabled sites provides RRERD

— Encrypted connections LB
IS ERSE 2T A -

— Authenticated source

— Remember to log out when done

HKRPLC"




\ Malware Analysis Website

VirusTotal - Malware analysis website (Free)

- Analyzes suspicious files (computer file and mobile Apps) and URLs

- https://www.virustotal.com/en/

#® Community Statistics Documentation FAQ About ™ English Join our community Sign in
i total
SHAZ256: 9ed2e36a93c56325f1coc61ad02d7i21a2c6692e 7 1bIbf3a965241271f5c 138
File name: logo.doc :

L— ]
Detection ratio: 2/ 54 .r 0 0

Analysis date: 2015-01-09 07:45:24 UTC ( 0 minutes ago )

= Analysis O Additional information ® Comments ) Votes

Antivirus Result Update

Sophos Mal/PHPInj-A 20150109
Symantec Hacktool 20150109
AlYac o 20150109
AVG [ 20150109

N Blog | W Twitter | & contact@virustotal.com | % Google groups | & ToS | & Privacy policy

HKRPC®




N\

URLVoid — Check website
reputation (Free)

- Scan website address with multiple
website reputation engines and domain
blacklists

http://www.urlvoid.com/

Website Reputation Check

Hkcert.org

Mo active threats were reported by the scanning engines.

Free anonymous web proxy »

|

IP Address

Overview Alexa Traffic Facebook Activity

Website Information

Analysis Date 3 months ago

Safety Reputation [ 0730 |
2002-01-09 (13 years ago)

Domain 1st Registered

Server Location Bl (HK) Hong Kong

Google Page Rank

Alexa Traffic Rank 1,466,885
Safety Scan Report

& SpamhausDBL o View more details...

O MywoT o View more details...

© malwareDomainList w View mare details...



N\

Security Guideline

— https://www.hkcert.org/security-guideline

Security Tools
— https://www.hkcert.org/security-tools

Mobile Security Tools

- https://www.hkcert.org/mobile-security-tobls

sl ity szl AA ]
A

Hong Kong Computer Emergency Response Team Coordination Centre

W AboutUs  Alerts & News Services Publications & Resources Mobile  RSS

Getting Help Highlight

[T © Event Highlight

0 Security Buljetin

HKCERT Mobile App
— Search by keyword: HKCERT

AMDROID APP QN

Available on the . .
D App Store P> Google play

HKRPC®



https://www.hkcert.org/mobile-security-tools
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Q&A

Website: www.hkcert.org
Hotline: 8105-6060
Email: hkcert@hkcert.org

HKRPC®



