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Introduction of HKCERT 

• HKCERT 
– Established in 2001. Operated by HK Productivity Council 

– Provide Free-of-charge service to Public 

– Scope of services 
• Incident Handling, Response and Coordination 

• Dissemination of Alerts, Warnings and Security-related Information 

• Security Awareness Education 

• Coordination and Collaboration with Relevant parties on Security 
Preventive Measures 

– 24 hrs hotline: 8105-6060 
 



Local Enterprise &  
Internet Users 

本地企業及互聯網用戶 

CERT 

CERT 

CERT 
CERT 

APCERT 

CERT Teams in Asia Pacific 
亞太區其他協調中心 

CERT 

CERT CERT 

CERT 

CERT FIRST 

CERT Teams around the World 
全球其他協調中心 

Law Enforcement  
執法機關  

Internet Infrastructure 
互聯網基建機構  

Universities 
大學 

Software Vendor 
軟件供應商 

Security  
Research Centre  
保安研究中心 

Critical Infrastructure 
重要基礎設施 



Security Challenges to SMEs 



Nothing cannot be hacked 

Students Fake GPS Signals to ‘Hijack’ 
$80 Million Yacht - Networkworld  July 
29, 2013 

Trustwave SpiderLabs Security Advisory 
TWSL2013-020: 
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SME 

• SMEs are facing the same threat as large enterprise. 
– Data Leakage. (sensitive data such as staff, customer, 

business proprietary info.) 

– Down time (web and email) 

– Reputation loss (turn away new and existing customers) 

 

• Security Challenge of SME 
– Lack of resources (budgets and manpower) 

– Lack of IT and information security expertise 

– Lack of security awareness 



• Unfriendly Parties: Damage Reputation and Business 
Interests 

– Disgruntled employees, business competitors.. 
 

• Cybercriminals: Money 

– Extortion (Ransomware, DDoS…) 

– Theft of information for $$$ 

– Control machine for other purposes 

Attackers and Motives 



(Source from McAfee) 

Cybercrime-as-a-Service 

(Source from TrendMicro) 



Cybercrime-as-a-Service 

(Source from McAfee) 

   (Source from TrendMicro) 



How do hackers attack you? 



Attacks tactics 

• Social Engineering (use human vulnerabilities) 
– Phishing website and email – Spoofed identity 

• Malware & Botnet 
– Steals confidential information, damage system data and 

software on the computer  

– Malware causes victim PC and becoming part of Botnet 

• Network Attack 
– Eg. DDoS, No data is stolen or compromised, but the 

interruption to the service can be costly for a company. 

– Eg. Server Hacking, may have data loss or compromised for 
malicious activity, such hosting phishing , malware file etc. 
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Phishing 

APWG Phishing Attack Trends Reports 2Q2014 
(Released Aug 29, 2014) 

• Average detected ~42K Phishing websites 

• Most-Targeted Industry Sectors 

 Payment Services – 39.8% 

 Financial – 20.20% 

 Retail/Service – 16.53% 
 

http://www.apwg.org/resources/apwg-reports 

 

 

http://www.apwg.org/resources/apwg-reports
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Phishing Website 
Spoofed website  lure user to input username, password, credential 



Which one is Phishing Website (釣魚網站) ?? 
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A. 
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B. 

Which one is Phishing Website (釣魚網站) ?? 
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C. 

Which one is Phishing Website (釣魚網站) ?? 



Which one is Phishing Website (釣魚網站) ?? 
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Which one is Phishing Website (釣魚網站) ?? 



Phishing Website (釣魚網站)  
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Spoof email sender  lure to install Malware or visit a Phishing website 

 user get infected. 

http://www.commercial.hsbc.com.hk-
wgergaejk4mbqaboygnsbydptawhx7eetnpuohp.cutoexpo-2010.com/?.K........ 

Phishing Email (釣魚電郵) 



Malware Propagation channels 

• Fake security software 

• Fake video player codec 

• Social network website 
redirect 

Executables 
Document  

Malware 
Website 



Malware Propagation channels 

Executables 
Document  
Malware 

 Embedded malware 

in PDF or Office files 

 Zeus botnet served 

PDF malware 

Website 

Image by Websense 



Malware Propagation channels 

Executables 
Document  

Malware 
Website 

 Legitimate and 

trusted websites 

compromised 

Web admin incapable 

to detect and mitigate 

the risks 

 



BotNet targeting Banks and e-
Commerce 

• Zeus, SpyEye, Citadel Botnets 

– Steals online banking information by Key logging and Form 
Grabbing 

– Features: 

• Take screenshot (save to html without image) 

• Redirect to a prepared fake bank webpage 

• Hijack login session and modify web page 

• Log the visiting information of e-banking site, record the 
input string (text or post URL) 



Ransomware 

• Encryption Ransomware 
– 2013 > CryptoLocker (PC) 

– 2014 > BitCrypt (PC) 

– 2014 > CyptoDefense (PC) 

– 2014 > Synolocker (NAS) 

– 2014 > Simplocker (Mobile) 

– 2014 > CryptoGraphic Locker (New*) 
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Beware of Encryption Ransomware, Do data protection now 

https://www.hkcert.org/my_url/en/blog/14041401 



Ransomware 



Point of Sales (POS) Malware 

• Support various payment methods and increase 
attack surfaces 

• Support various business needs and not only store 
financial data but also personal data  

• Connected to corporate network through 

 the Internet 

• RAM (memory) scraping malware 

 



Retail POS Malware 

Source: TrendMicro 



Website defacement (網頁塗改) 

An attack on a website that changes the visual appearance of the 

site or a webpage 



HKCERT – Hong Kong Security Watch Report Q3 - 2014 

HKCERT Security Watch Report 



Security Mitigation Measures and Tips 



Process 

Technology 

Human 

Security Practice 

• Process 
– Download apps/software from official 

website 

– Password lock / screen lock 

– Patch frequently 

– No jailbreak/root mobile device 

– Close unnecessary network (Wi-Fi, 
Bluetooth) 

• Technology 
– Security software 

– Found my phone 

– Encryption (File and USB storage device) 

Policy 



Process 

Technology 

Human 

Security Practice 

• Human 
– Avoid loss and theft 

– Be careful of phishing website/email 

– Stop  Think  Connect 

 

* Data Backup & Recovery 

* Backup important file regularly 

* Protection on backup (Offline backup?) 

* Recovery test. 

* Stay Alert and Keep Updated 

 

• Report incident and Know where to get 
Assistance 

 

Policy 



• Evaluate organizations security framework against common industry standards as 
well as other companies of similar size, industry and geography.  

• Helps organizations reduce risk exposure, protect information assets and limit the 
impact of security-related events on business activity. 

 

IT Security Assessment 



References 

• IT Security Policy and Guidelines - OGCIO 
http://www.ogcio.gov.hk/en/infrastructure/methodology/security_policy/ 

 

•Baseline IT Security Policy (S17) 

•IT Security Guidelines (G3) 

•Internet Gateway Security Guidelines (G50) 

•Security Risk Assessment & Audit Guidelines (G51) 

•Information Security Incident Handling Guidelines (G54) 

 

http://www.ogcio.gov.hk/en/infrastructure/methodology/security_policy/


Use Browser Securely 
• Use newer and secure 

browsers  
– Security features: URL 

blocking, sandbox, private 
browsing 

– Avoid installing unknown 
add-ons (extension, ActiveX 
objects …) on the browser Secunia Vulnerability Review 2014 



Use Browser Securely 

• Use separate browsers for 
casual browsing and 
transactions 

• Be aware of pop-up 
window 

• Clear browsing history 

• Use Private Browsing in 
public kiosk 

• Logout after use 

 

Source: Qualys 



Aware of Browser Security Warnings 



Verify web site identity 

• SSL (HTTPS) enabled sites provides 

– Encrypted connections 

– Authenticated source 

– Remember to log out when done 



Malware Analysis Website 
VirusTotal - Malware analysis website (Free)  

- Analyzes  suspicious files (computer file and mobile Apps) and URLs 

- https://www.virustotal.com/en/ 



Website Reputation Check 
 

URLVoid – Check website 
reputation (Free)  

- Scan website address with multiple 
website reputation engines and domain 
blacklists 

 http://www.urlvoid.com/  



 

• Security Guideline 

– https://www.hkcert.org/security-guideline 

 

• Security Tools 

– https://www.hkcert.org/security-tools 

 

• Mobile Security Tools 

– https://www.hkcert.org/mobile-security-tools 

 

• HKCERT Mobile App 

– Search by keyword:  HKCERT 
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 Website:  www.hkcert.org 

 Hotline:  8105-6060 

 Email:   hkcert@hkcert.org 

Q & A 


