Important Notice

All rights, including copyright, in this PowerPoint file are owned
and reserved by the Hong Kong Police Force. Unless prior
permission in writing is given by the Commissioner of Police, you
may not use the materials other than for your personal learning
and in the course of your official duty.
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Password: 00000000

Security Code: 000000
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Forrest Bank

Security Code: 000000

Transfer From: XXO(=-XX0(-XXX

Transfer To: YYY-YYY-YYY
Amount: HKD 10,000

Date of Transfers: 05 April 2013
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Forrest Bank

Password: 00000000

Please entef 12345678 i» your security device and enter

code generated by the pressing yellow buttonEl

Security Code: 000000
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CryptoLocker

Your important files encryption produced on this computer: photos, videos,
documents, etc

If you see this text, but do not see the "CryptoLocker”™ window, then your
antivirus deleted "Cryptolocker™ from computer

If you need your files, you have to recover "CryptoLocker” from the antivirus
quarantine, or find a copy of "CryptoLocker” in the Internet and start it again

You can download "CryptoLocker” from the link given below
http://feyrckkwwiymeo.org /1002.exe

Approximate destruction time of your private key
2013-10-11 10:23

If the time is finished you are unable to recover files anymore! Simply remove
this wallpaper from your desktop

» Cryptolocker

Your personal files are encrypted!

Your mportant fies encryption produced on thes computor: photos, vdeos,
GooUMments, 80, Hiere 5 3 compiete Ist of encrypled fes, #d You Can personaly very
L

Ercrypton wis procuond wsng 3 unegque publ ey RSA- 2045 ganirated for ths
cormguter, To Gaonpt fied you need 10 cbtan the private key,

Tra sngle copy of the private bey, which wil dlow you 10 decrypt the fles, located
061 3 26078t Servix On This Inbiemet; the seevie wil destroy the key after a tme
wectod n the window. After that, nobody and never will be able 10 rostore s

10 Obtan e Crivito by Kr the COMOutGr, whach wil Jutoenaticaly decrypt Mes, you
rod 10 pay 300 USD [ 300 TUR [ srody arount 1 srother ouetency

Ok alpts 10 SloCt U mathod of Dyment ard the Currency

Aswy attenngt Lo remove of damage ths soltware will lead to the snmwdate
destnx tion of the pevate ey by servey

71 .19 53
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Your files are encrypted.
To get the key to decrypt files you have to pay 500 USDIEUR. f payment is not made before 29103114 - 08:10 the cost of
decrypting files will increase 2 imes and will be 1000 USDIEUR

Your system: Firstegnnect IP

Total encrypled 4612 files.

We are present a special software - CryptoDefense Decrypler - which is allew to decrypt and retum contrel te a1l your encrypted files,

How to buy Cryptolefen:

decrypter?

Obitcoin

1. You should register Bitcon waller o1 mo ation wi !

2. Purchasing Bitcoins - Although it's not yet easy 1o buy bitcains, it's gening simpler every day.
Here are our recommendations:

* LocalBiicoins. com - This fantastic senvice allows you to search for people in your community walling to sell
bitcoing to you directly.

* How To Buy Bitcoing - An intemational directory of bitcein exchanges

* Cashlnto Coins - Recommended for fast, simple samce.

* Coinbase « Bitcoin exchange based in the United States. (Highly rated).

BiiStamp - A multi currency bitcoin exchange based in Slovenia, (Highly rated).

o Coinlar - Coindar allows: direct bileoin purchases on their site. They're based in Australia but sere an
international clignele,

3.Send 0.0 BTCto Bitcoin address: 1EmLLiSpeW202:R2MINYPPAOWLEKACPKT  Get OR cade

4. Enter the Transaction 1D and select amount:
I

Cryptodefense

SynoLocker™

Automated Decryption Service

All important files on this NAS have been encrypted using strong cryptography

List of encrypted files available here.
Follow these simple steps if files recovery is needed:

. Download and install Tor Browser.

. Open Tor Browser and visit http:/cypherxffttr7hho.onion. This link works enly with the Tor Browser.
. Login with your identification code to get further instructions on how to get a decryption key.

. Your identification code is [ GGG (also visible here).

. Follow the instructions on the decryption page once a valid decryption key has been acquired.

nAWN =

Technical details about the encryption process:

* Aunique RSA-2048 keypair is generated on a remote server and linked to this system.

The RSA-2048 public key is sent to this system while the private key stays in the remote server database.
Arandom 256-bit key is generated on this system when a new file needs to be encrypted.

This 256-bit key is then used to encrypt the file with AES-256 CBC symmetric cipher.

The 256-bit key is then encrypted with the RSA-2048 public key.

The resulting encrypted 256-bit key is then stored in the encrypted file and purged from system memory.

The original unencrypted file is then overwrited with random bits before being deleted from the hard drive.

The encrypted file is renamed to the original filename.

To decrypt the file, the software needs the RSA-2048 private key attributed to this system from the remote server.
Once a valid decryption key is provided, the software search each files for a specific string stored in all encrypted files.
When the string is found, the software extracts and decrypts the unique 256-bit AES key needed to restore that file.

Note: Without the decryption key, all encrypted files will be lost forever.

Copyright © 2012 Synolocker™ Al Rights Reserved.

SynolLocker

© HONG KONG POLICE FORCE & & Z 15 i i t#E Fm A




- MMmEAEEHRERTRRE - BE

TREG AR

it
I

i

kesez ﬂpie nd care B “J.*' T*r

M - WRZER K& IRZEHEZEL

I Al
G

bt

PUE IR BTV B 2 2 RE

HITESE R4t

AENEZNE - WENE -

ol BN 0 REL -

LN YN g

43

© HONG KONG POLICE FORCE & & Z 15 i i t#E Fm A



TR

>
by

=1
4

na

© HONG KONG POLICE FORCE & & Z 15 i i t#E Fm A



Yalh 48 _EBRZE - Preventive Action Plans Against Online Fraud
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The official Hong Kong
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