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‘Consumerization will be the most significant trend
affecting IT during the next 10 years”

Gartner
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Global Internet Device Sales

3,000,000,000
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Smartphones/Tablets will Outsell PCs by 4X
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Mobile App Revenue
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Source: Mary Mecker, Kieiner Perkins, and BI inteligence estimates

Mobile Apps is a $10B Market and Growing 100% per Year
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jFique atento e apr
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Todos os perigos que existem no mundo real
também existem no mundo virtual.

Aprenda a navegar com seguranca e proteja sua familia.
Acesse Internetsegura.br e salba mals.

INTERNET
SEGURA.BR




= {E\ -2
= \|/.A~
il:;l'\"ﬂg | ilj' K’ = =
D TABLETS D SMARTPHONES

B i0S (Apple) 61% B Android 43%
B Android 30% B Symbian [Nokia) 22%
B Microsoft 5% B i0S (Apple) 18%

B ONX 3% B Blackberry [RIM] 12%
Other 1% B

2012 (WW)

Android 59%
I0S 23%

152.9M Units
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Source: Trend Micro Mobile Security Roundup 2012, January 2013

It took Windows 14
years to reach this

count. Less than 3 to
Android.
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© SouTH KOREA @) UNITED STATES

Source: Trend Micro Mobile Security Roundup 2012, January 2013

Ranking based on the percentage of apps rated as privacy risks over the total number of apps scanned per country.
Ranking limited to countries with at least 10,000 scans.

Rating based on yearly analysis of real-time threat detection via Trenc,lglicroTM Mobile Security Personal Edition.
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PREMIUM ADWARE DATA/ MALICIOUS HACKTOOL BACKDOOR/ OTHERS
SERVICE INFORMATION DOWNLOADER REMOTE
ABUSER STEALER CONTROL

31.99% 11.34% 6.41% 2.09% 2.58% 1.08%



Part_3_Cybercrime goes mobile Cant Mix.mp4

Android g2 2R g |
TYPES OF ANDROID MALWARE

Premium Service Click Malicious
Data Stealer Abuser Fraudster Downloader

Spying Tools Rooter

Steals and sends Subscribes infected Abuses mobile Downloads other Tracks GPS data Takes complete
specific information phones to premium devices via malware and and sends it control over phones
from the user's phone  services without the pay-per-click malicious apps to a third party and their functions
to cybercriminals user's authorization or online ads onto infected devices
knowledge

ANDROID MALWARE GROWTH
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Malicious Marketplace — Social Engineering
= Android Market —_—
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Figure 1. Apps supposedly offered by Rovio Mobile Ltd.




Fake GooglePlay

Ckavatb Google Play ans Android

Google Play »1u ¢

Created by
“Temple Run”_

O Full of Malicious Apps in
those AppStores

Source: TrendLab




One-Click Billing Fraud

VISIT A COMPROMISED
ADULT SITE

CLICK A LINK
TO A VIDEO

END UP WITH AN
INFECTED DEVICE

LAND ON A MALWARE
DOWNLOAD SITE

Source: TrendLab

O Japanese police arrested 6

suspects on one-click billing

fraud campaign that netted
¥12M (US$148,800)
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Steals Personal Information

‘Candy Crush Saga Cheats

Android | Clear |

'Notifications

7 Play Acorn Buster FREE - Play Now
__Candy Crush Saga Tips (opt-out: opt.le 12:28 AM
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Mobile SPAM

. — - — Bl [t Vew ook Mewsye teb
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’m“‘ Mesiage Reply ReglyAl Fowwrd Pz Delets - Addresses
T - From: Kayhs Meacry
x \ _d . 5% A3 Black Hole Exploat 1§ 5D Rutes | pate: Thusday, by 05, 2012 1:02 PM
~. % . ($ ToManager - = NloneNof ' o) b ==
& junk = Delete  Reply P.zc:lfy Forward l‘\_- v | 33 TeamE-mad - Mc:wt =) Adtions Subjec 2
Delete Respond Quick Steps - Move <hable
You must Allow Images to Seel
From: Ak e—ar-Ambagt <ol Linkedin Password
Tor -
Cc
Subject: Linkedin Password Reset Notfication | 2 . |
, = W [
‘ »
| — Value - Pharm
Llnk@d'n TRUSTED ONLINE PHARMACY FOR OVER 15 YEARS
... Brand & generic meds at the lowest prices anywhere!
, Py, Order right now and you can save up to 507 offl
Your Linkedn password has been reset successfully AN
¥ you cid not request 3 password resel, please contact customer support Click here <2 M HA” TO FIND PAIN MEV'OA“ONS, WE HAVE T"EM!
! . OXYCONTIN VICODIN PERCOCET
| Thanks for using Linkedind Brand & Generic Brand & GeOerC s  Erand & Generic
Pain refief Anti Aniety Pepression Male/Female Enhancement

o O P & 2
VIAGRA CIALIS XANAX VALIUM  AMBIEN SOMA  KLONOPIN PHENTERMINE
M’y Hesth My Masdth Aoty e ] g Dot At bfemaniney Aots Ny Weght Lo

THE ONLY PHARMACY YOU WILL NEVER NEER! Y oscoves

FREE SHIPPING SAFE & SECURE  LOWEST PRICES -

onmostorders  reliable delivery  on all medixcations

othes secure methods of payment avallable at chedkdit

Sent from Android !!!

Sent from Yahoo! Mail on Androsd

Show socinl network updates in Qutiook

Figure 1. Spoofed LinkedIn email message
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Install from sdcard...
Finding update package...
Opening update package...
Yerifying update package...
Installing "update. .

Thanks to use 0PDA-Eelair-G2-1.1
0!

OPDA: http://www.opda.com.cn
Installing system...
Installing extra softwares...
Mriting boot image...

Install complete!

Install from sdcard complete »
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Adware

Top mobile threat:
Premium SMS
typically costing
users $9.99/month

24.93%
22.63%

Click DiEiie Malicious
Fraudster Stealer Downloader

Source: Trend Micro Mobile Security Roundup 2012, January 2013

40.58%

Premium
Service Abuser

4.40%

Rooter




12 million iPhone and iPad device IDs
hacked from the FBI, Anonymous claims

Join thousands of others, and sign up for Maked Security's newsletter

Doitl )

Dion't show me this again

by Graham Cluley on September 4, 2012 | Comments (13)
FILED UMDER: Data loss, Featured, Law & order, Vulnerability

Hackers have published a collection of what they say is over a million Unigue
Device ldentifiers (UDID}, connected with Apple iPhones and iPads.
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The data, claims the hackers, is just part of a larger database of 12 367 232
UDIDs, and personal information such as full names, cellphone numbers,
addresses and zipcodes belonging to Apple customers. The data was
allegedly stolen via a Java vulnerability from a laptop belonging to an FBI
cybersecurity agent:
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Flashback &4 % Flash Player » &4 60 &4 MAC

poweren B¢ GOOgIE

NN Tech

itics Justice Entertainment JREM] Health Living Travel Opinion iReport Momey» Sports»

Apple: Update will fix Mac 'Flashback’ virus

April 13,2012 | By Doug Gross, CNN Share g Twitter | Email

&) Recommend B 1,052 people recommend this. Be the
first of your friends.

Apple says a new software update provides tools to
get rid of the so-called "Flashback" virus that has
infected hundreds of thousands of Mac computers.

In a post on its support forums, Apple said the
update to the Java software platform "removes the
most common variants" of the Flashback malware.
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Mac Protector: Fake AV targets Mac OS X
users

Posted on 19.05.2011
£) BOOKMARK o Y0 &7

A little over two weeks have passed since the appearance of MAC
Defender, the fake AV solution targeting Mac users. And seeing that
the approach had considerable success, it can hardly come as a
surprise that attackers chose to replicate it.

This time, the name of the rogue AV is Mac Protector, and according
to McAfee, the downloaded Trojan contains two additional packages:

e macprotector.pkg (the application),
e macProtectorinstallerProgramPostflight. pkg (bash script that
launches Mac Protector once it's installed).
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The information you share can often answer security questions. Which information do people share the most?

034 014 91k 401

birthdays schools [P family hometowns
b members

4y 36 334 206 231

favorite favorite ) favorite vacation [EEEEEEDElS
TV shows musicians ™ books plans A NAMES
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— Webmail (gmail -~ yahoo mail -~ hotmail )
— BIFFa#EEN (MSN ~ QQ ~ Skype)
— Ui [ Je 48 o FAEZE (BT ~ Foxy)
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