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e Background and issues identified

e Data Protection Principles in apps development

e Best Practice on designing privacy-friendly mobile apps
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Disclaimer

The contents herein are for general reference only. It does not provide an
exhaustive guide to the application of or the compliance with the Personal
Data (Privacy) Ordinance (“the Ordinance”). For a complete and definitive
statement of law, direct reference should be made to the Ordinance itself.
The Privacy Commissioner for Personal Data (“the Commissioner”) makes
no express or implied warranties of accuracy or fitness for a particular
purpose or use with respect to the information here. The contents herein
will not affect the exercise of the functions and power conferred to the
Commissioner under the Ordinance.
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Issues identified in the past

e Lack of app specific and clear privacy policies
e Excessive collection of data
e |nadequate security measures

e Lack of options/opt-outs for app users
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Issues identified in the past

Lack of app specific and clear privacy policies
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2013 and 2014 Mobile App Surveys

Top 60 apps that accessed smartphone data

May 2014

55% provided privacy policy

e 15% of the policies that were
tailor-made to apps
e 8% app developers had not
provided sufficient details to
identify themselves
L 6% not easily readable
HIg i 2488128 12/F, 248 Queen's Road East,
Wanchai, Hong Kong a8 Tel (852) 2827 2827 IL Fax (B52) 2877 7026
T # Email enguiry@pcepd.org.hk 2k Website www.pcpd.org.hk

May 2013

e 60% provided privacy policy in
website only

e 8% of the policies that were tailor-
made to apps

e 60% app developers had not
provided contact details

L4 11% in B AperM ﬂ3b"‘(e Or not easily readable
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Issues identified in the past

Excessive collection of personal data
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Excessive collection of HKID numbers

Media Statements
Date: 15 December 2014

FExcessive Collection of Personal Datathrough Mobile Applieation
by Worldwide Package ITavel Service Operating witl ‘m

Policy

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
published an investigation report today concerning the excessive collection of personal data
by Worldwide Package Travel Service Limited ("Worldwide Travel”) from customers when
they enrolled for the company's loyalty programme ("Programme") and when making online
enquiries about the reward points under the Programme using the mobile application ("App")
developed by Package Tours (Hong Kong) Limited ("Package Tours") and operated by
Worldwide Travel. Further, both Worldwide Travel and Package Tours did not explain to the
App users the purpose of use of the customers' personal data they collected via a privacy
policy, app marketplace description or other communication means.

2. The two companies have contravened the Data Protection Principle ("DPP") 1 in Schedule
1 to the Personal Data (Privacy) Ordinance ("Ordinance").
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Issues identified in the past

Inadequate security protection
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Inadequate security protection

Media Statements

Date: 15 December 2014

Personal Data Leaked througlitnadvertent Use of Mobile
Application "TravelBud" by HKA Holidays

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
published an investigation report today concerning the leakage of personal data of the
customers of an airline services company, HKA Holidays Limited ("HKA Holidays") through
"TravelBud" , a mobile application ("app") running on 10S platform. This stems from the
failure of the app maintenance contractor, BBDTEK Company ("BBDTek"), in responding to
the new privacy protection feature of 1057 which blocked the reading by apps of MAC
address’ as a device identifier. HKA Holidays as the data user has contravened Data
Protection Principle ("DPP") 4(1) in Schedule 1 to the Personal Data (Privacy) Ordinance (the

"Ordinance").
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Issues identified in the past
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Lack of options/opt-out
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Lack of options/opt-out

Retro Camera
URBIAN

e |t is unclear
why access
is needed

App permissions

Retro Camera needs access to

Storage
Modify or delete t

Your location ® Even if

.'-;.1.;::.{; .-:.I-L.I-:--.I-- stwark-based) location, precise access iS

Network communication nEEdEd, can

i app user opt
out of this

pics your friends will drool over. 5 cameras, 5 sets of

non-core
vintage vignetting, film scratch, black and white & Your pﬁr50n3| IﬂfUI‘maTIGH

ad call log function?

' Fine Portrait Miniatures
- —= —

“h

Jescription
Descriptio Hardware cuntmls

With Retro Camera you'll take delicious old-school

cross processing effects for that off-the-hip analog
look. Inspired by the Lomo, Holga, Polaroid, Diana, the
toy cameras and Hipstamatic. Instant Nostalgia now See all

free
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F Personal Data Privacy related to Mobile App

What are the basic data protection principles?
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http://www.suffolk.police.uk/aboutus/yourrighttoinformation/dataprotection.aspx
http://www.suffolk.police.uk/aboutus/yourrighttoinformation/dataprotection.aspx

Data Flow and Data Protection Principles (DPPs*)

*http://www.pcpd.org.hk/english/ordinance/ordglancel.html#dataprotect

Personal Data Flow

Retention/
Erasure

Collection Storage, Use or Processing

IT System
~ e - \
DPP 1 - Collection _ -
—~ DPP 2 — Accuracy and
DPP 3 - Use retention
K /
—
DPP 4 — Security
DPP 5 — Transparency
DPP 6 — Rights of access and correction 14
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The Six Data Protection Principles \\\ ‘. x‘
N

1. Purpose and Manner of Collection
— Collection must be directly related to purposes, and is lawful, fair, necessary,
adequate and not excessive;
— Inform data subjects of purposes, class of transferees, consequence of not
providing the data, and the rights to access and correction;
— Ask yourself if the purpose of collection on each piece of data can be justified.

2. Accuracy and Duration of Retention
— Data should only be used if it is considered accurate;
— Data should not be kept longer than necessary (including by contractors);
— Consider the risk or impact if inaccurate data is used, or data is kept longer
than is required;
— Have you provided means to data subjects to remove their accounts?

3. Use of Personal Data
— Data should only be used for the original purposes unless further consent is

obtained;
— Even if you consider the new use is beneficial to app users, if they have not
been properly informed, you are changing the use and need to seek their 15
consents.
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http://www.flickr.com/photos/35667824@N06/3698061398/
http://www.flickr.com/photos/35667824@N06/3698061398/

The Six Data Protection Principles \\‘ }

y
4. Security of Personal Data
— Appropriate security measures to be applied (including by contractors);
— Have you applied appropriate encryption, hashing or masking during storage
and transmission, including the transferal to third parties?
— Assess the adverse impact of any operating system upgrades or features.
5. Information to be Generally Available
— Transparency of personal data policies and practices is needed,;
— Is the app-specific privacy policy statement readily accessible before app
installation?
— Even if you do not think you are collecting personal data, you should consider
making it known clearly in a privacy policy statement as smartphone is often
considered a very personal device to many.
6. Access to Personal Data
— Ensure mechanism is in place to respect the rights of data subjects for access
and correction of personal data.
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http://www.flickr.com/photos/35667824@N06/3698061398/
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Privacy by Design

Privacy by Design* is the philosophy of embedding privacy from the
outset into the design specifications of accountable business

processes, physical spaces, infrastructure and information technologies

*http://privacybydesign.ca/
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The essence of Privacy by Design

A clever person solves problem,

a wise person avoids it.
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Privacy by Design — when applying it to app development

* Is the access of the information necessary? éf
* If access is necessary, is there a clear/accessible privacyk;)cﬂ)jljicy/nétice?
* |If access is necessary, is the uploading of the information necessary?
* |If uploading is necessary, is the storage necessary?

* If access is necessary, is the sharing/transferal of the information
necessary?

* What other information is being collected/combined/associated?

 What safeguards (such as encryption and access controls) are in place to
the information accessed/transmitted/shared/kept?

 Can mobile user opt-out of any of these and erase accounts? 19
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Good Example

A best-practice example
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Wamnchai, Hong Kong
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1. The HKO will record visits to the

"MyObservatory” (“the app”) without
collecting any personal identifiable
information from users. Such general
statistics are collected to compile
statistical reports and diagnose problems
with, or concerning, computer systems to
help improve the app.

the app would get user’s location and
ent data that is most relevan '
user by retrieving information from servers
e HKO. User's locations would no
i out from the app. Thi
requires user's authorization on
“approximate location (network-based)”
and “precise location (GPS and network-
based)”.

Il the DAW

requires user’s authorization on “directly
call phone numbers”.

. To reduce waiting time for downloading

data after loading the app with a view to
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service. Please see paragraph 5 below for

details.).
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The good - transparent

e Available before
installation

* (Nearly) single page
and in simple language

 Specific to the types of
data accessed

e Assured users what it
would not do

e But-don’t copy this... 51
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The good - build your own granular controls

For iPhone: Why not ‘port’ the logic to Android?

esee0 3 T T42:59 100% -
Rain Forecast (Trial) YA =0
sesse 3 T EF11:07 100% - MyObservatory S MyObservgtory
{ Privacy Location Services . — = —
geTE 07 Jul 2014 (Mon)
Mol(gif.ok
. - 2 1 5
n;@! Genki 1 5 " 1 % Hing Hom
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- =¥ i g
TAXI HKTaxi 3 Nmnhm
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bi Hang
Pok Fu Lam Happy Valley
‘5’ MyObservatory Hong Kong Island
/é fall Baj j g’%;
Settings Watersi 62y 'hwnwu i
B OpenRice
- s Chtins Wong Chuk Hang
&) OpenSnap VngShewan BMEEGG
Animation Chuananan
My Weather Report
PARKNSHOP / - .
== Myl ti Setti Ha Mei Wan Lamma Island
‘ ~ocation settings P
SCMP 1€ . 2.
G ~= Other Settings
Weather > : :
Use Location Service

127

|
[I User Guide

selected location:Ap Lei Char
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Do you really need access to SMS just to use it
once?

" 9% 15:34

Access to SMS only for a
one-off authentication
but leave customers.to
worry about privacy.

In-app purchat

Device & app h

Your WhatsApp code is
542-828 but you can
simply tap on this link
to verify your device:

/

Identity

Contacts/ CaleO
Location O

sms O

Phone

o v.whatsapp.com/5428
( 28

Photos/Media/Files
Why not use another

means that would not
require permission?

Camera/Microphone

Zo  Wi-Fi connection infor
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F Best Practice Guide for Mobile App Development

http://www.pcpd.org.hk/english/resources_centre/publications/guidance/files/Mobileapp_guide_e.pdf
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Best Practice Guide for Mobile App Development
Modular and flow-chart approach

frIEsF R 52
WHEN TO READ

R {EMM T S MR EA R ENETES - MRS - M
MEERER ORI EN S - AR #RAFERAELES
HayHEE - fEn SRy MEMNEADRNEEhE
AR -

You should read it before you start planning your app
development project. Building in privacy protection

at the outset will be less costly for the business

and will have less impact on your app functions
compared with adjustment for compliance at a

late stage of the project.

A E AAIES |
HOW TO USE THIS GUIDE

ANESMN - rlESOEH s8R - 8 —
BoHnHZMR - HETESINERS -
AEELHMRERMNERE -

This guide comprises a number

of parts which may be read
independently. The flow chart on

the right suggests how this guide

may be used:

LLE L R b i-3ep wop = L]
Best Prastice Guide for Mobile App Development:

Road

el [A52) 2827 2827 1L Fax(|8s52) 287

HENERAST T ARMEY
S L R 7

= Yes

New to privacy protection
and want o know more on
privacy law?

AEWETRE REL
0 R AL PR M 7
‘Want to undersiand

= Yes

the concept of privacy
protection in app
development?

frayE
AEFNNSE 1 (384 H)
P G T M S T R
Ry ERRE 7

= Yes

Does your app access any

HROVEST Sl S| AREA S ELE RTE - (Eie
MESSEFS (W28 ) NESR
Your app may not raise personal data
privacy concems but read and consider the
recommendations in Part F (Page 28)

s,

TTIO26

BEMN A 25 (M6 H ) —

CEASE (LE) M6 08 )

EFFEEER?

R
— Read Part B (Page 8) -
Read Part A (Page 6) — -
The rel. f the P 1 Whatmﬂleremlrlfm

BN C 2B (W11 R )—
EE AR R AT
=i et
Read Part C (Page 11) -
Privacy by Design in app
development

BEMDE (13 R)—
AN D PaeEE
EX@ECAROE S
Read Part D (Page 13) -
fill in the checklist in Part D
and consider the implications

BEMN E 35 (W17 ® ) —
BETEFANES

—— Read Part E (Page 17) -
Best practice

recommendations
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Best Practice Guide for Mobile App Development
Legal requirements

BAa
Start

HEAB(E6H)— —
HARREASTANED £ Yes CBARS (L) HB) & e
REANEESLEREM 7 !
New to privacy protection 1L — Read Part B (Page 8) -

Read Part A (Page 6) -
The relevance of the Personal
Data (Privacy) Ordinance

What are the requirements
under the law?

and want to know more on
privacy law?
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Best Practice Guide for Mobile App Development
Privacy by Design explained

RERZ TRERES RIS C & (B 11 8)—

ERAERD AT
ABNALRRERS? = Yes
Want to understand . [ B AL AR5t

the concept of privacy Read Part C (Page 11) -
protection in app Privacy by Design in app
development? development
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Best Practice Guide for Mobile App Development
Best practice recommendations

fRigER
RENME 1 (£4H)
FIH A R R T

BRI R 7 & Yes

Does your app access any
of the data or carry out any
of the operations listed
under Table 1

(Page 4)?

S DE(E13H)—
HEZ D EREER
EERETERNEE

Read Part D (Page 13) -
fill in the checklist in Part D
and consider the implications

—-

FEEM(SB17TH) —
BETELFRANES
Read Part E (Page 17) -
Best practice
recommendations
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Best Practice Guide for Mobile App Development

F2—wEX

TABLE 2 - Checklist

E#® Questions

. T AN SN e/ ERE R RN BB
Is the accessfcollection/use of the data absolutely necessary
for the app's operation? Ses E1

o

Checklist for self-evaluation

¥ MBI Types of Data

2. BEREEE CW/ WEREE (SITEER) 7R E2
Will the data (or derived data) be uploadad/transmitted from
the mobile device? Sea E2

3. AEGTIAAERDEEARE (STEEH) £5R7 8
E3

'Will the data (or derived data) be stored or kept elsewhere
from the mokile device? See E3

4. MEWEE (STEEH) REfRBEnEtEEARRSES /
FE 7 HE E4
Will the data (or derived data) be combined/comelated with
other data of the individual obtained elsewhera? See E4

5. MEEMNEHENSE (AmEREARS) RREMLAL /i
WO EEE (RLTEEH) 7R ES
Will the data (or derived data) be shared within your business
{a.q. for cross-app integration) or with other parties? Sea ES

6. BEHEE (RETEEE) RIERTEANEFEE?R 6
Will the data (or derived data) be used for profiling of
individuals? See E6

7. EENEY (SRTEEE) ARAEER TR Er
Wil tha data (or derived data) be used for direct marketing?
See ET

8. AEEREAEAME RS SR (EEEARERE) B /R
(F.EEFRE) 7 5 ES
Has a Parsonal Information Collection Statement and/or
Privacy Policy Statement been prepared to cover all data
types involved? See ES

9 FREECEMEIAFEAM NS ? R EQ
Have you taken into account app usars’ privacy
empectations? See EQ

10. FYRAEEEAE=8 TA (BHFE - HSEEES) (SF
SEEET ANMER) ? R E10
Do you use third-party tools {software library, ad networks
etc.) in your app (or are you the provider of these tools)? Sea
E10

29
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Best Practice Guide for Mobile App Development
Transparency

fREGES
RENDREK1 (F4H)
RS EARERETER
FRBINETRIE 2

Does your app access any

of the data or carry out any
of the operations listed
under Table 1

(Page 4)?

RRRARLESIRBARNLEBHEE BFES
MEERFEB(F288 )RR

Your app may not raise personal data
privacy concerns but read and consider the

recommendations in Part F (Page 28) 30
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Your app’s name could be here next year...

Media Statements

Date: 15 December 2014

Privacy Commissioner Finds Transparency of Privacy Policies
Wanting in Local Mobile Applications

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD™)
conducted a survey' of 60 popular mobile applications ("apps") developed by Hong Kong

rs—tire MyObservatory, are

10. Despite the prevalence of disappointing privacy features, PCPD was impressed by the
app MyObservatory® as it featured an easily understandable PPS that addressed the
concerns of users by articulating what data it would and would not access. Furthermore, the
Android version facilitated users to allow or disallow location information to be read by the
app, even though such permission had already been obtained at the time of app installation.
This demonstrates that it is possible to develop an app that is popular, functional and privacy-
friendly.

Privacy-friendly yet Popular Apps, such
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Privacy Concern on Mobile App Development
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