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250,000 
Number of samples per day 
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9,000 
Number of Android samples per day 

When it comes to threats to mobile devices, Android users are the biggest target.  
 

We receive and analyze thousands of Android applications every day. Apart from Android malware, we also 
look for applications that invade the users privacy by sending information like location data or device 

identification data unnecessarily. 

 



2,500,000,000 
Online reputation queries per day 



Protecting the irreplaceable   |   f-secure.com 
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All other detections (15,312) 
83% 

Trojan.GenericKD.1616931 
7% 

Gen:Variant.Graftor.151828 
4% 

Win32.Sality.3 
2% 

Trojan:HTML/Browlock.D 
2% 

JS:Trojan.Script.WF 
2% 

Top 5 Malware Detections in Hong Kong 2014  
(as % of all malware detections) 



Police Themed 
Ransomware hits 

Hong Kong! 
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Web-based 
attack through 

Router Hijacking 
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DNS Hijack to redirect to malware 
websites  



99% of the mobile 
malware we see are 
targeted at Android 
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Riskware:Android/SmsReg 
4% 

Trojan:Android/Vdloader 
3% 

Riskware:Android/SecApk 
2% 

Trojan:Android/Smspay 
2% 

Trojan:Android/SmsSend 
2% 

All other detections  
87% 

其他 
13% 

Top 5 Android detections in Hong Kong 2014 
(by % of total Android detections) 



Android/SMSreg 
The application also collects the following information: 

 API key 

 Application ID 

 Carrier 

 Device manufacturer 

 Device model 

 GPS location 

 International Mobile Equipment Identity(IMEI) number 

 Network operator 

 Package name 

 SDK version 
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All other cities (95) 
9% 

Central District 
76% 

Kowloon 
12% 

Tuen Mun 
1% 

Kwun Tong 
1% 

Tsuen Wan 
1% 

Top 5 Cities  (by % of all malware detections) 



How do you protect 
1 Billion devices? 
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25 Source: The Daily Beast 
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We are in a WiFi connected 
World 



 How do you differentiate a real or 
fake WiFi Access Point that you are 
connecting? 

  How do you know if there is some 
one snooping the WiFi traffic for 
passwords and usernames that are 
not encrypted? 
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The big question is.. 



The wifi 
Experiment 

with EuroPol 
©  F-Secure Confidential 34 



The Equipment 
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• Raspberry Pi mini-computer system 
• UTMS aerial 
• a wi-fi aerial 
• A battery pack with a life of around two days 
• a USB port  
• and a number of elastic bands 



THE EXPERIMENT 
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I HAVE READ AND  
AGREE TO THE  

LICENSE AGREEMENT 



FREE WIFI  
TERMS OF SERVICE 
 
These Terms of Service & Acceptable Use Policy (the "Terms") 
govern your use of services provided by F-Secure ("Service").   
Your use of the Service represents your agreement to these 
Terms. If you do not agree with these Terms, do not use the  
Service. 
 

Description of the Service 
The Service is provided by F-Secure. The Service provides you 
with access to the Internet via certain high-speed Internet  
access points ("Locations"). Primarily, this access is provided 
via a Wi-Fi network using an 802.11 standard (the “Wi-Fi  
Service”). To access the Wi-Fi service, you must have a device 
that is compatible with the specific Wi-Fi equipment 
deployed  
at the Location. In some instances, the Service will provide 
you with access to the Internet via a wired connection as part  
of a managed network (the “Wired Internet Service”).  
The Service is intended for the limited purposes of allowing 
access to the public Internet for e-mail, web browsing,  
download files via the ‘ftp’ protocol typically implemented in 
such web browser programs and for purposes otherwise  
consistent with the terms of service. The Service is not 
intended for high-bandwidth applications such as streaming 
of video. 
 

SECURITY WARNING 
The unsecured nature and ease of connection to public Wi-Fi 
hotspots increases the risk that unauthorized persons can 

access  
your phone, laptop or other device or your communications 
over the Wi-Fi network. Wi-Fi customers should take 
precautions to lower the security risks. If you have VPN, we 
recommend that you connect through it for optimum 
security.  We also encourage our users to observe standard 
security practices. You should ensure that computer hard 
drives are not shared; that laptops have firewall protection; 
and that security software is installed, functional and updated 
on your device. We recommend that you avoid transmitting 
or accessing sensitive personal information over the Wi-Fi 
network, and that you only connect to  
known Wi-Fi hotspots. 
 

Charges/Billing/Payment 
Where applicable, you agree to pay all charges and fees 
related to your use of the Service, including taxes, fees,  
surcharges or other assessments applicable to the Service. 
 
Modifications to the Service / Updates to the Terms 
We reserve the right to modify or discontinue, temporarily or 
permanently, at any time and from time to time, the Service  
(or any function or feature of the Service or any part thereof, 
including but not limited to rates and charges) with or  
without notice. You agree that we will not be liable to you or 
to any third party for any such modification, suspension or  
discontinuance of the Service. These Terms may be updated 
or changed from time to time.We will provide notice of 
changes in the Terms in any manner acceptable by law, 
including by posting them to our website.   
 

Operational Limits of the Service 
Provisioning of the Service is subject to the availability and 
the operational limitations of the requisite equipment and  

associated facilities. There is no guarantee of bandwidth. 
Your connection speed may not be suitable for some 
applications,  
and particularly those involving real-time or near real time, 
high-bandwidth uses such as video streaming or video  
conferencing. You understand and agree that temporary 
interruptions of the Service may occur as normal events in 
the  
provision of the Service and that we will not be liable for such 
interruptions. You further understand and agree that we  
have no control over third party networks you may access in 
the course of your use of the Service, and therefore, delays 
and disruptions of other network transmissions are beyond 
our control.   
 
Third Party Content Disclaimer/ Links to Third Party Sites 
Content provided by Third Party Providers (“Third Party 
Content”) has not been independently authenticated in 
whole or in  part by us. This Service may be linked to other 
websites which are not under our control. We are providing 
these links to you only as a convenience, and the inclusion of 
any link to such sites does not imply endorsement by us. 
 

Privacy Policy 
Registration data has not been taken from you to ensure your 
privacy from F-Secure. 
 

Your first born child 
In using this service, you agree to relinquish your first born 
child to F-Secure, as and when the company requires it. In  
the event that no children are produced, your most beloved 
pet will be taken instead. The terms of this agreement stand 
for eternity. 

 

General Use Restrictions 
Subject to your acceptance of and compliance with these 
Terms, you are hereby granted the right to use the Service 
through a  
non-exclusive, non-transferable and non-assignable limited 
license. The Service is provided for your use only (unless  
otherwise specifically stated) and you agree not to 
reproduce, duplicate, copy, sell, transfer, resell or exploit for 
any  
commercial purposes your subscription to or membership in 
the Service, any portion of the Service, use of the Service, or  
access to the Service. You have no right to resell, sublicense, 
assign or transfer your right to access the Service.  
 

Software Use Restrictions 
Any software that is made available to download with the 
Service (the "Software") is the copyrighted work of us and/or 
Third  
Party Providers. Use of the Software is governed by the terms 
of the end user license agreement, if any, which accompanies  
or is included with the Software (the "License Agreement").  
 

Submissions 
Unless otherwise explicitly stated, any Materials provided by 
you in connection with this Service shall be deemed to be  
provided on a non-proprietary and non-confidential basis. 
We  shall have no obligation of any kind with respect to such  
Materials and shall be free to use or disseminate such 
Materials on an unrestricted basis for any purpose. You 
acknowledge  
that you are responsible for the Materials that you submit, 
and you have full responsibility for the Materials, including  

their legality, reliability, appropriateness, originality and 
copyright. 
 
 

 
Disclaimer of Warranties 
 
UNLESS OTHERWISE EXPLICITLY STATED, THE MATERIALS 
AND THE SERVICE ARE PROVIDED "AS IS", AND ARE FOR 
PERSONAL USE ONLY. ALL EXPRESS OR IMPLIED 
CONDITIONS, REPRESENTATIONS AND WARRANTIES, 
INCLUDING ANY IMPLIED WARRANTY OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, 
OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE 
EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY 
INVALID. AT&T MAKES NO REPRESENTATIONS, WARRANTIES, 
GUARANTIES AS TO THE QUALITY, SUITABILITY, TRUTH, 
ACCURACY OR COMPLETENESS OF THE SERVICE OR ANY OF 
THE MATERIALS PROVIDED WITH THE SERVICE. ANY 
QUESTIONS REGARDING THE MATERIALS SHOULD BE 
DIRECTED TO THE PROVIDERS OF SUCH MATERIALS. 
HOWEVER, WE DO NOT AUTHORIZE ANYONE TO MAKE A 
WARRANTY ON OUR BEHALF AND YOU MAY NOT RELY ON 
ANY STATEMENT OF WARRANTY BY A THIRD PARTY AS A 
WARRANTY GIVEN BY US. 
 

Indemnity 
You agree to indemnify and hold us and our subsidiaries, 
affiliates, officers, agents, co-branders, licensors or other  
partners and employees harmless from any claim or demand, 
including reasonable attorneys' fees, made by any third party 
due to or arising out of: (a) content you submit, post, 
transmit or otherwise make available through the Service; (b) 

your use  
of the Service; (c) your violation of these TOS; (d) your 
violation of any rights of another; and (e) use of your account  
and any Sub-Account whether or not such usage is expressly 
authorised by you. 
 
 

Liability of Customer 
 
YOU HAVE SOLE RESPONSIBILITY FOR ADEQUATE 
PROTECTION AND BACKUP OF DATA AND/OR EQUIPMENT 
USED IN CONNECTION WITH THE SERVICE AND WILL NOT 
MAKE A CLAIM AGAINST US FOR LOST DATA, RE-RUN TIME, 
INACCURATE OUTPUT, WORK DELAYS OR LOST PROFITS 
RESULTING FROM THE USE OF THE SERVICE AND 
MATERIALS. 
YOU AGREE TO DEFEND, INDEMNIFY AND HOLD US 
HARMLESS (INCLUDING OUR PARENT AND AFFILIATE 
COMPANIES, EMPLOYEES, OFFICERS, DIRECTORS AND 
AGENTS) FROM, AND YOU COVENANT NOT TO SUE US FOR, 
ANY CLAIMS BASED ON, OR STEMMING FROM, YOUR USE OF 
THE SERVICE AND MATERIALS. 
 

Your first born child 
In using this service, you agree to relinquish your first born  
child to F-Secure, as and when the company requires it. In  
the event that no children are produced, your most beloved 
pet will be taken instead. The terms of this agreement stand  
for eternity. 



LESSONS LEARNED FROM 
THE EXPERIMENT: 

 Industry should be more transparent 
 Terms of service 

 Personal Data belongs to the consumer, not provider 

 Regulators should act 
 Controls imposed 

 WiFi AP to be certified as safe, like https 

 Consumers should protect themselves 
 Encryption, VPN services 

 Turn off WiFi when not in use 
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How should I 
protect 
myself? 
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 Downloading new APPS 
 Do get it from a trusted store (eg google play) 

 Be wary of FREE apps from 3rd party app stores 

 Review and scrutinize permissions when installing and APP 

 URL links in IM 
 Do not click any links sent via Whatsapp, Line, WeChat or other IM without verifying 

 Social Media 
 Do NOT trust everything you see on your FB, confirm a news before sharing it 

 Use Encryption or VPN services over public wifi networks 

 Use a security software solution 
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5 Tips to safe smartphone 
usage 



2015 Outlook 
 Mobile malware continues to rise as adoption of smart mobile devices are 

getting more common 

 

 Internet of Things infection will move from concept to mainstream 

 

 Privacy will be more important than security 
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