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Pandemic has expedited digital transformation

Shift towards online shopping and away from brick-and-mortar (e.g.
Octopus Wallet)

Embracing ecommerce and digital payment at a much faster rate
(Octopus Mastercard)

Heightened expectations for frictionless, contactless transactions

COVID-19 birthed a new age of innovation



Business Go Online

« Marketing website

* Online shop

* Mobile payment

e Chatbot

« CRM

e etc.
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EIEE NEWS

Home Coronavius UK World Business  Poliics Tech  More v

Marriott Hotels fined £18.4m for data

e Data breach info security| breach that hit millions
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 Fraud

Travelex Forced int6 Administration After Ransomware

« Ransomware N »

The UK's data privacy watchdog has fined the Marriott Hotels chain
£18.4m for a major data breach that may have affected up to 339 million
guests.
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Not Keeping Customer Data

* Rule of thumb: Don’t keep customer data unless necessary

* Especially sensitive personal data, e.g.
— HKID numbers or even HKID copies
— Credit card numbers, expiration dates, CVV2 codes

 What is Personal Data?
— Any data that can be linked back to a specific individual
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* You may want to keep contact information like name, email, phone, etc.
* Be cautious:

— What to store

— How much to store

— How long to store

« Remember: You are putting risk to your customers and your company
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Encryption!!
Encryption!!]

 The transformation of data from the original to a difficult-to-interpréi‘
a mechanism for protecting its confidentiality and integrity



Encryption in Transit

Enable HTTPS for your website
— Move from HTTP to HTTPS
— Encrypt all data flowing between your server and your customer

— Prove authenticity of your website

HTTPS

| <

C A Notsecure

é

&

Ik
Oct

B octopus.com.hk/tc/consumer/index.htmil

Connection Is secure

Your information (for example, passwords or credit

card numbers) is private when it is sent to this site.

Learn mare

X

l Your connection to this site I1s not secure

x HTTP
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Encryption at Storage

« HTTPS protects data in transit but doesn’t prevent hacker from stealing data
directly from servers or offices

* Encrypt sensitive data (esp. personal data) wherever they are stored
— Databases
— File servers
— User workstations
— USB drives or other removable media
— Cloud storage
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Encryption by Evil

Ransomware
* A malware encrypts your files and asks for ransom
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Infected by file download, phishing email, USB drive, etc.
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Mitigations of Ransomware

* Install anti-virus software and keep it up-to-date
* Patch and update your devices, incl. OS, apps, browser, plugins, etc.
* Only download and install software from trusted sources

* Beware of phishing

* Regular backup—save in separate locations

* Have a contingency plan in case of attack?



Making Safe and Secure Online Payment

* Consider to use Debit Card rather than Credit Card
— Only spend how much you have in your account
— Even better if you can switch it on or off anytime

* Choose a card that you can set limit for each transaction

e Get notified for all transactions




* Getthecardinstantlyin
Octopus App

* Deduct directly from your Octopus
Wallet

£ Octopus App

GET ITON L7 EXFLOREITON

» Google Play ¢ AppStc;re === AppGallery

* Receive In-App push notification messages for all transactions.

 Mastercard SecureCode® for extra security

— You will be asked to input a one-time password (OTP) to
authenticate your identity

Mastercard
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Security Features

e Set your own limit for each
transaction for greater

* Turn your Octopus
Mastercard on or off

)

anytime control
3
19:20 Wl T - 14:32 o T
Close Octopus Mastercard <
/\ HKD 50.0 " Wallet B MVastercard
" Balance

Maximum Amount Per
Octopus Transaction HKD 1,300.0

Mastercard”
/HKD 8,400.0

Transaction amount used this year
Since 2020-02-10

Expiry Date (MM/YY) CvC2

HKD 1,081.6 / HKD 1,000,000.0

[i Tap the card to copy card info

Change Limit

Enable your Octopus Mastercard ()

Transaction Limits




Octopus Card Mobile

Hybrid Model
Widely
Used
Popularity Age 3 +

NiZ#E Octopus ' |nte ra Ctlve

.Convenient

Fast and
Reliable



The Mobile Payment Journey of Octopus

2019 - Octopus on
_ e iPhone and
2018 i Apple Watch
“. astercar
7, 2017 Business O! ePay (I-€. Octopus QOCtOpuS et
Y ‘ ' Mastercard) uawe! el
Mobile SIM e - Mobile POS
N E 2016 Samsung Pay
Smart Octopus / \(/)Vc;%p;us App
20 14 Octopus O! ePay Revamp
(i.e.Octopus Wallet) (O! ePay
20 13 Online rebranded as
Payment Octopus
2012 Octopus SIM Wallet)

Octopus App



Takeaways

Don’t keep customer data unless necessary

Adopt data encryption for transit and storage

Fight the ransomware — patch and backup

Make secure online payment

Select a secure and robust payment service




Thank you




