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IT challenges of the modern workplace 

Stay 

innovative

Collaborate Protect data

Work 

anywhere

Manage access

Employee goals IT goals

Easy access

How do you empower users while 
protecting your most important assets?



Mobile application 
management

Enable 
your users

Protect 
your data

Mobile device 
management

PC desktop
management

Transformative device management and security 

Microsoft Unified Endpoint Management



Zero-touch IT provisioning for all 
devices using Windows Autopilot, 
Apple Business Manager, or Android 
Enterprise

App lifecycle management for 
in-house (LOB) apps, public store 
apps, and traditional Win32 apps

Depth of configuration and security 
controls across any device

Transform IT delivery and 
device management



Secure apps and data in the 
modern workplace

Respond to internal and external 
threats with real-time risk-analysis 
before access to company data

Protect corporate data before, during 
and after they are shared, even outside 
the company

Extensive visibility and intelligent 
cloud-powered insights to improve 
end-to-end security posture



Maximize user productivity

Secure the data in Office apps on 
mobile devices, without management 
of the devices

Deliver native app experiences that 
work and feel natural on any platform

Simplify access to resources 
employees need with single sign-on, 
for faster service roll-out
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Conditional access to data 
with real-time risk analysis

Define contextual policies at the 

user, location, device, and app levels  

Controls adapt to real time 
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Microsoft machine learning
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Manage devices and protect data with Intune

Advanced device 
management

Enforce device encryption, 

password/PIN requirements, 

jailbreak/root detection, 

lock, selective wipe

Device security configuration 

and Remote Actions

Managed apps

Personal appsPersonal apps
MDM (3rd party or Intune) optional

Managed apps

Corporate 
data

Personal
data

Multi-identity policy

Control company data after 

it has been accessed, and 

separate it from personal 

data.

Data control

Multi-identity allows you to separate company 

data from personal data within an app.

Data separation



Best browser for work and personal

Security
Conditional Access, App 

Protection Policies
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Support, App Proxy, SSO
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Managed Favorites & Home 

Shortcut, Blocked Sites



Identity Protection















Email Security



Exchange Online 

Protection (EOP)

Blocking threats at the connection level

10.1.1.3

10.1.2.8

Allowed IP

Blocked IP

169.254.111.xxx
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Exchange Online 

Protection (EOP)

Blocking threats at the user level

Safe Sender List

dean@fabrikam.net

kate@bamnix.net

steve@purplecake.net kate@bamnix.net

From:

sandy@fabrik.net

From:



Exchange Online 

Protection (EOP)

Blocking threats at the content level

Badcontent.
domain.com

“spam”

Junk

.exe







✓ Explicit Authentication Check for domains that enforce 
DMARC/SPF

✓ Intra Org and Cross Domain Spoof Intelligence for domains 
that don’t

❑ Example: DOMAIN: outlook.ms.com  SPF=none, DKIM=none, 
DMARC=None

From: 

Satya.Nadella@m1crosoft.com

✓ Over 10+ ML Models, Analyzing over 500 features for each 
mail

✓ Headers, Sender, Recipient, Content, Mail body, URLs, etc

✓ Detect Username, Domain and Brand Impersonation

✓ Leverage Mailbox Intelligence based on user 
communication graph

Spoof Protection

Impersonation Protection

Machine Learning Models
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Mobile Device Control



End user attempts to send sensitive information (password) via IM message



The IM message is blocked in real-time and not delivered



End user attempts to send sensitive information (password) via IM message



The IM message is blocked in real-time and not delivered



End user attempts to copy sensitive information (Social Security numbers)



End user receives a notification that his action was blocked



End user attempts to download an email attachment containing sensitive, internal information



End user is notified that the download to his personal device was blocked
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