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Cybersecurity - HKCERT

coordination of cybersecurity incident response for local 
enterprises and Internet Users.

Hotline: 8105 6060

Hong Kong Computer Emergency Response Team 
Coordination Centre
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Innovate for a Smart Future

Security Alert Monitoring 

and Early Warning

Report and Response

Publication of Security 

Guidelines and Information

HKCERT
services 
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HKCERT acts as
point of contact for cross-border cyber security incidents for Hong Kong
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Threat landscape changes along with the “New Normal”

Remote Work
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Image source: https://tech.sina.com.cn/i/2019-01-03/doc-ihqhqcis2680845.shtml
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“The COVID-19 crisis illustrated how criminals actively take advantage of society at 
its most vulnerable. Criminals tweaked existing forms of cybercrime to fit the 
pandemic narrative, abused the uncertainty of the situation and the public’s need 
for reliable information.”  – Europol Internet Organised Crime Threat Assessment 2020

Source: Europol Internet Organised Crime Threat Assessment 2020 
(https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2020) 7

https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-2020


HKCERT Security Incident Reports 2020

Phishing Cases (YoY)

35%
Source: https://www.hkcert.org/press-center/hkpc-urges-enterprises-for-cyber-security-strategy-for-the-new-normal-and-new-technologies
https://www.bastil lepost.com/hongkong/article/7824019-%E7%B6%B2%E7%B5%A1%E9%87%A3%E9%AD%9A%E5%80%8B%E6%A1%88%E6%80%A5%E5%A2%9E35 -
%E7%94%9F%E7%94%A2%E5%8A%9B%E5%B1%80%E5%BB%BA%E8%AD%B0%E4%BC%81%E6%A5%AD%E5%8A%A0%E5%BC%B7%E7%B6%B2%E7%B5%A1%E4%BF%9D
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Surge in COVID-19-related domains
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Source: Digital Shadows’ Shadow Search

Source: https://www.digitalshadows.com/blog-and-research/how-cybercriminals-are-taking-advantage-of-covid-19-scams-fraud-misinformation/



Phishing Attacks Related to the Pandemic

Source: https://www.mcafee.com/enterprise/en-us/assets/reports/rp-quarterly-threats-july-2020.pdf

• Fake health organisations
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Phishing Attacks Related to the Pandemic

• Fake shipping information
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Phishing Attacks Related to the Pandemic

Source: https://www.facebook.com/hkcert/posts/1063246020762021

• Fake supermarket information
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More Phishing Websites Using Digital Certificate 

HKCERT incident statistics 
• 34% phishing sites using HTTPS in 2020  (YoY +9%)

13

Attackers make website look trustworthy by using digital certificates



More Attacks Targeting Remote Access
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• Internet-accessible Remote Desktop Protocol 
(RDP)

Source: Johannes B. Ullrich, Ph.D. , Dean of Research, SANS Technology Institute

Source: https://www.facebook.com/hkcert/posts/1121504591602830
https://www.hkcert.org/tc/blog/critical-citrix-application-delivery-controller-vulnerability-cve-2019-19781-alert

• VPN gateway vulnerabilities

2019 2019 2019 2020 2020 2020



Attack Tactics 

and Trends
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Security Outlook for 2021

1. Security Risks of the New Normal

2. Security Risks of New Technologies

3. Security Risks of Mobile Financial Services

4. Proliferated Targeted and Organised Cyber Attacks

5. Escalated Supply Chain Attacks



Ransomware

Source: 
https://www.hk01.com/18%E5%8D%80%E6%96%B0%E8%81%9E/580230/%E7%B6%B2%E7%AB%99%E6%8C%87%E7%89%9B%E5%A5%B6%E5%85%AC%E5%8F%B8%E7% B6%B2%E7%B5%A1%E9%81%AD%E9%BB%91%E5%
AE%A2%E5%85%A5%E4%BE%B5-%E7%99%BC%E8%A8%80%E4%BA%BA%E8%AD%89%E4%BC%BA%E6%9C%8D%E5%99%A8%E5%8F%97%E5%BD%B1%E9%9F%BF%E8%87%B4ikea%E5%81%9C%E6%A5%AD 17



Ransomware Statistics
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Source: https://twitter.com/darktracer_int/status/1348535472759341059



Ransomware Statistics
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Source: https://blog.chainalysis.com/reports/netwalker-ransomware-disruption-arrest

Source: Chainalysis



Ransomware Statistics
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Source: https://www.digitalshadows.com/blog-and-research/ransomware-analyzing-the-data-from-
2020/?mkt_tok=eyJpIjoiT0RsaFpESTFPRGMxWkRjMSIsInQiOiJSQ0NFNHFEdkdWZDJyNldHVDdJa01HclI0QUYxMU54QTJUeURPQXBFQnp0WTRQU1NpS01UMVF uN3ZaNFV6dDl2VjdCUXdscDJHemg0QWxtTXFKYzNRYkRBcEwyM
VhZblNMYkNXTDZWQTJOT1NMdVg0dDhETlR6TEZUdFcxdGpXViJ9

Breakdown of target locations throughout 2020

Source: Digital Shadows Intelligence



Ransomware targets enterprise for 
higher return
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Source: 
https ://www.hk01.com/18%E5%8D%80%E6%96%B0%E8%81%9E/580230/%E7%B6%B2%E7%AB%99%E6%8C%87%E7%89%9B%E5%A5%B6%E5%85%AC%E5%8F%B8%E7%B6%B2%E7%B5%A1%E9%81%AD%E9%BB%91%E5%AE%A2%E5%85%A5%E4%BE%B5-
%E7%99%BC%E8%A8%80%E4%BA%BA%E8%AD%89%E4%BC%BA%E6%9C%8D%E5%99%A8%E5%8F%97%E5%BD%B1%E9%9F%BF%E8%87%B4ikea%E5%81%9C%E6%A5%AD



Ransomware Attack Tactics is Evolving

Threat Actor
Ransomware-
as-a-Service

Data Lock Up 
by Encryption

Ransom 
Payment in 

Bitcoin
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• Traditional Approach
• Indiscriminate campaigns spreading the malware to variety of victims



Ransomware Attack Tactics is Evolving
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Threat Actor
Crime-as-a-

Service

Data

Exfiltration

Data Lock 
Up by 

Encryption

Threaten for 
Disclosure 

on DarkWeb

Threaten for 
DDoS Attack

Ransom 
Payment in 

Bitcoin

• More targeted and sophisticated approach
• Targeting large companies and demanding huge payments



DDoS Extortion

24
Source: https://blogs.akamai.com/2021/01/part-i-retrospective-2020-ddos-was-back-bigger-and-badder-than-ever-before.html
https://www.hkcert.org/blog/beware-of-latest-ddos-extortion-attacks

Source: Akamai



Cyber Attack 

Case Studies



Social Engineering Attack

Source: https://www.zdnet.com/article/elon-musk-confirms-russian-hacking-plot-targeted-tesla-factory/ 26

https://www.zdnet.com/article/elon-musk-confirms-russian-hacking-plot-targeted-tesla-factory/


Social Engineering Attack

Source: https://krebsonsecurity.com/2020/11/godaddy-employees-used-in-attacks-on-multiple-cryptocurrency-services/ 27

https://krebsonsecurity.com/2020/11/godaddy-employees-used-in-attacks-on-multiple-cryptocurrency-services/


Case Study – Twitter Bitcoin Scam

Image Source: https://www.investopedia.com/twitter-shares-fall-after-hackers-pull-off-bitcoin-scam-5071449
https://unwire.pro/2020/07/16/major-us-twitter-accounts-hacked-in-bitcoin-scam/security/
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https://www.investopedia.com/twitter-shares-fall-after-hackers-pull-off-bitcoin-scam-5071449
https://unwire.pro/2020/07/16/major-us-twitter-accounts-hacked-in-bitcoin-scam/security/


Bitcoin Scam Attack Process 

Stealing 
Credentials 
through Social 
Engineering 

Recon on Twitter 
intranet with 
stolen credentials 

Target employee 
with high 
privilege and 
gain access to 
internal tools

Gained access 
to internal tools 
and send out 
Bitcoin Scam on 
Twitter high-
profile 
“verified” 
account

Source: https://www.dfs.ny.gov/Twitter_Report

Cash out!
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Cash Out Amount by Threat Actor

12.83 bitcoins
equivalent to
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What is Supply Chain Attack?

• Leveraging on our trust on our supply chain partners to bypass traditional defenses and compromise a large 
number of computers. 

• Target weak points in the supply chain to launch their initial attacks. 
• The compromised software spread to other parties downstream. 

Source: https://www.hkcert.org/security-guideline/understanding-and-tackling-supply-chain-attack#What_is_Supply_Chain_Attack

Software Update 

Contamination
Software Library 

Contamination

Firmware Contamination Waterhole Attack

Common 

Forms of 

Supply Chain 

Attacks
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Supply Chain Attacks in 2020

• Malicious NPM packages to install remote access trojan

• Trojanised Solarwinds Orion software (2020-Dec)
Solarwinds Orion
• Affected 18,000 customers

• Over 425 of Fortune 500
• Top 10 US Telcos
• US military and government departments

• Supply chain attacks increased by 430% in 2020

(Source: Sonatype State of the Software Supply Chain 2020)
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Source: https://www.bleepingcomputer.com/news/microsoft/malicious-npm-packages-used-to-install-njrat-remote-access-trojan/



Supply Chain Attack Case Study - SUNBURST

Source: https://www.zdnet.com/article/sec-filings-solarwinds-says-18000-customers-are-impacted-by-recent-hack/
33



Attack Process

Source: https://www.breachlock.com/the-solarwinds-hack-and-the-arrival-of-software-supply-chain-attacks/
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Attack Timeline

Source: https://www.microsoft.com/security/blog/2021/01/20/deep-dive-into-the-solorigate-second-stage-activation-from-sunburst-to-teardrop-and-raindrop/
35



Threat actor claims to sell breaches of data
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More attacks evolving from this incident

Source: https://www.authomize.com/blog/lessons-learned-for-the-next-solarwinds-attack/
37



Phases of The Attack

Source: https://zeronetworks.com/blog/examining_solarwinds_supply_chain_attack/
38



Phases of The Attack

Source: https://zeronetworks.com/blog/examining_solarwinds_supply_chain_attack/
39



Security 

Advices
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Managing New Cyber Security Risks

1. Formulate Security Strategy for the New Normal

Six Security Tips for Home Office
https://www.hkcert.org/security-guideline/six-security-tips-for-home-office

Assessing the Security of Remote Access Services Guideline 
https://www.hkcert.org/security-guideline/assessing-the-security-of-remote-access-services-guideline

SMEs and Enterprises

• Provide WFH security guideline 

• Plan for capacity resilience for remote working 

• Protect remote access facilities and endpoints 

• Raise user security awareness 

Employees and Users

• Ensure privacy and security of working environment

• Keep business and leisure apart 

• Think before connecting or entering credentials

• Report suspicious activity
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2. Manage Security Risks of New Technologies
• Understand security implication of new technologies, (e.g. 

5G/IoT, cloud computing or mobile financial services) 

3. Conduct Security Health Check
• Assess network and system security regularly

• Continuously monitor IT assets exposed to the Internet

4. Monitor Third Party Security Risks 

Managing New Cyber Security Risks



HKCERT Security Awareness Videos
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https://www.youtube.com/user/hkcert
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https://www.hkcert.org/

hkcert@hkcert.org

8105 6060

HKCERT

HKCERT
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Q & A


