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Why do you care about 
Cybersecurity? 



Data breaches need to be taken seriously

Audi, Volkswagen data breach 
affects 3.3 million customers

“The data also included more sensitive information 
relating to eligibility for a purchase, loan, or lease. 
More than 95% of the sensitive data included 
was driver’s license numbers.  ”

Jun 12, 2021

McDonald’s discloses data breach 
after theft of customer, employee 
info

“While we were able to close off access quickly 
after identification, our investigation has 
determined that a small number of files were 
accessed, some of which contained personal data 
including Korea and Taiwan customer data”

Jun 11, 2021

Largest U.S. pipeline shuts down 
operations after ransomware attack

“The decision to shut down its infrastructure as a 
precaution after the ransomware attack was 
followed by the U.S. Department of Transportation’s 
Federal Motor Carrier Safety Administration 
(FMCSA) declaring a state of emergency in 17 
states and the District of Columbia”

May 8, 2021

Source: Bleepingcomputer.com





Ref: https://www.secplicity.org/2019/01/09/my-journey-into-the-dark-web-at-your-service/



cyberattacks
• 90 %
• 74%

• $400B 

• 4% of annual revenue

• Nation-State attacks 



Phishing and business email compromise

Detections in 
the past year:

Up until a few 
years ago, 
cybercriminals 
focused their 
efforts on malware 
attacks for greatest 
ROI. 

More recently, 
they’ve shifted their 
focus to phishing 
attacks with the 
goal of harvesting 
user credentials. 

Top 5 spoofed brands:

Microsoft
UPS 
Amazon 
Apple 
Zoom

Accounting & Consulting 
Wholesale Distribution
IT Services 
Real Estate 
Education 

Healthcare 
Chemicals 
High Tech & Electronics 
Legal Services 
Outsourced Services

We’re seeing 3 main types of phishing:

Credential phishing Business email compromise Combination

Phishing campaigns: Top 10 targeted industries:

Source: Microsoft Digital Defense Report



COVID- Related Phishing Campaigns

Figure 1: Spoofing WHO branding with “cure” and 
“vaccine” messaging

Figure 2: Spoofing Red Cross Safety Tips with malicious .docm
file

Source: Microsoft Special Report on COVID-19 Threat Intelligence



COVID- Related Phishing Campaigns

Figure 5: Spoofing China CDC and virus updates with 
malicious .htm file

Figure 3: South African banking lure promoting 
COVID-19 financial relief with malicious .html files

Source: Microsoft Special Report on COVID-19 Threat Intelligence



Beyond Phishing
Top Observations

Vulnerable 
Internet-facing 

network devices

Brute forcing RDP 
servers

Credential theft 
and lateral 
movement

(Mimikatz, Cobalt 
Strike)

Wide range of 
ransomware 

payloads







1 https://go.forrester.com/blogs/tech-titans-google-and-microsoft-are-transforming-cybersecurity/

https://go.forrester.com/blogs/tech-titans-google-and-microsoft-are-transforming-cybersecurity/


vs





Marketplace 
fits PaaS or IaaS model



What Is CCM? 

• First ever baseline control framework specifically 
designed for cloud supply chain risk management

• Delineates control ownership (provider, customer)
• An anchor for security & compliance posture 

measurement
• Provides a framework of 17 control domains
• Controls map to global regulations & security 

standards

• Industry driven effort: 120+ peer review 
participants

• Participants: AICPA, Microsoft, McKesson, ISACA, 
oracle

• Backbone of open certification framework & STAR



17 Control Domains
Over 130+ Controls



About Security Guidance V4• Fundamental cloud security research that started CSA

• Foundation for certificate of cloud security knowledge (CCSK)

• 4th version, released July 2017

• Architecture

• Governing in the cloud
• Governance and enterprise risk management
• Legal
• Compliance & audit management
• Information governance

• Operating in the cloud
• Management plane & business continuity
• Infrastructure security
• Virtualization & containers
• Incident response
• Application security
• Data security & encryption
• Identity management
• Security as a service
• Related technologies

CSA Security Guidance v4.0



CSA STAR: Security, Trust & Assurance Registry

Launched in 2011, the CSA STAR is the first step 
improving transparency and assurance in the 

cloud.

23

• Searchable registry to allow cloud customers to review 

the security practices of providers, accelerating their due 

diligence and leading to higher quality procurement 

experiences

• STAR is a publicly accessible registry that documents the 

security controls provided by cloud computing offerings

• Helps users to assess the security of cloud providers

• It is based on a multi-layered structure defined by Open 

Certification Framework working group





Always verify 
Believe nobody
Check everything



Some phishing stories








Pause, Think …

(Source: CSO Online)

https://www.csoonline.com/article/2997190/from-start-to-finish-inside-a-paypal-phishing-scam.html


…and Verify

(Source: CSO Online)

Don't click it!
Hover first!

https://www.csoonline.com/article/2997190/from-start-to-finish-inside-a-paypal-phishing-scam.html


Popups



Popups



Popups



When in 
doubt…search



What can you do about phishing?



Password is like your 
home key



金管局數碼鎖匙 Key 大小姐林淑敏 201909 30s - YouTube

https://www.youtube.com/watch?v=5Wf7DV0pHUM




Classified as Microsoft Confidential

https://haveibeenpwned.com/





Password replacement offerings

Standards-based private key authentication that is convenient and more secure 
than a password

Biometric (FIDO2) MFA App FIDO2 security keys





What’s more





Multifactor 
Authentication



Instagram Help Center: What's two-factor authentication? How do I use it?

https://help.instagram.com/566810106808145




























Always verify 
Believe nobody
Check everything



A B O U T  T H E  
C L O U D  S E C U R I T Y  
A L L I A N C E


“To promote the use of best practices 
for providing security assurance within 
Cloud Computing, and provide 
education on the uses of Cloud 
Computing to help secure all other 
forms of computing.”

CLOUD PROVIDER CERTIF ICATION –
CSA STAR





THE GLOBALLY AUTHORITATIVE 
SOURCE FOR TRUST IN  THE CLOUD

USER CERTIF ICATION – CCSK

BUILDING SECURITY BEST PRACTICES 
FOR NEXT GENERATION IT





RESEARCH AND EDUCATIONAL 
PROGRAMS

GLOBAL,  NOT-FOR-PROFIT 
ORGANIZATION



H T T P S : / / C L O U D S E C U R I T Y A L L I A N C E . O R G /
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THANK YOU
Contact CSA

Email: chairman@csahkm.org

Twitter: @Cloudsa

Site: www.cloudsecurityalliance.org

Learn: www.cloudsecurityalliance.org/research/cloudbytes

Download: www.cloudsecurityalliance.org/download

GDPR Resource center: https://gdpr.cloudsecurityalliance.org

mailto:chairman@csahkm.org
http://www.cloudsecurityalliance.org/research
http://www.cloudsecurityalliance.org/research/cloudbytes
http://www.cloudsecurityalliance.org/download
https://gdpr.cloudsecurityalliance.org/
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