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Agenda

1. Cyber Extortion
i. Ransomware

ii. Ransom Email

iii. Ransom DDoS

2. Security Advice



HKCERT acts as
point of contact for cross-border cyber security incidents for Hong Kong
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Security Alert Monitoring 

and Early Warning

Report and Response

Publication of Security 

Guidelines and Information

HKCERT
services 
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Security Awareness

Hotline: 8105-6060



Common 
Extortion Attacks

Ransomware

DDoS Email
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Ransomware



Ransomware Evolution
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Evolved Approach
• More targeted and sophisticated
• Targeting large companies and demanding huge payments

Threat 
Actor

Crime-as-
a-Service

Data

Exfiltration

Data Lock 
Up by 

Encryption

Multiple 
Extortion 

Techniques

Ransom 
Payment in 

Bitcoin



Sharing: Statistic on DarkWeb
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Source: https://twitter.com/darktracer_int/status/1416026018452672513/photo/1

Between May 2019 and July 2021, 2,635 organisations have 
found their data being leaked to the Dark Web



Sharing: Attack worldwide

source: bleepingcomputer.com, bloomberg.com, corneliustoday.com, kaseya.com and wired.com

1. Critical Infrastructure

Colonial Pipeline 

2. Retail

Dairy Farm 

3. Manufacturer

JBS Foods 

$4.4m

$30m

$11m

Amount Not Known

$50m

$5m

4. Insurance 

AXA

5. Technology

Acer

6. SMEs 
(Kaseya supply chain attack)

Victims 2021
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Source: https://wepro180.com/tech-news/【大件事】bossini、ctysuper成為勒索軟件攻擊目標？/

Sharing: Attack in Hong Kong



Sharing – Meet REvil RaaS

source: istockphoto.com



Major Attack Vectors
1. Phishing email (link/attachment)

2. Unsecure remote connection, e.g. RDP

3. System vulnerabilities

source: bleepingcomputer.com

Vulnerabilities exploited by ransomware gang



Major Attack Vectors
4.   Tech support scam (Social Engineering with Interactive Voice Response)

5.   Supply Chain Attack



Ransomware X Supply Chain Attacks 

source: HKCERT

• Kaseya IT management tools are being compromised by supply chain attack to 
plant REvil ransomware to its customers

Supplier Consumer

Hackers exploit any of the 
production processes



Image source: https://www.cert.govt.nz/it-specialists/guides/how-ransomware-happens-and-how-to-stop-it/



More and 
More New 
Extortion 
Methods…
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DDoS Extortion
Contacting Victims’ 

Customers and Partners

Short Selling 
Victims’ Stock

Disruption Critical 
Infrastructure Systems 

operated by Victims
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Email 
Extortion
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Claims that …
• Have stolen your password 

• Know everything about you
• Photos of you doing something embarrassing

• Take over your webcam to record video

• Or hold your organisation data
• Stolen from company server

Threaten you …
• Disclose your contact

Demand for …
• Demand for ransom payment

Extortion Techniques
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• Buy your information on darkweb
• Information may be leaked due to 

data breach of online systems
• In 2014 Yahoo had been stolen 

500 millions passwords

• Make up a story which fear you most, e.g. 
about personal matters

Threat Actor Techniques

True (probably) False

• Hack your computer or plant malware

• Hold photo / video of you 

• Hold your organisation data

• Hold your contact list
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• Huge scale and long 
duration

• Highly organised and 
sophisticated

• Targeting Financial and
Retail Sectors

Ransom DDoS
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source: cloudflare.com

Threat Actor Techniques
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source: cloudflare.com

Ransomware Ransom Email Ransom DDoS

Victim 

Chance of Occurrence

Impact

Detection / 
Identification

Prevention / 
Mitigation

Time to Recover



Security Advices
• Cyber extortion is not an IT problem

• It is a human criminal problem

• Plan, detect and response are the keys
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Ransomware
1. Protect ALL endpoint devices

1. Patch regularly

2. Anti-virus keep up-to-date

3. Monitoring

2. Offline backup regularly

3. Segmentation, e.g. network, access control, IT/OT, backup

4. Multi-factor authentication

5. Incident response

source: istockphoto.com



Paying Ransom or Not?
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Sophos State of Ransomware 2021 Report
- 32% victim companies will pay ransom in 2021, higher than 26% in 2020
- On average, only 65% of encrypted data can be restored after paying the ransom

HKCERT Advice: 
DO NOT pay the ransom
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Ransom Email
1. Keep calm, DO NOT open attachment

2. Change password of compromised account

3. Raise Security Awareness, e.g. keep update of latest 
security information

How to find latest security information and trend ? Such as
1. Latest threat and attack method

2. Security advisory
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Ransom DDoS
1. Advance Planning
• Minimise exposure
• Implement DDoS protection 

solution 

2. Swift Response
• Automate alerts

source: freepik.com



Assess your Cyber 

Security Readiness



Network 
Security

Incident 
Handling

System 
Security Security 

Monitoring

User 
Awareness

Endpoint 
Security

Security Policy & 
Management

HKCERT - The Seven Habits of Cyber Security for SMEs

Best Practices Self-assessment List



Build Human Firewall



www.hkcert.org

hkcert@hkcert.org

8105 6060

HKCERT

HKCERT



https://www.youtube.com/user/hkcert

Security Advice
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An online jeopardy competition for cyber security knowledge and skills

Open, tertiary and secondary groups competitions will be held in Nov

Fabulous prizes. Check out at  👉 https://ctf.hkcert.org

Online workshops will be arranged for preparation


