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Agenda

1. Cyber Extortion

I. Ransomware
ii. Ransom Email
lii. Ransom DDoS

2. Security Advice
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Ransomware Evolution

* More targeted and sophisticated 9

Evolved Approach
* Targeting large companies and demanding huge payments

. Multiple
crime-as e Extortion
Techniques

a-Service Exfiltration




Sharing: Statistic on DarkWeb

Who is the King of Ransomware on the DarkWeb?
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Source: https://twitter.com/darktracer_int/status/1416026018452672513/photo/1



Sharing: Attack worldwide

Victims 2021

COLONIAL PIPELINE CO.
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Kaseya

urce: bleepingcomputer.com, bloomberg.com, corneliustoday.com, kaseya.com and wired.com

1. Critical Infrastructure
Colonial Pipeline

2. Retail
Dairy Farm

3. Manufacturer

JBS Foods

4. Insurance

AXA

5. Technology
Acer

6. SMEs
(Kaseya supply chain attack)

S4.4m

S30m

S11lm

Amount Not Known

S50m
S5m




Sharing: Attack in Hong Kong

[K{4ZE] Bossini ~ clty'superfi BEHFRGFINBEE ?

""-; WEPRO180 4845 Jun7,2020

#$}ERRH (Ransomware) NS ABREER - NEFEEHARBVBEREASRIEE - —HBREHIKE > 18
EZEEFRFERYEE —EWAR - MFURE—EHER - EPIREEEBINAS EZFREE Twitter 1R
B » BABARERHEE Bossini ~ clty’super {3 » MAMEREEZREZRBEEE - MELRMKEEER - IBAR
RIZBREMEIRES S EBFIE ?

Source: https://wepro180.com/tech-news/ [ A1#Z] bossini * ctysuper 21 FE KX ZHIZ 7/




Sharing — Meet REvil RaaS

REvil Affiliate Program |szoup|i5|

Type of threat:
Activity: Ye

(9 Ransomware

Ransom demand:

6

$50 000 - $50 000 000

At least April 2019 — present

o @
RaaS owners receive up
to 25% from a ransom paid Revil RaaS owners

@_ help affiliates with
negotiations
More than 100 attacks
carried out in 2021

Group-IB, REvil Twins: Deep Dive into Prolific RaaS Affiliates' TTPs, 2021

yurce: istockphoto.com



Major Attack Vectors

1. Phishing email (link/attachment)
2. Unsecure remote connection, e.g. RDP
3. System vulnerabilities

Vulnerabilities exploited by ransomware gang

CVE-2021-22893 CVE-2020-8196 - CVE-2021-34523 | CVE-2020-12812 CVE-2021-20016
CVE-2020-8260 CVE-2020-8195 - CVE-2021-34473 | CVE-2019-5591 CVE-2020-5135
CVE-2020-8243 CVE-2019-19781 - CVE-2021-31207 | CVE-2018-13379 CVE-2019-7481
CVE-2019-11539 CVE-2019-11634 - CVE-2021-26855

CVE-2019-11510 "—

e CVE-2021-22986 | CVE-2020-2021 - CVE-2021-28799 CVE-2019-0604
= CVE-2020-5902 CVE-2019-1579 = CVE-2020-36198

CVE-2019-0708 e CVE-2017-0199 e CVE-2021-21985 | « CVE-2021-27101 e CVE-2021-20655
CVE-2020-1472 e CVE-2017-11882 CVE-2021-27104
CVE-2021-31166 - CVE-2021-40444 CVE-2021-27102
CVE-2021-36942 T — CVE-2021-27103

Microso

Windows { 'y 7 : @ @ | £ : m

- CVE-2021-26084 3 - CVE-2021-40539 - CVE-2021-38647 -

Atlassian ’ . m

burce: bleepingcomputer.com



Major Attack Vectors

4. Tech support scam (Social Engineering with Interactive Voice Response)
5. Supply Chain Attack

T z Windows-Defender - Security Warnin
=. Microsoft-Windows-De y 9

** ACCESS TO THIS PC HAS BEEN BLOCKED FOR SECURITY REASONS **
Quick Scan

Your computer has alerted us that it has been infected with a

Trojan Spyware. The following data has been compromised
X Done

» Emall Credentials

> Banking Passwords

» Facebook Login

» Pictures & Documents

Results Summary
Windows-Defender Scan has found potentially unwanted Adware

[0] Total iter on this device that can steal your passwords, online identity,

financial information, personal files, pictures or documents
[+] Total sec

You must contact us Immediately so that our engineers can walk
[+] Total sec
you through the removal process over the phone

Total securit
Call Microsoft Support immediately to report this threat, prevent

identity theft and unlock access to this device

Closing this window will put your personal information at risk and
9 puty p

| lead to o suspension of your Windows Registration
mn Microsoft

Call Microsoft Support: 020-8123-1875 (Helpline-Toll-

Free)




Ransomware X Supply Chain Attacks

e Kaseya IT management tools are being compromised by supply chain attack to
plant REvil ransomware to its customers

Supplier

N

UPDATE
=

Hackers exploit any of the
production processes

source: HKCERT



;& IMPACT ON TARGET

*" Attacker steals and encrypts

data, then demands ransom

I Data
l , exfiltration

Destroy
backups

Encrypt
data

Image source: https://www.cert.govt.nz/it-specialists/guides/how-ransomware-happens-and-how-to-stop-it/



Contacting Victims’

MOre and Customers and Partners
More New
Extortion

Methods...

Disruption Cr|t|cal
Infrastructure Systems
operated by Victims

Short Selling
Victims’ Stock
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Extortion Techniques

Claims that ...

* Have stolen your password
* Know everything about you

* Photos of you doing something embarrassing

* Take over your webcam to record video

* Or hold your organisation data

e Stolen from company server

Threaten you ...

* Disclose your contact

Demand for ...

* Demand for ransom payment



Threat Actor Techniques

True (probably) False

* Buy your information on darkweb * Hack your computer or plant malware

* Information may be leaked due to
data breach of online systems

* In 2014 Yahoo had been stolen

500 millions passwords * Hold your organisation data

Hold photo / video of you

Hold your contact list

* Make up a story which fear you most, e.g.
about personal matters
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Ransom DDoS

* Huge scale and long
duration

* Highly organised and
sophisticated

* Targeting Financial and
Retail Sectors

NZ Stock Exchange hit by major DDo$S

Forced to pause trading for third straight day.

y Casey Tonkin on Aug 27 2020 0129 PM

Network-layer DDoS attacks: Distribution by top attack vectors




Threat Actor Techniques

/’ﬁ\

Mirai Victim Site
Botnet Operator C2 Server

Infected loT
Devices




Ransomware Ransom Email Ransom DDoS

Victim

s, EEEEE HEE 00X
Identification
FOC - 8- 88 -0 - S -8 -8 - S -8 -8 - -
Mitigation
oot SRR 2P el

source: cloudflare.com




Security Advices ‘-

* Cyber extortion is not an IT problem
* Itis a human criminal problem "
« Plan, detect and response are the keys



Ransomware

1. Protect ALL endpoint devices
1. Patch regularly
2. Anti-virus keep up-to-date
3. Monitoring
2. Offline backup regularly
3. Segmentation, e.g. network, access control, IT/OT, backup
4. Multi-factor authentication
5. Incident response

source: istockphoto.com



Paying Ransom or Not?

HKCERT Advice:
DO NOT pay the ransom

Sophos State of Ransomware 2021 Report
- 32% victim companies will pay ransom in 2021, higher than 26% in 2020
- On average, only 65% of encrypted data can be restored after paying the ransom




Ransom Email

3. Raise Security Awareness,
security information |

How to find latest security informatio
1. Latest threat and attack method
2. Security advisory



Ransom DDoS

1. Advance Planning
* Minimise exposure

* Implement DDoS protection
solution

2. Swift Response
e Automate alerts

source: freepik.com A
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Assess your Cyber WSO

Secul rity v Readiness -/
= §




Introducing “Check Your Cyber Security
Readiness” Online Self-Assessment Tools
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facebook

f| HKCERT Q&

!

T @ HKCERT

HKCERT

. Patch Vulnerabilities in Remote Acces
Remote Storage Now

Centre for
coordination of
computer security
incident response for
local enterprises and
Internet Users

Learn more

www.hkcert.org
8105 6060

hkcert@hkcert.org



Security Advice
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competition for
and competitions will be held in Nov
. Check out at % https://ctf.hkcert.org
will be arranged fofr preparation




