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Terry 
Cheung
President 
ISACA Macao 
Chapter

• Managing Director of TopSOC Information Security Limited
• BSc (Hons) in Systems Design, MSc in Information 

Security (London)
• 25 years IT and Security working experience in Banking, 

Government, Telecom, Gaming and Consultancy
• Experience includes establishment of new information 

security team, Designed and Built 2 Tiers DDoS 
Protection Service, Managed the design and built of data 
centers, Managed 13 DCs and 540+ ELVs, ISO27001, 
PCI, ISO20000, Compliance Advisory, BCP and DRP, 
etc.)

• Security consultation services for banks, insurance and 
utility companies and Macau government departments

• Instructor for CISSP and CISA course for more than 7 
years

• Founder for ISACA Macao Chapter and CSA HK & 
Macau Chapter

• Promote security in Macau and Hong Kong
• CISI CISP CISSP CCSP CISM CISA CDPSE CITP CEng 

ACP MVP
• Sophos Certified Architect, Engineer, Technician, Sales 

Engineer
• Fortinet NSE3, CyberArk Certified Trustee
• CISI certified CISP trainer



ISACA
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Global Non-Profit Professional Association for Individuals and Enterprises

170K+
MEMBERS

225
CHAPTERS

268K+    
CERTIFICATIONS ISSUED

1000+
ENTERPRISES SERVED



People are Our Top Priority
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ISACA Certifications
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Best Professional 
Certification 
Program Finalist
SC Awards 2021

Best Professional 
Certification 
Program Finalist 
SC Awards 2021

Global Knowledge’s 2022 Highest-Paying Cybersecurity Certifications

#1CRISC

New 
Product/Service of 
the Year
IT World Awards 2021

#2CISM
#4CGEIT



Cloud Security Alliance (CSA) is the world’s leading organization dedicated to defining and raising 
awareness of best practices to help ensure a secure cloud computing environment.



Current State of Cyber Security 



Percentage compromised by at least one 
successful attack in the past 12 months, 

by industry

Source: 2022 Cyberthreat Defense Report



SME Cyber Security Statistics 



Victims on Darkweb



DigitalOcean



Threat Driver 



Firewall

Firewall can be easily 
bypassed by the newly 
defined threats.

Email Prevention System

Hacker can send Phishing 
emails to your mailbox even 
you have email protection 
system.

AI Endpoint Protection

No matter what Endpoint 
protection system with AI 
Detection you have, hacker 
can still bypass and deliver 
malwares to your devices.

Intrusion Prevention System

IPS produces many false 
positive alerts and neglect 
may real attacks.

Advanced Persistent Threat

Hackers have widely shared 
the code on how to detect and 
bypass Modern Sandboxes.

Firewall Email 
Prevention

Anti Virus

IPS APT



Lack of 
Security 

Resources

Hacking 
Business 
Models

Islands of 
Security 

Technologies

Under 
estimate of 

Security Risks95%



Anyone can 
hire a hacker 

to hack 
or 

to trigger
Ransomware 

attacks 



Case Study – Detection with EDR 



Intrusion Kill Chain

Reconnaissance Weaponization Delivery Exploitation Installation Command & 
Control (C2)

Actions on 
Objectives

• Intruder selects 
target, 
researches it, 
and attempts to 
identify 
vulnerabilities in 
the target 
network.

• Intruder 
creates remote 
access 
malware 
weapon, such 
as a virus or 
worm, tailored 
to one or more 
vulnerabilities.

• Intruder 
transmits 
weapon to 
target (e.g., 
via e-mail 
attachments
, websites 
or USB 
drives)

• Malware 
weapon's 
program code 
triggers, which 
takes action
on target 
network to 
exploit 
vulnerability.

• Malware 
weapon 
installs access 
point (e.g., 
"backdoor") 
usable by 
intruder.

• Malware 
enables 
intruder to 
connect and  
have “hands 
on the 
keyboard” 
persistent 
access to 
target 
network.

• Intruder 
takes action 
to achieve 
their goals, 
such as data 
exfiltration, 
data 
destruction, 
or encryption 
for ransom.

Detect Deny Disrupt Degrade Deceive Destroy

Leverage, discover, analyze Atomic, computed and behavior indicators

Campaign Analysis – Tactics, Techniques and Procedures



AMSI Protection Blocked 



Suspicious Service



Suspicious Process



可疑服務Registry Key..ps1?



Malware website 
https://profetestruec.net/



1st seen in April



The Powershell Script



The Classes that the 
Powershell script 
called 



Powershell Script will call back C&C Servers



§ Found Mimikatz
§ Steal Passwords
§ Test other machines using the stolen 

password



Use the 
password from 
Mimikatz to 
attack other 
network 
segments



擔心嗎？
Worried?盜高一尺，魔高一丈知己知彼，百戰百勝



Recommendations



Recommended Remediations
• Good Asset Management 

Ø You need to know what to protect (e.g. Crown Jewels)
Ø You will not use a safe to protect a HK10 ballpen

• Patch Patch Patch (Good Patch / Vulnerability 
Management Practice)
Ø Basic security requirement

• Risk Management
Ø Vulnerability being exploited by a threat against an asset
Ø The level of risk is calculated by the probability and impact
Ø Higher risk, Higher priority 

• ISO27001 – Information Security Management System



Recommended Remediations

• Ongoing Security Monitoring (Continuous Monitoring)
• Enhance Detection Capabilities 

Ø CTI – Cyber Threat Intelligence
Ø SIEM – Security Information Event Management
Ø EDR – Endpoint Detection & Response
Ø Network detection, AI, Behavior Analysis, etc.) 

• Enhance Response Capabilities (SOAR – Security 
Orchestration, Automation & Response )

• Security Awareness Training including Top Management



Continuous Monitoring 



ü SOCaaS Service
ü Managed Services for Firewall 

and Endpoints
ü Monthly Report

Full ProtectionMonitoring & Detection

üManaged SIEM
üCyber Threat Intelligence
üAlerts and advisory
üCentral SIEM or On Prem
üMonthly Report

Visibilty
Detect and Alert Early Attacks

Preventive and Response



Benefit: 
1. Enjoy Comprehensive SOC service at SME Price
2. Comprehensive detection /protection against early 

stage of attacks
3. Logs offsite backup 
4. 3 Months - Logs Backup*
5. TopSOC 24x7 automated analysis of daily logs
6. TopSOC 24x7 Critical security alerts
7. TopSOC manual Threat Hunting and log analysis
8. Cyber Threat Intelligence Updates
9. No Need to buy hardware
10. No SIEM, OS, SOAR software licenses fee
11. SOCaaS+ / Managed Security Services. E.g. Firewall, 

EndPoint, UEM*

Threat 
Intelligence

Detect attacks 
from various 

sources

SOAR Integration
& auto filter

New threat & 
Analysis

Applied threat 
intelligence all 

tenant



SOCaaS Architecture

Level 1

Level 2

Level 3

Server Farm End User Segment/s

Internal WiFi

Guest WiFi

Head Quarters

Branch

DMZ

Cloud or
Hosting

Capture Logs from firewall or Servers and
Analyze centrally

CORTEX XDR™

TopSOC SIEM 
Collector



Service Provisioning – 15 Mins

Step 3 Step 5Step 4Step 2Step 1

Step 1

Step 2

SOCaaS – Install Log 
Collector and configure 
devices to send logs to 
Collector.
SOCaaS+ - Install Log 
Collector, Firewall and 
endpoints. Configurate 
devices to send logs to 
Collector   

Step 3
The service provisioning 
is completed. 
SOCaaS – Critical alerts 
will be notified and a 
monthly report will be 
delivered.
SOCaaS+ - Preventive 
protection is activated, 
Critical alerts will be 
managed and a monthly 
report will be delivered.  

Step 4

Clean up identified issues 
continuously and keep the IT 
environment clean.    

Step 5

Understand service 
scope and sign 
agreement.    

Collect and Document 
your IT environment.    



terry.cheung@topsoc.com.mo




