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Agenda Daily Identity Risk

Improve Current Identity Protection

Web 3.0 Distributed Identity 



Identity Theft 



Identity Theft 

whois.sc



Social Engineering Phishing in Whatsapp



Scum Advertising



Social Engineering Phishing in Linked?



Finance Theft

www.hketoll.gov.hk <-- Real 

gov.hk.etolli.co  <-- Fake 



Account with Green Tick

Official Business Account

- Official Website and Email Address



Linkedin Verification Badge announced in April



Security for Web Services



Add Second Factor Authentication



Use Password-less Push Notification Login



Evolution of Identity 

Web 1.0 Web 2.0 Web 3.0

Username

Password

Sign-in with Live.com

Sign-in with Google

Sign-in with Facebook

Multi-Factor Authentication

Passwordless Authentication

Connect to your Identity Wallet

Sign in with Web3 ID



Microsoft Entra Verified ID – Web 3.0 distributed Identity



Generated QRCode with a PIN to use in Mobile Phone



Accept Employee Identity Card on Phone



Login Employee Portal with a Digital Identity Card



Get the Digital Identity on the Mobile Phone

User Identity Wallet



Benefit of Distributed Identity in Web 3.0







Summary

Improve privacy - User got complete control of Identity Ownership

Decentralize storage of data which provide better security and create difficulties in 

compromising sensitive data.  Decentralize authorization provide a better uptime resiliency.  

User can use a single set of credentials to secure login different apps and websites - Do not 

need to manage multiple account and passwords

Digital identity verification in blockchain, user can authenticate without sensitive information 

such as Name, Account numbers etc
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