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Social Engineering Phishing in Whatsapp

4-' +1 (46 9036 oL
<—‘ +1(46  -9036

Nice to meet you Matthew &%, Please your

number was chosen to take part in our
survey . Kindly assist, it's 3 questions ,l‘
B R e

RESEARCH AREA

&> Thank you

Sorry for the inconvenience J, .

I'm Miley Williams from Conard
Environmental Research Area USA in
collaboration with The Hong Kong University
of Science and Technology, We are
examining and studying Hong Kong people
on the environmental hazards in HK to
enable us to improve a healthy environment
for the people living in Hong Kong.

Please kindly reply with either A. B. C, or MILEY WILLIAMS

D on the questions below to enable us to FACULTY REASEARCH
improve our services for the public best .

; - 1D NO :20190603845. = &
interest i, J, & OO TN = S

Please we mean no harm we just want

to improve a healthy environment for the
people living in Hong Kong..

Please help me present your answers like

1. What are the most common
environmental challenges people complain
mostly in Hong Kong?

A. Climate change

B. Noise pollution. this...&>

C. OTHERS 1.

2. Kindly choose your age range. g

A. 51 and above : B

B. 36-50 Thatis all J, & p—"
C.18-35

D. Under 17
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Social Engineering Phishing in Linked?

Matteo Gentil Invitations (42)

Hi, can | ask you a question?

You haven't connected with Ma-tili

Mat i tili

JUL 15

- M tili - &:50 P Reply to Lin

Hi, can | ask you a question?

0



Finance Theft

& > C @ hketollgovhk/Landing G 2 % O & & O &
H . PROFILE ~ CONNECT ~ MONITOR ~ SUPPORT Whois Lookup Q

c DomainTools 0o . %= AR e sA LIS

~ Domain Profile www.hketoll.gov.hk <-- Real

Registrar Status Active

gov.hk.etolli.co <-- Fake
<!-- sggov header start -->
<div class="sg-gov-header text-center text-lg-left">

<div class="container py-1">
<a target="_blank">

<img src="./HKeToll5i@{T files/logo-sg-gov-2.png" alt="Singapore Government logo">
<span class="text-dark">ZEHEBEATHIEEIL</span>

</a>
</div>
</div>
<!-- sggov header end -->
<!-- Desktop header -->

<iframe name="toppage" width="100%" height="680px" marginwidth="0" marginheight="0" frameborder="no" border="0"
src="./HKeToll5i@{T_files/header.html" style="margin-top:23px"></iframe>

<!--<header class="header-desktop header-wrap">-->

<!-- <div class="container d-flex flex-row">-->

<l-- <div class="clearfix">-->

<!-- <div class="logo-pri float-left">-->




Account with Green Tick

Official Business Account
- Official Website and Email Address

Fresh Produce #
(—. csl Customer Service ZERIE ¢

Official business account 54 Your order is on the way
Code for driver. 2863 Wednesday

1 Garden Street © This business works with other companies to
manage this chat. Tap to learn more

We deliver the highest quality organic #

produce from trusted local... Read more ZH{R{EHcs|. FER RS, €
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Mute notifications

Custom notitications ® o



Linkedin Verification

Verifying a Linkedin member’s workplace

1 t I o 330 Vent I
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profile. With a few ta n the! ne b
wzan 3 & to share it on xedin. Alte
| ' 3y th [} i

About this profile

Joined: January 2002

Comtact information: Updated lees than
1 manth 3go

Profile phote: Upasted ss Than 1 wees g0

Verifications

Work emaill ~ Flexis: Less than | month ago

Cowvernment 10 ~ Verified by CLEAR: Less than |
month ago

Legn more sDout how members verily thew

Intormaton

Verity yvour workplace

# customized digital employee |Ds that reflect
s will s an option 1o venty their workpiace on
n get thesr digital employee 1D from then
hey send edentlal, a Workplace verificat
*a wil T -

Badge announced in April

o4 ol T -

x Verification

Linked [
Verify your identity with CLEAR

Linkedin partners with CLEAR for 1D

;'
er %

How this works

@9 <«
Conor Webber «

VP of Sales ot Flexis

Mary B Curry Coflege of Business
Prot |

00«
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- Connect
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Learn more
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Security for Web Services

<« C @ accountlive.com/Activity Fmiki=en-US&ireld

Microsoft account Your info Privacy Security

account. micrasolt com&relp=socu

ity Souaid =55 3c054990dc453383892aTcBa 73 1

nent & billing ™ rptions

See when and where you've used your account

You should recognize each of these recent activities. If one looks unfamiliar, click it to et us know.

Recent activity

CH

Lo

Device/platform
Android

Browser/app
Unknown

IP address
179.99.154.89

ecent activity page

* YOUr ACCOoUnt more secure

Time (GMT)
Yesterday 340 PM

alat!
=/pla

Android
Unknown
jress

2a13:3180:1194:5b18:112%ec
144405943

91672023 320 PM

Session Type

Unsuccessiul sign-

Account alia
10N activity

Incorrect password entered

Unsuccessiul sign

Account alias

i ——

Session activity
Incorrect password entered

Approximate location

Not avadable

Map s not avallable for activity on mobile devices

Look unfamiliar?

Secure Your account
Br <+
Br <4

Map is not available for activity on mobile devices

Look unfamiliar?
Secure your account



Add Second Factor Authentication

Additional security

To increase the security of your account, remove your password or require two steps to sign in.

Passwordless account © Two-step verification
ool OFF OFF
—X

Turn on Turn on

Set up your security key

Have your key ready

ﬂ USB device m NFC device

To use a USB security key, when prompted, plug it into your USB port.
has one when prompted for follow up action.

For detailed instructions on how your keys should be connected, pleas

© Up todate

‘= Windows Security X
@y

Continue setup

Please enter your security key PIN.
L=}

[ ) Security Key PIN
w

4



Use Password-less Push Notification Login

Set up the Microsoft 8% Microsoft

Authenticator app * A
Check Microsoft Authenticator

Get the Microsoft Authenticator app to sign in with o T

your phone, not your password. Or, set up a different Authenticator app. Approve the request to sign in.
Authenticator app.

. -
I. Microsoft other ways to sign i)
_m I don't have access to my Microsoft Authenticator app
Sign in

We'll send a sign-in request to your phone to sign in

- — ~HeY
B

Send notification



Evolution of Identity

Web 1.0 Web 2.0 Web 3.0
Username Sign-in with Live.com & Connect to your Identity Wallet
Password Sign-in with Google = Sign in with Web3 ID

Sign-in with Facebook o

Multi-Factor Authentication

Passwordless Authentication



Microsoft Entra Verified ID — Web 3.0 distributed Identity

wODGROVE Employee Onboarding Demo OurMission OurTeam CompanyResources Alumni &8

Hi Matt e
Let's verify your identity to access L
the employee portal.

Please tell us a little bit about yourself

Please enter your details here

Verify using the True Confirm you have Access th
Identity website your True identity personali
card employee

They'll walk you through a
process to verify your identity
Once done, you'll come back

here and continue to step two Ve rification Complete

Verify with True Identity
. - - -

< Next




Generated QRCode with a PIN to use in Mobile Phone

True True )
Identity y Identity
True Identity, Inc
https:Zdid woodgrovedemo comy
Issue my Verified ID Issue my Verified ID
‘Enter your verification
Scan the QR code with Microsoft OOde Follow the instructions with the device you

Authenticator to retrieve and save your scanned the QR code.

Verified ID

Use this to prove who you are with other parties.

ged a code to claim the Trueldentity

¥

PIN O
3601

) Waiting for digital wallet

How to Scan
In the app, open the verified 1D tab and tap on the QR code scan icon

( ol * . \

®» Google Play | 8 App Store



Accept Employee Identity Card on Phone

4:16

< Safani

Tm

o TN

True Identity Enhanced  Tii]

(4 True Identity Enhanced  Tij]

Verified info Activity
@ True Identity Enhan...

E123456
True e
Identity
Birthday
True Identity True Identity 1991-09-24
Issue my Verified ID T ——
Verified info Activity Emaakes
Successfully issued! ol st Smith
i ey now ue pour digital identity eoand 1o prove who you ang Lo obher Add a Verlfled ID Veriﬁed ldentlty by True Identlty. Inc.
parties
Please provide the information to help ver
dentity late
WA Seattle
@ True Identity Enhan Zip
9800‘4 ssued or
. . ) March 30, 2023
Once you've odded your verifioble credential to your
digital wallet, you may return i Woodgrove. Flr ime
Alice Expiration date

( Retum to Woodgrove j’l

True ldentity

March 29, 2024

5200 Sandhill Terrace
ed Dy

. A B did.woodgrovedemo.com




Login Employee Portal with a Digital Identity Card

“ODGROVE Employee Onboarding Demo MattWong ~ Signout &8

(&Y' Success!

Now that you've been fully onboarded, here are some
additional things you can do.

First Name:

Matt

Retrieve your workplace credential

Last Name: and access company resources.
Wong
" You can retrieve your Woodgrove 1D credential using Microsoft ( 3 Retrieve my Verified ID )
Address: Authenticator. This'll allow you to take your workplace identity
with |

2345 Anywhere St
Your City, NY 12345

Edit

Next, order your equipment

Please order your new work equipment from Proseware com a

Use your digital employee card 10 acceass the \Woodgrove
( Visit Proseware [ )

@ Open in Authenticator
SL0-MO VIDEO PHOTO PORTRAIT

8

corporate discount




Get the Digital Identity on the Mobile Phone

Scan the QR code with Microsoft
Authenticotor to retriove and save your

Verified 1D
o ntity Enhanced

Activity

S, ’

True Identity

Verified Employee

True Identity
True Identity did woodgrovedemo.com

Add a Verified ID

True Identity

True Identity

True identity

@ rue Identity Enhan

User Identity Wallet —

emo.com



Benefit of Distributed Identity in Web 3.0

Verified Employee

July 15, 2020

Principal Design Manager

BG-88224-P

Easy to use and secure verifiable transparent convenient



www.mygovid.gov.au

R
Australian Government {(\Q‘))

Gov

GoviD

Before you start Adam Bruce, your identity strength is Basic
) verifyi

To set up your myGoviD, you need

links below fo

a smart device a personal email to be 15 years or older )it - not more I How to use myGovID h
The myGoviD app s compahble addregs A ge restnctions may also apply to vour l'h i
: WL A JLYLLE
with most smart devices and is Az it's your persenal Digital use some government anline -
only available from the Apple App dentity, your identity C::LI.I_';I.II'I'IG"I‘IS services s licence (inc  Prove your identity P
Store or Google Flay will be linked to the email you certificate
choose. It should not be a ' '
shared or work email address. LsIing your for PP Australian passport >
Card
Lelupe Lol Driver licence
DL )
sare carc — on 1ave the

n to verify your

BC Birth c‘er.tiﬁcate‘ , | N

Three easy steps to set up your myGovID
Australian visa

1. Download the myGovID app m  mmiCard S
, ol D

P> Google Play ® © ®)

About My identity Settings

Available on the

. App Store

Only download the myGovlD app from the official app stores listed above




(@ MCDONELL CUNNEEN & ASSOCIATES V Logout l

.
M : Australian Government

R

R Australian Taxation Office View client list
b —
G My practice Reports and forms Communication
v vV vV
Income tax lodgment status Favourite clients Practice malil

x o0

Quickly access your regular clients by creating a

favourites list

01 Jul 2021 - 01 Aug 2021 Get started l

| More ’ View ’

~ 4 N\ = A C=
{ 2 | | [— ", ¢ &=
\ ] L— 'k —

Add client View client list Access Manager @ Favourite clients
m = ’O_ / : \' —) ]
e — @/ |:T

My details Reports Remove client Lodgment program status

Customise homepage &




Summary

Improve privacy - User got complete control of Identity Ownership

Decentralize storage of data which provide better security and create difficulties in
compromising sensitive data. Decentralize authorization provide a better uptime resiliency.

User can use a single set of credentials to secure login different apps and websites - Do not
need to manage multiple account and passwords

Digital identity verification in blockchain, user can authenticate without sensitive information
such as Name, Account numbers etc
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