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2023 | |13 | 1h 50m | Thrillers

When June's mother and her new boyfriend don't return from a trip to
Colombia, the tech-savvy teenager undertakes her own online
investigation.

Examples are in these movie

Photo taken from Netflix website, Copyrights belong to the owner.



IS the collection and analysis of
data gathered from open sources
(covert sources and publicly
avallable information) to produce
actionable intelligence.



Why is Metadata created ?

* Machine Processing, automating tasks
* Classifications

* Routing
* Debugging
* Statistical Does using
* Date Time metadata require

» Copyright consent?
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sudo apt-get install metagoofil

Activities

Applications v

MT Preferences 2

Depth=100 %..FractBarOver=8 %, .FractBarThic

E) Terminal ~

Novi18 11:30
root@brg-udcp: ~/metagoofil_ms

: Gap=8 %..LimHeight=25 %..LimDepth=100 %..LimLineSpacing=160 %..NumerHeight=35 %..0enom
%..SubFractBarThick=2.5 %..FractGap=8 %..FenceOver=8 %..0perSpacing=160 %

. .NonOperSpacing=1600 %..CharwWwidth=0 %..MinGap=8 %

MT Preferences 3

,.vertRadGap=17 %..HorizRadGap=8 %..RadWidth=1680 %..EmbellGap=12.5 %..PrimeHeight=45 %

. .BoxStrokeThick=5 %..StikeThruThick=5 %, . MatrixLineThick=5 %..RadStrokeThick=5 %..MorizFenceGap=10 S%....

ExifTool Version Number
File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions

File Type

File Type Extension
MIME Type

PDF Version
Linearized

Page Count

Page Mode

XNP Toolkit

Producer

Create Date

Creator Tool

Modify Date

Metadata Date
Document ID

Instance ID

Format

Description

Title

Creator

Subject

Author

Keywords

warning

# exiftool poissonrecon,pdf
11.76
poissonrecon.pdf

2019:11:18 10:53:57+00:00
t 2019:11:18 10:53:43400:00
18 10:53:57400:00

: application/pdf
: 1.4
: No
: 18
: UseNone
: Adobe XMP Core 4.0-c316 44.253921, Sun Oct 01 2006 17:14:39
: Acrobat Distiller 6.8 (Windows)
2006:05:30 09:13:54-07:00
LaTeX with hyperref package
2008:10:21 11:30:49-087:00
2008:10:21 11:30:49-07:00
uuid:b7762b40-8eac-47ab-9¢26-eb4362ccelnl
¢ wuid:1dbebb7d-f2f3-4323-9¢99-f7577ebeS5d6C
: application/pdf
Eurographics Symposium on Geometry Processing (2006)
: Poisson surface reconstruction
: Michael Kazhdan, Matthew Bolitho, Hugues Hoppe
: Computer Graphics Forum, EUROGRAPHICS
: Michael Kazhdan, Matthew Bolitho, Hugues Hoppe
“"Computer Graphics Forum, EUROGRAPHICS"
[Minor] Ignored duplicate Info dictionary

OSINT Metadata Collecting for Reconnaissance | by Miguel Sagi@Rio da Veiga

| Hacker Toolbelt | Medium



https://www.sno.phy.queensu.ca/~phil/exiftool/
https://medium.com/hacker-toolbelt/osint-metadata-collecting-for-reconnaissance-6b3ff18ddbfe
https://medium.com/hacker-toolbelt/osint-metadata-collecting-for-reconnaissance-6b3ff18ddbfe
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ChatGPT Prompt to ask for next step :

for a general phone user, list the steps and tools for
removing photo metadata with an objectives on
protect data privacy



Behavior
(Dynamic)
Meta Data




Browser Fingerprinting

dat intemet user s hey' re oniine
b — — fgepint
your Yo
- maxinize the user experience
’ personazed advertisement
-~ keep accounts seaure
LT trackuser activity — pass that
~ botnets —
[
e —

device model and spec 3

language

- HTML Carwas — diferent graphics processing unit (GPU), graphics driver, or graphics card,

~—— harder for fraudulent intemet users to conceal their actions.

Collected Information Audio — WebAudio APl — measure how a device produces sound

— 2 s machine|
software versions
e ) [
[How quickly daft jumping zebras vex.
L - |
)~ Storage 1
hefty fines - ‘ ‘
|- Cookies: GOPR in the EU, CCPAintha US - | |
protection of user privacy | J ‘ '
Fingerprinting: urweguisted I Browser fingerprinting vs Cookies ‘ Viguen T Difereie maps e & group on vext_arial
o Font
- Transparency /| Z
Fingerprinting: tahes pisce covertly | . Chromium: & © Firefox: 8@
| Emoj
s device, [
|~ Reliability -

| Content language, List of pluging, Availabe fonts and
Timezone

- WebGL — 3 JavaScript APH— works alongside HTML Canvas to render 20 and 30 inages —— records user graphics hardware information

- extemal devices such a3 headphones or speskers

* intemal devices like sound cards or video cards.

HTTP protocol — User-3gent,Listof HTTP headers o

- subject to change

Gifficult to prevent
stored off-device — difficit to find, control, and remove

less unique e possidle

use’ sreallP
Ad blockers, private browsing windows and VPNs.
‘can't hide the more detaded information
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the act of discreetly gathering software and device settings data=— through aninternet user’ s browser when they’ re online
when put all setting together — build a unique identity = fingerprint

visit a website your browser has to provide the hosting server with a certain amount of essential information ensure the website works properly

r maximize the user experience

r personalized advertisement

dynamic pricing

keep accounts secure

Usage mm track user activity —— pass that information on to data brokers who sell data

botnets —— using multiple devices and locations to access online accounts
k track and block devices associated with suspicious activity phishing —— numerous social media profiles

bad actors — repetitive trial-and-error tactics
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ChatGPT Prompt to ask for next step :

Explain Browser Fingerprinting to a primary school
student with basic knowledge of internet. Focus on
data privacy protection and its implications. Provide
some examples with storytelling



Privacy risk are accumulated

First year
growth

Rainy season
Dry season

Scar from
forest fire
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Keep Updated

Linkedin Profile Cybersecurity Hub
https://www.linkedin.com/in/an https://www.cybersechub.hk/

tonyma/

Al and Text Search Blog
https://aipedals.substack.com

st

World

Antony Ma, LLM, CCSP

Cloud Computing Architect, Cybersecurity Blue Team Leader,
Experienced Compliance & Audit Professional, Tech Blogger

Talks about #lims, #chatgpt, #generativeai, #cybersecurity, and
#cyberinsurance

Hong Kong, Hong Kong SAR - Contact info

1,440 followers - 500+ connections

Whitelist
Protection SaaS

in 7

@ Hoplite Technology Ltd

=5 The University of Hong
4¥® Kong
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https://www.linkedin.com/in/antonyma/
https://www.linkedin.com/in/antonyma/
https://www.cybersechub.hk/
https://aipedals.substack.com/

Thank you
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