Stay Alert!
Uses Wikl Metwonks with Care

Secure Your Wi-Fi Network
Please @ follow the security good practices More advice for schools and

below — small and medium enterprises (SMEs) —
update firmware and software of your (] formulate policies on the proper use of
devices, such as Wi-Fi routers and Wi-Fi network and IT security instructions
TV boxes regularly for end users

_ () avoid using default settings in Wi-Fi [ enable MAC address filtering or other
Sl routers, such as the default Service Set secure mechanisms for user authentication

Identifier (SSID) and administrator N - _
password (] position VV_|—F| routers and wireless

(] enable strong security for Wi-Fi access points properly
communication, such as using (] restrict access from guest Wi-Fi network
WPA2 with AES 256-bit encryption to your internal network

D enable bUilt'in f!l’ewa" Of W|'F| router D review |og records regu'ar'y to detect
to protect your internal network suspicious events

(] turn off your Wi-Fi router if not in use

@ Cyber Security Information Portal IEI"im!-il

www.cybersecurlty.hk E ar Office of the Government Chief Information Officer:
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