
Security Tips:
    Always safeguard your mobile device

Risk:
Mobile devices attacked by malware

Security Tips:
    Install anti-malware software

Risk:
Transaction details sni�ed

Security Tips:
    Avoid making transactions 
    through public Wi-Fi

Risk:
Using QR code / NFC for payment 
improperly

Security Tips:
    Ensure the QR code is from a 
    trusted source

Risk:
Mobile payment account stolen

Security Tips:
    Adopt strong password and / or 
    two-factor authentication for 
    mobile payment apps

Risk:
Mobile devices lost or stolen

Smart Tips on Mobile Payment

    Do not deposit a large amount of money 
    in the mobile payment apps

    Remove obsolete software
    Keep all software updated

    Verify transaction details before 
    making transactions

    Check transaction records 
    regularly

    Check that the payment 
    information / instructions is / are 
    correct before making payment
    Do not disclose your QR code 
    generated for payment to others
    Disable NFC immediately after 
    using the payment service

    Do not disclose your password 
    of mobile payment apps to 
    others

    Install mobile apps from o�cial sources

    Stay vigilant when submitting
    sensitive information


