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*  Not-for-profit organization
*  Facilitate knowledge and information sharing among the PISA members

*  Promote the highest quality of technical and ethical standards to the
information security profession,

Promote best-practices in information security control,

*  Promote security awareness to the IT industry and general public in Hong
Kong,

«  Be the de facto representative body of local information security professionals
*  https://www.pisa.org.hk
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to a website Domain /<
1 : Name o
\\ \ System o o
\‘\ //// ‘
= / Cross-Site -
Man-in-the- Scripting /
Malware Middle Attacks \\ /
4 Injects malicious code 4
"Malicious software" sucl-\ as Hackers insert themselves inlto a website which / SQL
ransomware, designed between your computer | targets the visitor's Injection
to damage or control and the web server 'I browser Attack
a computer system . ”
Phishing BDoS " Corrupts data to make
° — a server divulge data,

Fake official emails (bank, Paypal)
link to fake websites, where victims
log in, giving up their passwords

Source: Techterms.com, Lioyds of London, Forbes®

such as credit cards
Distributed Denial of Service: numbers, usernames
a network of computers overload

a server with data, shutting it down

Source: Techterms.com, Lloyds of London, Forbes
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What

Attacker sends an
email to the victim

a8
= ©° ’

Attacker Victim
victim's credentials victim's credentials email and goes to
to access a website the phishing website

! \9

Phishing Website

Legitimate Website

Source:Cloudflare
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210,479,026 3

73,063,493
35,081,648
8,164,348
2015 2016 2017 2018

Phishing-related URLs blocked increased over the years, based on data from the
Trend Micro Smart Protection Network infrastructure as of Q3 2018.

Source: Trendmicro
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Secure your
Account

You have a new
unread message!

Your password was 4%\’ I 3%
successfully reset .

6% \ M
Your Friend Tagged a

a Photo of You < o
6% rofile Views

3

New Voice Message “New Endorsements” Linkedin

At 1:23AM
6% ‘ m — 39%

Login alert for Chrome 0 “Join My Network”

on Motorola Moto X

9% — - =
“Password Add Me

g Char;ge

55th Anniversary e
and Free Pizza “Primary Ema:/ Change”

10%

\
Facebook

18%

pS://www.securitybrigade.com
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Password Check Required Immediately

Your Order with Amazon.com/Your Amazon Order Receipt

Announcement: Change in Holiday Schedule
Happy Holidays! Have a drink on us.
Problem with the Bank Account
De-activation of [[email]] in Process

Wire Department

Revised Vacation & Sick Time Policy

Last reminder: please respond immediately

UPS Label Delivery 1ZBE312TNY00015011
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* Apple: You recently requested a password reset for your Apple ID
* Employee Satisfaction Survey

* Sharepoint: You Have Received 2 New Fax Messages

* Your Support Ticket is Closing

* Docusign: You've received a Document for Signature

» ZipRecruiter: ZipRecruiter Account Suspended
* IT System Support

* Amazon: Your Order Summary

+ Office 365: Suspicious Activity Report

» Squarespace: Account billing failure
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Phishin

= Subject: Award Notification Letter 2008

Foreign From: UKNL@notify.awards.com
Date: 5/29/2008 9:15 AM You won...
LOttery To: no To-header on input <unhisted-recipients: » b t dd
utal ou
Scamsare UK NATIONAL LOTTERY DESK ,:I
common Reference No: ACCU/2007-200 play:

Operation Code No: A333/ZZ5

We use this medum to notfy you of the lottery prnize won by your email
address. Contact the claims officer below wvia email

Mr. Graham Wilbert, The email link is
Tel +44 704 575 9999 -
Email mr.grahamwdbert@ukxﬂ@)lotmaxl com rea”y a web link
Regards, The status bar
Notfication Department

reveals the real

. httpi//cybertangent.com/UFL.edu ) WEb address-

Source: ISC2 HK
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R B
Ur' . USE OF ATRUSTED
COMPANY LOGD
GENERC SALLTATIN
Edear WVikd CUSIDEET, "'""HH. UMPROFESSIGNAL MANNER
This cmail i= 0 inform you of 2 rooond u our systems,

Tio avoid service indernaplion we regqui YL o0 [l
YU SOOI 39 S00d 39 poddible

Flease take 3 momend fo confirm your accosad by paing 1o the following addness:

. . :::u FOSETELE CHSGUIEE
CI-'-J..";E_'--.":.-I:'-."l-:!:d'l',:|ll'l',:.-l{'l!lrti'rb:‘flil:lfl.tlr'il;ﬂllfl._'kllh_'nﬁ.“ll' == R LSRR T T K

Follow these steps:

I ComlEms wour seogunt by clicking the link above. STATEMENT URGING
2: Vesily your vis ¢ard infomsation, IMMEDIATE ACTIOH
3: Wour accosst will then ba updated, you may cosfin ing your visa withow! asy in

w4 Please noses 1T you FAIL 1 update yoor visa casd, B will be temporarily disabled.

W apaloping for any meonvomaents this may Gauso.
Tho visa tcam is working hard 2o bring you the best services om tho web.,

Source: VISA
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From: ouhk.edu.hk [ - ~
Sent: Friday, June 29, 2018 9:29 AM < 1 Invalid Sender!

To: ()
Subject: 92 = 9QOOREESE | THHMHINEREITE (REFH)

S il ;ﬂ;'l’ f/.t_. i‘k [4 D LE] I This is a fake email sample. DO NOT
Lt_l j = b { [ — y T WX click on any link in this email.

| ARt e A Roe

—
BB THAOCRE—XHNEFERL RS AT T v No contact point available.
B e achesh %‘::.,12‘1 :: FERFS » O EIR RSN  FE D S o
Click to follow link

W HIEMIS S I A E R - | With “mouse over” the link, it
“ shows an unknown outbound link.
m ’

515
Customer Care Team © 2018<——{ Invalid Team!

Source: OUHK
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User not found

‘_o—"
From: Huichang Lin [mailte:hlin64@uic.edu]
Sent: Monday, January 29, 2018 2:14 PM

ro: I

Subject: Library Services

Contradiction of user email MNon OUHE. domain
Dear User, addresses

This message 1s to inform you that vour acc ¥ 1 account will soon expire. You
will have to login to vour account to continie to have access'to the library services.

You can reactivate it by logging in throu
activate your account and vou will be redirected to your library profile.

hitp-//primo_lib_.ouhk ctuc ml/primo library2libweb2action?login do?loomnFn?sienin?vid2on
thtargetl]’RLEvaccuunt]‘u‘Ienn.dﬂlEfvidl3d::-u]:|kllan§r?en s/

If you are not able to login, pleage contact Huichang Lm at hlmfZ@nuhk edu hk for immediate
assistance. w0
. 0 :
L

Sincerely, e Eh e
'iﬁ"*“'“ﬂk T "'-___.

Huichang Lin i

DOUHK Electronic L1 \ -

The Open University/of Hcrng KOIIE

2768-6983

hlin?@ouhk edu hk

Source: OUHK
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CURIOSITY = FEAR

hwwaMle of urgency. ' . _ Faahad s Saplcion:

Source: TheOrion
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WHY/SHOULDIII[CARE?

You may not realize it, but you are a phishing target at work and at home. You and your devices
are worth a tremendous amount of money to cyber criminals, and they will do anything they can
to hack them. YOU are the most effective way to detect and stop phishing. If you identify an email
you think is a phishing attack, or you are concerned you may have fallen victim, contact your help
desk or security team immediately. To learn more about phishing or. to demo the SANS Securing
The Human phishing testing platform, please visit http://www.securingthehuman.ora/phishing.

ol LLI=

From: Package Delivery <david37428@gmail.com>
Subject: Package Not Delivered
Date: December 15, 2013 16:48 GMT -5:00
» 1 Attachment, 154 Kb

Dear Customer, ¢

Unfortunately we unable to deliver you package this morning. We will be making two
more attempts in the next 48 hours. If we are unable to deliver your package we will
return to sender. Please verify that your delivery address is correct by clicking on the link
below, or updating the attached document.

Order# 44187

AARERAA AR RN A RS A A AU NN AR SN A AR WA AR A AR RN AR RN A A"

Shipping Tracking Information

Tracking #: 129Y424V039787851X V.

Tracking Information: htip.//www.fedex.com/tracking/ ]»FS«Y«'!Z-‘-"v"O?»E??'a?E:SI><
Ship Date: 12/10/2013 r\:)

Thank you, http:/iwww.evilhacker.ru/exploit.php ]
Package Delivery Specialist

PackageTracking.pdf (91 kb)

PHISHING/INDICATORS

Check the email addresses. If the email appears
to come from a legitimate organization, but the
“FROM" address is someone's personal account,
such as @gmail.com or @hotmail.com, this is
most likely an attack. Also, check the "TO" and
“CC" fields. Is the email being sent to people you
do not know or do not work with?

Be suspicious of emails addressed to “Dear
Customer” or that use some other generic
salutation. If a trusted organization has a need
to contact you, they should know your name and
information. Also ask yourself, am | expecting an
email from this company?

Be suspicious of grammar or spelling mistakes:
most businesses proofread their messages
carefully before sending them.

Be suspicious of any email that requires
“immediate action” or creates a sense of urgency.
This is a common technique to rush people into
making a mistake. Also, legitimate organizations
will not ask you for your personal information.

Be careful with links, and only click on those that
you are expecting. Also, hover your mouse over
the link. This shows you the true destination of
where you would go if you clicked on it. If the true
destination is different then what is shown in the
email, this is an indication of an attack.

Be suspicious of attachments. Only click on those
you are expecting.
Be suspicious of any message that sounds too
good to be true. No, you did not just win the lottery.
H Justbecause you got an email from your friend
does not mean they sent it. Your friend's computer
may have been infected or their-account may be
compromised. If you get a suspicious email from a
trusted friend or colleague, call them on the phone.

Source: SANS.
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In phishing attacks, scammers send fake
emails asking for sensitive information

(such as bank details), or containing links
to bad websites.

Co

Ensure staff don’'t browse the web or check emails
from an account with Administrator privileges. This
will reduce the impact of successful phishing attacks.

Scan for malware and change passwords as soon as

possible if you suspect a successful attack has
occurred. Don't punish staff if they get caught out

(it discourages people from reporting in the future).

Check for obvious signs of phishing, like poor
spelling and grammar, or low quality versions of
recognisable logos. Does the sender’'s email address
look legitimate, or is it trying to mimic someone
you know?

Source: NCSC
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Install a Firewall
& Anti-virus Software

The first step in preventing data loss is to install a firewall and
anti-virus sofware. With virus and ransomware attacks coming
from spam, phishing, malware, downloaded files, instant
messages, web sites, and emails appearing to come from

friends, clients and co-workers, you cannot afford to be
without up-to-date virus protection. ‘

Source: HackerCombat.con
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Save & Backup
Your Files Regularly

The next step is to backup your data with regularly scheduled
file and image backups. Be certain that you regularly test
your backups to ensure that you can restore your files. Ideally,

you'll have a backup located on multiple drives to protect
your data from loss due to hard drive failure. ‘

Source: HackerCombat.con
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Keep an Offsite
Copy of Your Backup

You also need to protect your data from fire, flood or other
natural disaster (and from theft), by having an offsite copy of
your backup. While cloud backup is an option, if the disaster
disturbs your internet connection, it could prevent you from

getting back to business in a timely manner. ‘

Source: HackerCombat.con
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Update All Security Patches

You also need to pay attention to your systems to ensure that
critical updates are applied as soon as they are available.
Microsoft releases patches to protect users against discovered
vulnerabilities. Hackers use these vulnerabilities to craft an
exploit for the purchase of accessing computers and networks
that have not installed the security patch.

Source: HackerCombat.con
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Anatomy of a spearphishing attack

Hacker makes a list

of key personnel
in the organisation
having the y’
confi ential
data he
wants.

He looks ~{ou
upthe tl

0 ees

on acebook

and other

:ocnal mec|i1|a

o glean their | . -
interests. \ '

e Hacker Ta rgeted employee gets
crafts an the e-mail and clicks
a e-mail on the T

malware  attachment
wnth an attachment most likely becauseit’s
to pique the interest of the a subject
targeted employee. matter that &=
is of interest:

The malware is released into

his computer and it starts
e-mailing copies of all documents
and other data on it to the hacker

Hacker, who may
be in another
country, receives
the stolen
information.

©The Star Graphics

Source: The Star Graphics
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2nd driver Miring Adert for Tim,
another wiry 10 drive for Cash

B85-201-5%01 Mto/\ariviich o

41850784, Reply stop 10 cancel.

Source: Digital Trends
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: ansomware
Ransomware starts with an unsolicited

email, typically designed to trick the victim
into clicking on an attachment or visiting a

webpage
\
o ’
The ransomware
/
N
©

The ransomware
leverages flaws in
the computer’s
operating system t«
force it to run
ransomware code.

encrypts important
files on the system
and demands a
ransom payment
using the digital
currency bitcoin.

W

@ S
(4) \/\/

The WannaCry

ransomware uses \/

a Windows flaw to replicate
itself and spread around the
computer network.

Source: Wall Street Journal
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Thank You

<frank.chow@pisa.org.hk>


../../../My Documents/!SCLeung/!PISA/Program/BO/Mob_Comm_Sec.ppt

