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Hong Kong Computer Emergency Response Team
Coordination Centre (HKCERT)
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Mission:

As the Centre for coordination of computer
security incident response for local enterprises

and Internet Users, and the International
Point-of-Contact

» Founded in 2001
» Funded by Government

» Operated by Hong Kong Productivity
Council



HKCERT

services
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HKCERT Website
www.hkcert.org

"\ Monitoring and Early Warning

| Free subscription

02 | Incident Response

24-hr Hotline: 8105-6060

\ Publication of Security
/ Guidelines and Information

\ Promotion of Information
' Security Awareness




HKCERT act as... Focal Point of

cyber security incidents
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ce: HKCERT Statistic Report (August 2019)
ps://data.gov.hk/en-data/dataset/hkcert-hkcertstat-hkcert-incident-report
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@ jameshfisher.com : @ https://www.hsbc.com :
e Welcometo HSBC the world’s |

seventh-largest bank! Of course, the page you're

The inception bar: a new . _
reading isn't actually hosted on hsbe . com; it's

phishing method
hosted on jameshfisher .com. But when you
Welcome to HSBC, the world's visit this page on Chrome for mobile and scroll a
| 3/ seventh-largest bank! Of little way, the page is able to display itself as
course, the page you're reading isn't actually hsbc.com - and worse, the page is able to jail
hosted on hsbc. com; it's hosted on you in this fake browser! In this post | show how
iamechfichar cam Rt when vnii visit this the attack works. then suaaest some wavs

JR 2R 3 21 A 7 EESZEIp bl v

ource:Wps:llwww.ghacks.net/2019/04/29/new-mobiIe-phishing-method-using-fake-address-bar-and-scroll-ﬁ%cking/
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Clean Checkout page Checkout page injected with skimmer

Payment Options ayment Options

Card / Debit Card Credit Card / Debit Card

Then you will be redirected to PayuCheckout websliie

when you place an order.

Card Number

Name on Card

CVWV Number

Expiry Date

Then you will be redirected to PayuCheckout webslie
you place an order.
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ource: https://www.bIeepingcomputer.com/news/security/hackers-steaI-payment-card-data-using-rogue-ifrazﬁwe-phishing/
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ThankYou

HKCERT Website HKCERT Facebook Page
www.hkcert.org www.facebook.com/hkcert




