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What is distributed workforce?

A distributed workforce is a workforce that reaches beyond the 
restrictions of a traditional office environment. By installing key 
technologies, distributed companies enable employees located 
anywhere to access all of the company's resources and software such 
as applications, data and e-mail without working within the confines of 
a physical company-operated facility.





How to work safely in distributed workforce?



Case 1 -停課不停學
Background: 
During the class suspension period, students 
moved their learning model to online ( watching 
ETV, Zoom)



Case 1 -停課不停學 (Con’d)
How about the 30,000 cross-boundary students 跨境學童??



Case 1 -停課不停學 (Con’d)

• Security solution in placed
• Using CDN Network to maintain 

their availability
• Encrypted traffic



Case 2 – CEO Email

Background:
• One of the general staff in a listed company receive ‘CEO Email’ while work 

from home
• Through this phishing email, hacker injected ransomware to their network 

and serval database server are encrypted by hacker’s password



Case 2 – CEO Email (Con’d)

https://proprivacy.com/tools/scam-website-checker



Case 2 – CEO Email (Con’d)

• Security solutions in placed:
• Email Security Solution
• Full network and server network scanning and patching
• Backup and tape storage 

• By schedule (bi-weekly full backup, daily incremental backup)
• 3-2-1 back up practice (Online, Offline, Off-site). 

• Security software and hardware to prevent future attack
• Cisco OpenDNS

• Regular penetration test
• Phishing Email Test & Awareness Training for Employees



Case 3 – Online Meetings and Seminar

Background
Big4 company have to conduct seminars to 200+ partners while it is not 
allowed to meet face-to-face.  Since the seminar content is confidential 
and it is important to verify attendee’s attendance and identity.



Case 3 – Online Meetings and Seminar (Con’d)

Security solutions in placed:
- Security virtual meeting tools



Virtual Meeting
Practical Guide and Tips



Host like a Pro
• Schedule a rehearsal especially there are multiple host
• Hardwire your internet connection
• Testing on internet connection, audio and video performance, mic and 

speaker
• Set proper expectations with your audience

• Recording, time and interaction

• Stream your content to Facebook Live, YouTube or customer Live 
Stream Services



1. Enable waiting 
room to screen 
every person 
before joining

2. Mute the 
participants on 
entry to avoid 
voice disturb 
(like home 
background 
noise, music 
from notebook 
etc)



1. Disallow 
participant to 
chat to avoid 
unnecessary 
message 
broadcast

2. Disallow 
participant to 
rename 
themselves to 
identify them 
by email



Control the host 
only to share the 
screen to avoid 
unpredicted 
message share in 
meeting



Using social media and live streaming service



Protect your PRIVACY

Set up virtual background before meeting



Bombing: JitSI Meet 



• https://www.playpcesor.com/2020/04/webex-teams-meet-jitsi-8.html



Virtual meeting tips



Case 4 – Online Shopping Demand

Background
Online shopping and website 
demand had increased rapidly 
during COVID-19 and ‘Social 
Distancing Regulations’



Case 4 – Online Shopping Demand (Con’d)
• Secure solution in placed

• Managed Secure Cloud Hosting
• Queneing system and email broadcast
• Penetration test and vulnerability scanning
• Stress test



Case 5 – Remote Office 

Background
• HKSME not ready for Work from Home? No secure solution, using 

Remote Desktop/Teamviewer? 
• HKSME File Sharing between HK and China Office become headache
• Our client’s employees were unable to go to office as usual for the 

disease outbreak, yet work-from-home was not feasible as all the files 
were stored in the company's server.



Case 5 – Remote Office (Con’d)
• Secure solutions in placed:

• Upgrade and Set up VPN connection
• set up 20 VPN accounts through the client's 

firewall remotely with 2 factors authentication
• File, database and email servers were set up to 

enable employees accessing data and information 
in a secure environment.

• Video Conference Training
Meeting client and its employees through video 
conference for a tutorial on the installation and use 
of VPN accounts

Above set up and training completed within one 
day without any physical interaction



Secure Authentication

• Cloud Storage Solution
• Single Sign On, 2 Factors Authentication
• Google Drive, Dropbox, OwnCloud

https://authy.com



Secure Backup

Secure Connection

Secure Communication

Best Practice of Safe Distributed Workforce



D-Biz Programme



List of free trial software and tools

• https://www.bleepingcomputer.com/news/software/list-of-free-
software-and-services-during-coronavirus-outbreak/



Thank You!



Appendix



Modern Worker Classification

Staff that work at home or 

satellite office                                    

Branch sales rep, data center 

operator, call center operator

Alternate between 

individual and group work              

Finance, Engineer, 

Programmer, Marketing 

Traditional office tasks 

ranging from office 

support, onsite service                            

Admin, Receptionist

Perform both individual and group 

work and work from anywhere                        

Sales and BD, Top Management

Fixed / Static

Extremely Mobile

Telecommuter

Internally Mobile



Digital transformation pros & cons

MAKES YOUR 
EMPLOYEES MORE 
PRODUCTIVE

MAKES YOUR BUSINESS 
MORE COMPETITIVE

ALLOWS YOU TO 
PROVIDE A BETTER 
CUSTOMER EXPERIENCE

EFFECTIVE 
IMPLEMENTATION OF NEW 
TECHNOLOGIES TAKES TIME

OPERATIONAL SECURITY 
IMPLEMENTATION

PROS CONS



Top 10 guiding principle of a digital transformation

Adopt a secure 
operating model



Cyber Security Assessment

Vulnerability 
Scanning

Black Box 
Testing

Grey Box 
Testing White Box 

Testing

• Know nothing about the 
system, like a normal user 

• Close to the real hacker 
• Might only find minor issue

• Some level of knowledge 
on the system

• Most common approach 
to do penetration test

• A more accurate result

• Know everything on the 
system, including the source 
code

• We will provide this in the 
next phase 

• Scanning the system 
using professional tool

• Generate scanning 
report



Report & Recommendations
Executive Summary

Testing Methodologies

Proof of Concept

Impact and Severity

Findings Details

Recommendations

Debriefing meeting



Availability

• Backup and tape storage 
• By schedule (bi-weekly full 

backup, daily incremental 
backup)

• 3-2-1 back up practice (Online, 
Offline, Off-site)

• Access Control
• Need-to-Know, Least Privilege 

and Segregation-of-Duties 
principles. 



Confidentiality
• Encryption

• Network
• Data

• Password Policy



Integrity

• Remote patching and reboot 
• Authentication and Access control 
• Data leakage
• Audit and Review

• Vulnerability Scanning, Patching



Secure Connection

• Remote Desktop / VDI Demo
• How to establish secure network connection



Secure Communications

• Email
• 2 Factor Authenticator, Google Authenticator
• China email 

• Phone
• Softphone
• Unified Communication: IM, Chatbot

• Virtual Meeting
• Training, Live Streaming
• Document Sharing



Secure Cloud Storage / Remote File Server



Supplementary / Key Take Away

• Staff handbook – Use of Computer Device Policy
• Secure Communications

• Email, Phone, Instant Message
• Secure Connection

• VPN, Remote Desktop, VDI
• Secure Back Up

• Encrypted


