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Today Agenda

1. Secure remote access
a) Common remote access technologies

b) Recommendations

2. Secure video conference
a) Latest security incidents

b) Major security threats

c) Our advices

3. Other security tips



Website: www.hkcert.org
24-hour Hotline: 8105 6060
Email: hkcert@hkcert.org
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As the Centre for coordination of computer
security incident response for local enterprises
and Internet Users, and the International
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Common Technologies
Remote Desktop Control Virtual Private Network Virtual Desktop infrastructure

Major security risks

• Unpatched software vulnerability
• Improper setting of data encryption or poor encryption key management
• Easy guess password
• Connect via untrusted network
• Weak end point security, e.g. outdated anti-virus 
• Loss or theft



Increase in exposure During 
COVID-19 and also Cyber Attack

https://securityaffairs.co/wordpress/102495/hacking/covid-19rdp-bruteforce-attacks.html



Recommendations



DON’T Rush to Set Up 
Infrastructure. 

DO Adopt Secure Design 
Principles



• Ensure all staff fully understand the rules of using the relevant services

Provide remote access security policy

• Ensure the software is updated and security configurations are tightened
• Details can refer to HKCERT “Best Practice Guide of Remote Desktop (for corporate administrator)”

Review the security configuration regularly, e.g. encryption, 

• Ensure each employee can only access the systems resources required for their work

Review user list and the access right regularly

• Any abnormal logs or suspicious traffic should trigger alert and notify relevant staff immediately. 
Incident investigation should be conducted.

Set up log monitoring and alert mechanism

• For all privileged and non-privileged accounts

Enable 2-Factor Authentication /Multi-factors authentication

• Protect against DDoS to ensure systems availability

Consider DDoS protection solution

For Organisation



For Users

• Only connect to the company network from a secured device and network environment

Install anti-virus and set up auto-update

• Set up auto-update for the software and Windows

Always update the remote access software to latest version, if any

• And use a strong password

Enable the 2FA / MFA feature

• DO NOT provide sensitive information to unknown person or website

Beware of phishing and social engineering attacks

• Report to your company immediately for any loss and theft

• Keep your remote access devices securely





Security incidents Worldwide

https://securityboulevard.com/2020/04/zoom-malware-can-record-meetings-attack-simulation-shows-how/https://www.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-warns-of-teleconferencing-and-online-classroom-hijacking-during-covid-19-pandemichttps://threatpost.com/zoom-bombing-attack-hits-u-s-government-meeting/154903/



Rising concerns in HK as it 
happened in HK too…

https://www.scmp.com/news/hong-kong/education/article/3079297/hong-kong-government-and-schools-talks-over-zoom-securityhttps://news.mingpao.com/pns/要聞/article/20200311/s00001/1583865891033/網上授課連結外泄-被插播不雅圖-學生即時截圖放上網-校方跟進



Zoom is not the only one 
has security issues

System vulnerability 
Privacy issue 

Cyber attack 

https://www.digitalinformationworld.com/2020/05/it-s-not-only-zoom-google-
meet-microsoft-team-and-web-ex-are-also-collecting-your-data.html

https://www.digitalinformationworld.com/2020/05/it-s-
not-only-zoom-google-meet-microsoft-team-and-web-ex-

are-also-collecting-your-data.html

https://threatpost.com/microsoft-teams-impersonation-attacks/155404/



In terms of security, how to 
choose the VC software?

Conduct risk assessment

• Data classification, e.g. has confidential information ?
• Understand the threats and root causes. In general 2 types

• Vulnerability
• Mis-configuration

Mitigate the risks

Choose the one with good track record in patching security loopholes, and regular update

Set up security controls, e.g. administrative, preventive and corrective

Perform testing

• Ensure the controls work as expected



Image credit: https://economictimes.indiatimes.com/tech/internet/69-indian-firms-face-serious-cyber-attack-risk-study/articleshow/69305216.cms



#1 Unauthorised access 
(e.g. hijacking)

Unauthorised people entered the class or meeting (e.g. 
zoombombing)
• By guessing the meeting link and ID and go into the meeting to do so

Impact
• Show inappropriate content such as violent images and pornography
• Harassment
• Confidentiality



#2 Spread Malware / Suspicious URL
Use chat room function to send malware or phishing URL
• Previous UNC vulnerability of Zoom allow stealing of Windows logins

Impact
• Ransomware

• Steal confidential information

• Money fraud



#3 Privacy issues
Recording saved in cloud could be viewed by unauthorised party

Impact

• Information leakage

• Lawsuit

• Affect reputation 

and trust

https://www.cnet.com/news/your-zoom-videos-could-live-on-in-the-cloud-even-after-you-delete-them/



Image credit: https://www.century-it.co.uk/cyber-security-advice-and-help/



Preparation

Set up security and acceptable user policy

Keep the VC software is up-to-date

Make classroom private and deny trespassers

Do not disclose meeting link and password. Send to 
authorised user (e.g. student) separately

Use different meeting ID & passwords for different class

Enable waiting room function



Meeting 
in 
progress

Limit what participant can do. Allow only when 
necessary, e.g. video, audio, screen sharing, chat

Monitor the class for inappropriate content

Give participants a prior notice if you will record

Save the recording to PC instead of cloud 

Lock the meeting once everyone has joined



When Prevention Fails: Incident 
Response Preparedness

When conducting the class / meeting

Remove malicious content and participants immediately

After the class / meeting

Change related meeting ID and password

Update your OS, VC software and anti-virus software

Perform full system scan



HKCERT issued guideline

10 Measures to secure 
Zoom meeting
建議10招保障 Zoom
網上會議安全



Security tips

1. Never Share the Work Device’s Account with Others

2. Ensure Privacy in the Working Environment

3. Ensure Security of Working Environment

4. Ensure Wi-Fi Connection is Secured

5. Encrypt and backup the Data

6. Strictly Comply with Company Information Security Policies

Bring these messages back to your organization…



Contact your

IT Department immediately! if you 

have one…



Report to police if any 

financial loss is occurred



More useful security articles

1. Go to https://www.hkcert.org
2. Select "Alerts & News" -> 

"Security Blog"

1. Find the blog by title, or 
filter by date

HKCERT Blogs



Security Guidelines and Reports

IoT Guidelines Security Watch Report



Thank You
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