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What is Doxxing?
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Doxxing refers to:

* the gathering of the personal data of target person(s) or related person(s) (such as family
members, relatives or friends)

* through online search engines, social platforms and discussion forums, public registers,
anonymous reports, etc.

disclosure of the personal data on the Internet, social media or other open platforms (such
as public places), and

such disclosure would cause psychological harm to the target person(s) or related person(s)
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What is Cyberbullying?
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e Cyberbullying generally refers to bullying that involves the use of email,
Images or text messages sent to web pages, blogs, chat rooms, discussion
forums, online gaming network, mobile phones, or other information and
communication technology platforms

 Example: disclosure of another one’s private matters after a relationship
break-up

i.e. the data user and the data subject knew each other personally
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Weaponisation of Personal Data ==
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Doxxing Cases

1,036 (-76%)

2020
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Total no. of
cases from
June 2019 to
December
2020 :

4,370 + 1,036
= 5,406
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Victims of Doxxing

533

1,616

Note: From June 2019 to December 2020

2,031

191

Total no. of cases:

5,406

= Police officers and their family
members

= Government officials, councillors
and their family members

= Citizens expressing views in support
of the government or the Police

= Citizens making comments against
the government or the Police

m Citizens doxxed because of illegal
events
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Inlunctlon Orders relating to Doxxing

* Restraining persons from disclosing personal data of
police officers and their family members (HCA
1957/2019)

* Restraining persons from wilfully disseminating or
publishing material or information for the purpose of
promoting, encouraging or inciting the use or threat of
violence (HCA 2007/2019)

* Restraining persons from disclosing personal data of
judicial officers and their family members (HCA
1847/2020)
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Handling of Doxxing Cases

Combat doxxing

253 times

wrote to 18 online platforms

4

1,461 cases

referred to the Police

“AlA

57 cases
referred to the Department of Justice

Note: From June 2019 to December 2020
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Section 64 (2) of PDPO

A person commits an offence if the person:
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a) discloses any personal data of a data subject;

b) obtained from a data user without the data user’s consent; and
c) the disclosure causes psychological harm to the data subject

 Nowadays, doxxers obtain personal data from sources which
may not be known (i.e. difficult to locate the data user)

e Difficult to prove “without the data user’s consent”

e The Privacy Commissioner is not conferred with criminal
investigation and prosecution powers under the PDPO
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Sentencing of Doxxing Cases

e Two convictions under section 64(2) of the
PDPO. In November 2020, a defendant was
sentenced to 18 months for the offence

 Defendants in four cases which involved
violations of injunction orders were convicted of
civil contempt of court. One of the defendants

was sentenced to immediate imprisonment for
21 days
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What should you do if you are being doxxed or bullied?
Ask social media platforms to
take down posts
Save the messages
(screencap info and web link)

Report to PCPD and lodge
complaints

If serious (e.g. intimidated),
report to Police
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What should you do if you are being doxxed or bullied?

* What goes online stays online. Do not post any information online that you would not
share publicly offline

* Even with access limited to only “friends”, you have no control over what your “friends”
share online

e Think twice before joining a heated discussion
* Use the social network sites’ blocking feature to stop receiving such messages

* Complain directly to the social network operator (abusive contents may be a violation of

its acceptable use policy and subject to removal)
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Directions of legislative amendments
to combat doxxing

Criminalising doxxing acts

Conferring on the Privacy Commissioner
4 statutory powers to demand the removal of
doxxing contents from social media platforms or

T IR

websites
. Empowering the Privacy Commissioner to carry
out criminal investigation and institute

prosecution 5
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Hndling of Doxxing Cases

Strengthened collaboration with other law
enforcement agencies and trade associations

Hong Kong SAR Licensed Money Lenders [ &=ttt . o=
Association Ltd. appealed to all its members to .

tighten up their customer due diligence and
verification procedures to prevent identity thefts
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Organ Donation

N 3
~ % CENTRALISED ORGAN DONATION REGISTER

Please note:

D e p a rt m e nt Of H e a | t h p Oste d a Wa r n i n g n Oti Ce O n Fra:lduler‘::ltt;‘soz?f others’ personal data taci:(ap;f‘lzllflorlreg :ftrattu:: |netl‘:licintral ised %:gart\ D\?v?al: :m

donate and patie! tswat ing for organ transplantation. The Department of Health will take
resolute follow -up action for all suspected cases.

its website for registration for organ donation

PCPD plans to produce educational materials for
primary school students
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Guidance on Protecting Personal Data Privacy in the Use of Social
Media and Instant Messaging Apps (issued on 5 April 2021)

*  Take steps to understand how social media platforms handle the personal data by
examining the privacy policies. Whenever there are any changes in the privacy
policies, the users should clearly understand the relevant changes before they
accept the changes

*  Regularly review the privacy settings to retain control over what information will
be disclosed to other users and how widely the information is disclosed

* Limit the permissions granted to social media platforms on how the personal
data, such as facial images and location data, can be used

*  Think twice before sharing or sending any information on social media

*  Respect other people’s privacy and be cautious about tagging other people in
photos or sharing information about other people

*  Be vigilant about online scams, such as malicious hyperlinks that request the

users to “log-in” or provide personal data
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To adjust the permission granted to
the app to use facial recognition
technology to recognise you in
photos
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Go to ‘'Settings
and Privacy’
Select'Settings’
Select ‘Privacy
Settings’
Select’'Manage
your profile’to
make changes

Go to’'Settings
and Privacy’
Select‘Settings’
Select‘Face
Recognition’to
make changes

Go to ‘'Settings
and Privacy’
Select ‘Settings’
Select ‘Off-
Facebook
Activity'to
make changes

Go to ‘Settings’
Select ‘Privacy’
SelectPrivate
Account’ to
make changes

Not applicable

Not applicable

4.

Go to‘Settings
and privacy’
Select'Privacy
and safety’
Select 'Protect
your Tweets’

Not applicable

Go to ‘Settings
and privacy’
Select‘Privacy
and safety’
Select
‘Personalization
and data’to
make changes
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Education and publicity work

A dedicated webpage “Say ‘No’ to
Doxxing”, providing one-stop information
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complaints

Media statements, interviews and .
newspaper articles
Social media posts
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https://www.pcpd.org.hk/english/complaints/doxxing/doxxing.html
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1 THANK you
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e Hotline: (852) 3423 6666 (doxxing)
e Fax: (852) 2877 7026
e Website: www.pcpd.org.hk
¢ E-mail: complaints@pcpd.org.hk
e Address: Room 1303, 13/F, Dah Sing Financial Centre, 248 Queen’s Road East, Wanchai, Hong Kong
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