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Who am |?

* Hardware Ninja http://hardwareninja.io
e Speaker @ SANS, HTCIA, HITB and HITCON....
* Hardware Village @ Defcon Vegas and Defcon China



http://hardwareninja.io/
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m Opening an online store @

Boutxxxx

Domain Registration @
GoMami

Story

DNS configuration Domain
Binding
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Conversation with CS

pls help to change the domain name

Kelvin fR%F - BIEHRIIERE |
HAORELRE S E2—EA:10am-11pm ;
28378 » BRAREBRH : 12pm-6pm ;

11:26 . .
- Thank you for your inquiry.

Our office hour is from 10 am - 11pm from Monday to Friday. 12pm
- 6pm on weekends and public holiday. We will reply to your
~2) inquiry as soon as possible. Thank you for your consideration.

W F

my email:

new domain:

anna.ns.cloudflare.com

igor.ns.cloudflare.com

ch
anna.ns.cloudflare.com
anna.ns.cloudflare.com
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What? 42135 AIRE 12305 ?
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Emall fTrom CS

rafb 22N o) e iaix = 2 AMBinding Domain (#8E ) ? » inboxx Updates x X & B
] Tue, Feb 23,1238 PM ¢ 4
tocs

Dear CS,

Here is the reply from your support department.

A ELCEAERITR » RRIE(RMorder no. #3Fffd » BefPIEMRERIE : https://bit.ly/32L6iKf
RREF BITEIERTFREITEER

{9 > FAFIERGEE domain

STREBER » RIRMABRRKRNdomain EET S « EAIRSRAZES - boutir & Aemail 4533k

Is your company collecting the clients' credential data or scamming?

Regards,
Kelvin Wong



¥a Chinese (Traditional) ¥ > English ¥  Translate message Turn off for: Chinese (Traditional) x

Dear Kelvin,
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R P H C E#EADomain » AR FTEIA P AT LI B8 — I » T IRAEE P BIAT LALIS20088 e iR ps # - w [m) S R PR HEAT
e~

SF e A0 BR IR B > FHARAF BT IR 52 RS 20088 e IR B B AHKAR » HEIREIDomain R4 ~ P& IR BRI & 3 A

3 > BAMFE FEEL D IREE » e ER > 77 T LUE OR S S DI (R 2 22~

Ti 4R 7 P AR B e DNS - 2 IR A] A B[R] S A BIDNS B @ 4 1R » ) H 17X 2 Domaing & H ~

i~



Case 2
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Crypto currency Gift
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© Send Message

Home Reviews Videos Photos More ¥ i Like Q
About See all ‘ Create Post
0 We're an FCA-regulated borderless payment platform — . . ° .
buy, exchange & spend crypto and traditional currency. [&/ Photo/Video Q@ Checkin & Tag friends
| pay my way. | pay by Wirex.
ils 3 people like this W —
a 3 people follow this 11 November 2020 - @
Dear LiteBit customer,
Q Send message You have been chosen as a loyal user LiteBit who is lucky to get a bonus of 100 Litecoin
. LTC (3973.04 €).
n order to improve the Quality of the Platform we give bonuses to oyal users LiteBit .
B App Page In order to i he Quality of the Platf ive b 50 loyal LiteBi
Get your bonus here:
Ly https://bit.ly/LiteBit_Giveaway
Suggest edits Thank you for being part of us.
Does this Page have a phone number? Kind Regards
Team LiteBit.eu
Yos Unsure No #LiteBit #Crypto
Photos See all y
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Message

from FB

< Wirex Token Rewards's post

Wirex Token Rewards 75
Oh-§

Dear Wirex Customer,
% Congratulations¥%

You are one of the loyal users of Wirex who is lucky to
get a prize of crypto with 0.63 Bitcoin (BTC) & 50,000
Wirex Token (WXT) from Wirex Bounty Program.

To collect your prize and more information available here
http://bit.ly/wirex-token-rewards-info

* Log in to your wallet, a bonus will be available *
Thank you for being a part of us - Happy Trading!
Copyright® 2021 Wirex Limited. All rights reserved.

All the best,
- Wirex Team
#Wirex #BTC #WXT #Cryptocurrency



Suspicious

URLs

Q. Wire

2021%F1H20H EH=

https://gift-eth-from-wirex-2021.000webhostapp.com/code.php
https://gift-eth-from-wirex-2021.000webhostapp.com/

Wirex | Login To Wirex

w https://gift-eth-from-wirex-2021.000webhostapp.com/
https://gift-eth-from-wirex-2021.000webhostapp.com/apps.php
https://gift-eth-from-wirex-2021.000webhostapp.com/

w Wirex: Crypto & Fiat Multi-Currency Accounts with...

https://sites.google.com/

ARBIEEN...
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https://gift-eth-from-wirex-2021.000webhostapp.com

ANVIrex
Fake

Log in to Wirex

Forgot password?



WIrex

Log in to Wirex

Fmo-= [
cmal

victim@email.com o _
victim@email.com

password

Password

password

Forgot password?




AVIrex

Genuine

Log in to Wirex

Email




OTP safety?

13:04

AUTHMSG >

1}

1820H#8= 19:23

Your Wirex verification code is:

019800

Your Wirex verification code is:

003476

Your Wirex verification code is:

492128

Your Wirex verification code is:

671023

Your Wirex verification code is:

886899

Your Wirex verification code is:

921858

Your Wirex verification code is:

813949



https://gift-eth-from-wirex-2021.000webhostapp.com/code.php

Try another confirmation method

Haven't recelved? (avallable in 18 seconds)

Contact Support



Confirmation

We need to authenticate your request for security
purposes. Please enter the 6-digit code we've sent to

****_ —

Try another confirmation method

Genuine

Enter code here

Haven't received? (available in 18 seconds)

Contact Support



Wirex Account Confirmation

Please confirmation account registered under the email

address [N

This link expires in 15 minutes.

If you do not immediately confirm the 15 minute grace period after you
receive this message, so sorry we will remove your account.

Kind regards,
The Wirex Team



Wirex Support Inbox Wirex Account Confirmation - intended recipient and received this email in error, please contact Wirex C...

From: Wirex Support <auth.wirextim@gmail.com>

Date: Wed, 20 Jan 2021 18:55:33 +0700
Message-ID: <CALb2bvsDkqgUYpEazRS=GXTnQwJ8vFIvEVGooHXD5wWRO3ZhZAfmail.gmail.com>
Subject: Wirex Account Confirmation

To: N

Content-Type: multipart/alternative; boundary="0000000000002R456405b953a2el"

—--000000000000ab456405b953a2el
Content-Type: text/plain; charset="UTF-8"
Content-Transfer-Encoding: quoted-printable

Wirex Account Confirmation

Please confirmation account registered under the email
address

Confirm <https://bit.ly/2XWkEpd>

This link expires in 15 minutes.

Jan 20

wirextim@gmail.com

If vyou do not immediately confirm the 15 minute grace period after you
receive this message, so sorry we will remove your account.

Kind regards,
The Wirex Team
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