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Who am I?

• Hardware Ninja http://hardwareninja.io

• Speaker @ SANS, HTCIA, HITB and HITCON….

• Hardware Village @ Defcon Vegas and Defcon China

http://hardwareninja.io/


Case Sharing



Case 1

ONLINE SHOPPING POTENTIAL INFORMATION 
LEAKAGE



Story

Opening an online store @ 
Boutxxxx

Domain Registration @ 
GoMami

DNS configuration Domain 
Binding



Conversation with CS





Email from CS





Case 2

Crypto currency Gift





Message 
from FB



Suspicious 
URLs



https://gift-eth-from-wirex-2021.000webhostapp.com

Fake



password

victim@email.com
victim@email.com

password



Genuine



OTP safety?



https://gift-eth-from-wirex-2021.000webhostapp.com/code.php

Fake



Genuine





wirextim@gmail.com



Why you?



Question?



Email: 
info@hardwareninja.io


