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Cybersecurity -

coordination of cybersecurity incident response for local

enterprises and Internet Users.

HKCERT

Hong Kong Computer Emergency Response Team
Coordination Centre

» Hotline:



Security Alert Monitoring
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services

Publication of Security
Guidelines and Information

Promotion of Information
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Sharing - WhatsApp account compromise
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HKCERT

WhatsApp account compromise

= Traditionally, the attacker tried to impersonate one of the
contacts of victim to lure him/her to provide the WhatsApp

verification code.

My account has been locked.
Can you forward the SMS verification code to

me? T42:47

WhatsApp EzzE55 I

eI A Bh B AL B e e TR s
v.whatsapp.com/} N
I

" The victim’s WhatsApp account was compromised evengt =
he/she did not do so. Why?

O | > O Q%
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WhatsApp account compromise

" The attacker obtained the WhatsApp verification
code through victim’s voicemail:

1. The attacker tried to “verify your-number” through “Call Me”

2. The voice verification code would be recorded by the victim’s
voicemail after the call was declined/ in vain).

3. The attacker tries to login the victim’s voicemail to get the
voice verification code.

Root cause : Default voicemail password
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WhatsApp account compromise HKCERT

" Any security weakness can be an entrance for
an attacker

= Strong Security Awareness can help you to
avoid becoming a victim
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Security Awareness

= Awareness

 “The state of being conscious of something.” (source: Wikipedia)
 Real life examples: Health, Road Safety

= Security Awareness

 Understand the importance of security
 Understand the consequence of neglecting security
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Supply Chain Attack

 Eating an poisoned apple is dangerous
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Supply Chain Attack

* A supplier supplied unofficial goods

C @ skypostulifestyle.com.hk/article/2951398/FFA-/)(— | #
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* In general, a trusted retailer provides better
quality control on their goods.

* Select a trusted source to buy/get the
hardware and software.
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Supply Chain Attack S

* Taking an unattended horse home is risky.
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Supply Chain Attack HKCERT

* |f someone posted a Google drive link to share a Windows update
package, should you try it ?
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* Only use Official channels to update the

software
* Follow latest Threat Intelligence

|;| https://www.hkcert.org/

\ 8105 6060

ebg Hong Kong Computer
Emergency Response Team ’X‘ hkcert@hkcert.org
HKCERT Coordination Centre

§| HKCERT Q

1 Q@ HkcerT
MAKE SMART EN
SMARTER = Copyright @ 2021 HKPC All rights reserved




~ A Fhkpe’

Supply Chain Attack HKCERT

* Leveraging on our trust on our supply chain partners to bypass
traditional defenses.

e Sufficient Security Awareness may help to prevent it.

* Examples:
A. Unofficial software update

B. Poisoned software

Software Update Software Library
Contamination Contamination

A
solarwinds ~

Firmware Waterhole Attack
Contamination
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Data protection
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* Users information leaked on a hacking forum

-1 HKCERT
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source: https://www.facebook.com/hkcert/

M m

Estimated Population in Hong Kong
Approx. 7.47M (by end of 2020) — by Census & Statistics Dept.

=)0

Estimated Facebook Users in Hong Kong
Approx. 6.61M (by 2020) — by Statista.com

Estimated Affected Facebook Users in Hong Kong
Approx. 3M affected users

t
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Phishing attacks are common
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Statistics HKCERT
HKCERT Incident handling 2021 Q1 (phishing)

Mo. of incidents

Compare with 2020 Q1
(average)

1~30%

o 4
Jan Feb Mar
2021 2021 2021
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HKCERT Security Incident Reports 2020

Phishing Cases (YoY)
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Phishing attacks can be distributed through
different channels

MHKEEMHRTIII
5 MARTE R [ | Copyright @ 2021 HKPC All rights reserved



Observations HKCERT e

MIS5 warns of spies using LinkedIn to
trick staff into spilling secrets

Gordon Corera

Security correspondent, BEC News
/ @gordoncorera
B

@ 20 Aprit

GETTY IMAGES/BBC

Spies are using fake profiles to steal classified information, according to the counter-intelligence agency MIS

At least 10,000 UK nationals have been approached by fake profiles linked
to hostile states, on the professional social network LinkedIn, over the past
five years, according to MI5.

t warnad users who had accepted such connection requests might have then

MABKE SMART EE been lured into sharing secrets.
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 YouTube
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HE TOLD HOW TO TAKE
ADVANTAGE OF LOCKDOWN
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It makes people wealthy
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https://www.youtube.com/watch?v=aWk7LPO5zs4
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Key Points (Video)

" Think before you act

" No free lunch

" Protect your sensitive & personal information
= Beware of information from different channels
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HKCERT

» Strong Security Awareness can help you to
avoid becoming a victim
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Q&A
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l; https://www.hkcert.org/

\ 8105 6060

( | /"1 Hong Kong Computer
Emergency Response Team M hkcert@hkcert.org
HKCERT Coordination Centre
f1  HKCERT Q
m Q HKCERT
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