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Agenda

1. Opening
 HKCERT
 Sharing – WhatsApp account compromise
 Security Awareness

2. Recent attacks and incidents
 Supply Chain Attack
 Data protection

3. Trends
 Statistics

 Observations

 Q & A



Cybersecurity - HKCERT

coordination of cybersecurity incident response for local 
enterprises and Internet Users.

Hotline: 8105 6060

Hong Kong Computer Emergency Response Team 
Coordination Centre
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Innovate for a Smart Future

Security Alert Monitoring 

and Early Warning

Report and Response

Publication of Security 

Guidelines and Information
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services 
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HKCERT acts as
point of contact for cross-border cyber security incidents for Hong Kong
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Sharing – WhatsApp account compromise
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WhatsApp account compromise
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 Traditionally, the attacker tried to impersonate one of the 
contacts of victim to lure him/her to provide the WhatsApp 

verification code. 

 The victim’s WhatsApp account was compromised even 

he/she did not do so.  Why?
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WhatsApp account compromise
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 The attacker obtained the WhatsApp verification 
code through victim’s voicemail:

1. The attacker tried to “verify your number” through “Call Me”
2. The voice verification code would be recorded by the victim’s 

voicemail after the call was declined/ in vain).
3. The attacker tries to login the victim’s voicemail to get the 

voice verification code.

Root cause : Default voicemail password
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 Any security weakness can be an entrance for 

an attacker

 Strong Security Awareness can help you to 
avoid becoming a victim

WhatsApp account compromise
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Security Awareness

 Awareness 
• “The state of being conscious of something.” (source: Wikipedia)

• Real life examples: Health, Road Safety

 Security Awareness
• Understand the importance of security

• Understand the consequence of neglecting security
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Supply Chain Attack

source: istockphoto.com

• Eating an poisoned apple is dangerous
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Supply Chain Attack

source: 
https://skypost.ulifestyle.com.hk/article/2951398/%E6%A5%AD%E5%8B%99%E3%82%B9%E3%83%BC%E3%83%91%E3%83%BC%EF%BD%9C%E5%A4%A7%E5%9F%94%E3%80%8C%E6%A5%AD%E5%8B
%99%E8%B6%85%E5%B8%82%E3%80%8D%E8%A2%AB%E6%8C%87%E5%94%AE%E5%86%92%E7%89%8C%E5%B8%86%E7%AB%8B%E8%B2%9D%E3%80%80Youtuber%E5%A4%A7J%EF%BC%9A%E5%8
C%85%E8%A3%9D%E7%9B%B8%E4%BC%BC%E5%90%8D%E5%AD%97%E4%B8%B2%E9%8C%AF 

• A supplier supplied unofficial goods.
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• In general, a trusted retailer provides better 
quality control on their goods.

• Select a trusted source to buy/get the 
hardware and software.
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Supply Chain Attack

source: istockphoto.com

• Taking an unattended horse home is risky.
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Supply Chain Attack

source: istockphoto.com

• If someone posted a Google drive link to share a Windows update 
package, should you try it ?
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• Only use Official channels to update the 
software

• Follow latest Threat Intelligence
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Supply Chain Attack

• Leveraging on our trust on our supply chain partners to bypass 
traditional defenses. 

• Sufficient Security Awareness may help to prevent it.

• Examples:

Software Update 
Contamination

Software Library 
Contamination

Firmware 
Contamination

Waterhole Attack

Supply 
Chain 

Attacks

Source: https://www.hkcert.org/security-guideline/understanding-and-tackling-supply-chain-attack#What_is_Supply_Chain_Attack

A. Unofficial software update

B. Poisoned software
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Data protection

source: https://www.facebook.com/hkcert/

• Users information leaked on a hacking forum

Estimated Population in Hong Kong 
Approx. 7.47M (by end of 2020) – by Census & Statistics Dept.

Estimated Facebook Users in Hong Kong
Approx. 6.61M (by 2020) – by Statista.com

Estimated Affected Facebook Users in Hong Kong
Approx. 3M affected users
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Phishing attacks are common
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Source: HKCERT

HKCERT Incident handling 2021 Q1 (phishing)

Statistics

~30%
Compare with 2020 Q1

(average)
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Phishing Cases (YoY)

35%
Source: HKCERT

HKCERT Security Incident Reports 2020

Statistics



Copyright @ 2021 HKPC All rights reservedSource: https://hd.stheadline.com/news/realtime/hk/1969569/%E5%8D%B3%E6%99%82-%E6%B8%AF%E8%81%9E-
%E8%8A%B1%E6%97%97%E9%8A%80%E8%A1%8C%E7%99%BC%E7%8F%BE%E5%81%BD%E5%86%92%E9%9B%BB%E9%83%B5-%E7%B1%B2%E5%85%AC%E7%9C%BE%E6%8F%90%E9%AB%98%E8%AD%A6%E8%A6%BA

Observations
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Source: https://hk.on.cc/hk/bkn/cnt/news/20210228/bkn-20210228023650706-0228_00822_001.html

Observations



Copyright @ 2021 HKPC All rights reservedSource: https://hd.stheadline.com/news/realtime/hk/2013048/%E5%8D%B3%E6%99%82-%E6%B8%AF%E8%81%9E-
%E6%98%9F%E5%B1%95%E9%8A%80%E8%A1%8C%E7%99%BC%E7%8F%BE%E7%B6%B2%E7%B5%A1%E9%87%A3%E9%AD%9A%E7%9F%AD%E8%A8%8A-
%E7%B1%B2%E5%85%AC%E7%9C%BE%E6%8F%90%E9%AB%98%E8%AD%A6%E8%A6%BA

Observations
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Source: https://news.rthk.hk/rthk/ch/component/k2/1587624-20210425.htm

Observations
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Phishing attacks can be distributed through 
different channels
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Source: https://www.bbc.com/news/technology-56812746

Observations
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Observations



Copyright @ 2021 HKPC All rights reserved

• YouTube

Observations
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• YouTube

Observations
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• YouTube

Observations

Source: 
https://hk.news.yahoo.com/%E5%8C%AF%E8%B1%90%E5%B0%9A%E7%8E%89%E5%A7%94%E9%83%AD%E5%AF%8C%E5%9F%8E%E7%82%BA%
E5%93%81%E7%89%8C%E5%A4%A7%E4%BD%BF-
%E6%88%AA%E8%87%B3%E7%AC%AC%E4%B8%89%E5%AD%A3%E5%AE%A2%E6%88%B6%E4%BA%BA%E6%95%B8%E6%AF%94%E5%8E%BB%E5
%B9%B4%E5%BA%95%E5%8D%87%E8%BF%918-070449966.html
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Video Time
釣魚攻擊要小心不明電郵咪亂開

https://www.youtube.com/watch?v=aWk7LPO5zs4

https://www.youtube.com/watch?v=aWk7LPO5zs4
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Key Points (Video)

 Think before you act

 No free lunch

 Protect your sensitive & personal information

 Beware of information from different channels
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• Strong Security Awareness can help you to 
avoid becoming a victim
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Q & A
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https://www.hkcert.org/

hkcert@hkcert.org

8105 6060

HKCERT

HKCERT


