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ong Kong Computer Emergency
Response Team Coordination Centre

o
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e Established in 2001
e Funded by the HKSAR Government

e Operated by Hong Kong Productivity Council
(BEEENRER)

e Mission

—As the coordination of local cyber security incidents,
serving Internet Users and SMEs in Hong Kong

—As the Point of Contact of cyber security incidents
across the border



\\ HKCERT Services

L e Incident Report 24-hr Hotline: 8105-6060

e Security Watch and Warning Free subscription

@ e Cross-border collaboration

Q{@ e Awareness education and guideline



\\ As the Coordination Centre
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HKCERT Security Incident Reports
REEWIRS

6,506

6,058

2012 2013 2014 2015 2016 2017

Referral cases with global collaboration accounted for 91% of cases

BIRIKEMRZEBSIE, 2017F 91% EEXEERENEZE -
Source: HKCERT
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HKCERT Incident Reports In
2017 by Type

Total : 6,506 (1N7%)
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Potential Trends in 2018

1. Financially Motivated Cyber Crimes continue to proliferate
PIEINE RS EENRASRERE LA

2. Internet of Things (loT) attacks on the Rise
BT EE = F

3. Mobile Payment Apps as New Attack Targets
MET NN AN EBH R

4. More Regulation for Security and Privacy
EEXEBRMAKEZEENNRE

. Supply Chain Attacks bypass Enterprise Defense
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What i1s Supply Chain Attack?

B “Supply Chain” refers to flow of business activities of certain products or
services of participating parties

B Activities involved are material supply, manufacturing, assembly,
distribution (wholesales and retail) to end consumer.

B Supply chain exists in any industry, from the financial sector,
manufacturing industry, software industry to government sector.

B Supply chain attack leverages on trust on supply chain partners to
bypass traditional defenses and compromise a large number of
computers.

Raw Materials Supplier Manufacturer Distribution Customer Consumer

Image source: https://www.wikiwand.com/en/Supply_chain_attack#/citenote30
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Forms of Supply Chain Attacks

Software Update Contamination
Software Library Contamination
Firmware Contamination
Waterhole Attack

Image credit: http://managedit.nyc/author/gpkalm
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Supply Chain Attacks in 2017

Software Update Contamination 5 &i & gl
* NotPetya ransomware Jul 2017

— Contaminated accounting software in Ukraine

' * Avast’s CCleaner backdoor Aug 2017
&_‘ — 2.3M contaminated copies downloaded
— Attacker targeted 20+ companies with more malware

Legitimate Website Compromise
FMAHABA BN G EREIL I ER B &
e Bad Rabbit ransomware Oct 2017

— Citizens in Russia, Ukraine, etc. attacked when visiting
popular public websites injected with exploit codes




\ ew challenges to the supply chain
In digital transformation

B Cloud services brokerage (CSB)
» ITrole & business model to add values for cloud services
»  Provides aggregation, integration & customization
»  Provides network interface & software API
B Fintech
»  Startups in innovation technologies
»  Blockchain, artificial intelligence, machine learning & aggregation of marketplace
»  Provide services or API to FI
B Smart city and Internet of Things (loT)

»  Growing number of sensors, actuators, cameras, smart meters, Al, machine learning
& analytics services

B Smart Industry (Industry 4.0)

»  \Vertical integration of smart factory production line & horizontal integration of
supply chain partners

»  Aggregation of production data for big data analytics
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B Put third party security management in place

Tackling Supply Chain Attacks

»  Third party risk management, cyber security risk assessment, controls in contract
(e.g. right to audit), network separation, software & updates test before deployment

B Require service providers to implement security measures in service
provision

» Incident handling (contact points, timely notification), transparency to
security controls, proof of authenticity & integrity to software updates,
staff security awareness

B Involve partners and contractors in company-side security awareness
programme

https://www.hkcert.org/my_url/en/guideline/18041201
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HKCERT Hotline: 81056060

www.hkcert.org
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