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What is Phishing?

➢ is a cybercrime 

➢a target or targets are contacted by 

email, Phone, Mobile Apps or SMS.

➢ lure individuals into providing 

sensitive data such as personally 

identifiable information, banking and 

credit card details, and passwords.

➢can result in identity theft and 

financial loss, reputational loss, 

intellectual property loss.
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First Phishing Lawsuit

➢A Californian teenager created 
the imitation of the website 
“America Online” to gain 
sensitive information from users 
and access the credit card 
details to withdraw money from 
their accounts in 2004 .

➢ ‘vishing' (voice phishing)
➢ 'smishing' (SMS Phishing
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How to distinguish Phishing?

❖ Spam is unsolicited e-mail, usually from 

someone trying to sell something.

❖ Phishing email always have wrong 

spelling, wrong grammar (wrong)

❖ The Email Filter can screen out the Spam 

mail but not Phishing mail.
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How to distinguish Phishing?

 Too Good To Be True 

 Sense of Urgency 

 Generic salutation 

 Don’t Trust Your Eyes or URLs  

 Attachments 

 Unusual Sender 



Typical Phishing Mail



Not from Bank of America Email 
Domain 

Not from Bank of America Email 
Domain 

They do not know who you are and 
not specify to who.  Sometimes, they 
may use dear Sir/Madam

No Bank or Financial Institute released 
the Password in Plaint Test in Email.  

Too Good to be True! Are you so lucky?

No Bank or Financial Institute ask for 
personal information over the email. 
They want to get your personal 
information to steal your identification.

No Telephone Number for you to call 
back. In fact, it is a phone number from 
any No Bank or Financial Institute, 
please call their general inquiry hot line 
instead of any number.
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Source: 
https://www.esecurityplanet.com/network-
security/over-97-percent-of-all-phishing-emails-
deliver-ransomware.html

How is the dangerous of Phishing?
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New trend for Crypto-miner on Mobile

https://arstechnica.com/information-
technology/2017/12/currency-mining-android-
malware-is-so-aggressive-it-can-physically-harm-
phones/
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New trend for Crypto-miner on Mobile
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https://www.infosecurity-magazine.com/news/over-500000-
machines-infected/

Over 500,000 Windows Machines infected 

with  Monero Mining Software



o Think Before You Click! 

o Pick Up the Phone to Verify 

o Install an Anti-Phishing Toolbar 

o Verify a Site’s Security 

o Effective Anti-Phishing Policies 

o Be Wary of Pop-Ups 

o Never Give Out Personal Information 

o Keep Your Browser, OS and Apps Up to Date 

o Use legal Antivirus Software 

o Conduct security awareness training or phishing 

simulations 

10 Ways To Avoid Phishing Scams



✓ If you have provided login credentials in 

suspicious website, please reset password 

and review the security settings in the 

related online service accounts.

✓ If you have provided financial information, 

such as credit card number, and incur 

financial loss, please contact your bank 

immediately.

✓ You should report to nearby police station if 

any financial loss is incurred.

✓ If someone spoofs your identity to send 

email to your family, friends and business 

partners, you should alert them by other 

trusted communication channels.

What I can do if I am phished?



Who can help?

➢ Hong Kong Computer Emergency Response Team Coordination 
Centre (HKCERT)

➢ Hong Kong Government OGCIO
➢ www.infosec.gov.hk
➢ www.cybersecurity.hk

➢ Hong Kong Police Cyber Security and Technology Crime Bureau 
(CSTCB)

➢ PISA and (ISC)2 Hong Kong Chapter
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Anti-Spam 
• Mail washer

http://www.mailwasher.net/
• Spam Fighter

http://www.spamfighter.com/SPAMfighter/Pr
oduct_Info.asp

Web Filtering

• K9 Web Filtering
http://www1.k9webprotection.com/

• Handy Filter
http://www.handyfilter.com/

Free Resources



➢ OGCIO

• Information Security www.infosec.gov.hk

• Cyber Security www.cybersecurity.hk

➢ HK Cert

• https://www.hkcert.org/my_url/en/guideline/18040602

• Professional Information Security Association

• www.pisa.org.hk

➢ Microsoft Safety Scanner

• www.microsoft.com/security/scanner

➢ MailWasher

➢ http://www.mailwasher.net/

➢ Spam Fighter

➢ http://www.spamfighter.com/SPAMfighter/Anti_spam_soft
ware.asp
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End of Presentation
Thank You.
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