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Global Reach: Threat Research Centers
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Collected Data Comes From Many Sources
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Trend Micro
Solutions
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Honeynets

CDN / xSP
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Global Underground Research



IoT Botnets + DDoS = Mirai
15 Copyright 2016 Trend Micro Inc.

IoT attacks from 2017/11/09 to 2017/12/08

IoTRS Dashboard - Monitor the trend of global IoT threat
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Command & Control Research

• Dedicated 
researchers

• Internal/external 
C&C sourcing 
channels

• Pre-filtering 
automation before 
involving human 
analysis

• Query some 
internal/external 
services 
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Global Threat Intelligence
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GLOBAL SENSOR NETWORK

Collects more threat information in 
more places

• 250M+ of sensors

• 3T+ Threat queries yearly

• Files, IPs, URLs, mobile apps, 
vulnerabilities, and more

GLOBAL THREAT INTELLIGENCE

Accurately analyzes and identifies 
threats faster

• TBs analyzed

• 6B+ new, unique threats 
identified yearly

• Advanced Analytics to detect real-
time, 0-hour threats

PROACTIVE PROTECTION

Blocks new threats sooner

• 65B+ threats blocked yearly

• 500,000+ business

• Millions of individuals and 
families
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TOTAL
number of
zero-day filters 
delivered in 2017 to 
Trend Micro customers

512

LARGEST
number of zero-
day filters 
delivered in a 
single Digital 
Vaccine package

50

AVERAGE
of zero-day 
predisclosed filter 
coverage for 2017 
Microsoft
Bulletins

42
DAYS

~ 6 weeks of 
zero-day 
coverage on 
average!

2017 Trend Micro Zero-Day Coverage

AVERAGE
of zero-day 
predisclosed 
filter coverage 
for 2017 Adobe
Bulletins

63
DAYS

Over 2 months 
of zero-day 
coverage on 
average!

AVERAGE
of zero-day
predisclosed
filter coverage 
for 2017 
OVERALL

72
DAYS

~ 2½  months 
of zero-day 
coverage on 
average!

37.4% of all 2017 
filters delivered 
were zero-day! 

Disclosed 1009 vulnerabilities!
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Smart Protection Network in 2017

… received 3T+
reputation queries from 

customers

… identified 6B+ new, 
unique threats

… Blocked 600M+ 
ransomware threats

… blocked 65B+
total threats
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2017 Stats

Threat Queries to Trend Micro

3 Trillion+ Threat Queries

106 Billion 
Email

2.2 Trillion Web

631 Billion File

28 Billion
Malicious App
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65 Billion+ Threats  Blocked

1 Billion 
Malicious URLs

58 Billion Email Threats

7 Billion Malicious Files

2017 Stats

Threats Blocked by Trend Micro

58 Million
Malicious Apps
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Thanks
TMHK@TRENDMICRO.COM.HK


