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Disclaimer

« These materials have been prepared by and are proprietary to Hutchison
Telephone Company Limited (HTCL) solely for use at this presentation. No
representations or warranties, express or implied, are made as to, and no
reliance should be placed on, the accuracy, completeness or adequacy of the
information presented or contained in these materials. HTCL expressly disclaims
liability for errors and omissions in these materials.

 No part of these materials may be reproduced, copied or transmitted in any form
or for any purpose without the express written permission of HTCL. The

information presented or contained in these materials is subject to change
without notice.
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* 5G is re-shaping the future of dlgltal _
payments | ,-__:-,f o

« Types of online payments N
« Credit cards k¥

» Digital Wallets (e.g. AlipayHK, PayMe,
WeChat Pay HK)

« Crypto Wallets

- Practical examples (3HK)

- Online cryptocurrency payment for mobile
phone bills

 Payment (Digital Wallet) for e-commerce
« Carrier Billing |

@BES for protecting online payments
el e Common security issues of online
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The 5G era is here

Source: Communications Authority
https://www.5g.gov.hk/en/what-is-5g/coverage.html

5G services were commercially launched in April 2020. In
the meantime, local mobile network operators (MNOSs)
have been actively rolling out their 5G netwaorks. At
present, 5G coverage in Hong Kong has exceeded 90% of
the population.
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5G is re-shaping the future of digital payments

*Provide connected devices with a digital wallet (similar to bank account for customers)
*Process billions of real-time transactions through 5G applications

*Offer competitive transaction fees (payment processors usually charge 3% +
$0.10/transaction on average)

5G
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5G Source: TMForum

https://inform.tmforum.org/game-changing-
FAarlhrnAlAANYN//ODONTOQ/414/N221Q0Q0 /7
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How to measure a trusted service provider

eEndpoint Protection
eNetwork Protection
eWeb App Firewall

eAnti-DD0S
Pr_event eIntrusion Prevention

10N

eRegular Awareness
Training
ePhishing Simulation

—

eIncident Managemenﬁ\

eContinuous
Improvement

eRegular Vulnerability
Assessment

eCyber Threat Intelligence
e/ x 24 SOC monitoring

« Is your service provider using any professional Security Operation (
« Has your service provider deployed any cybersecurity standard or fi
« Has your service provider invested in any cybersecurity tools and-el
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Credit Cards

* Physical or virtual

* Customers to enter card information for online payment

Credit

e Multi-factor authentication (MFA) such as one-time
password (OTP) through SMS

* SMS/Email notification upon transaction completion
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Digital Wallets
(e.g. AlipayHK, PayMe, WeChat
Pay, etc)

Electronic form of money

« Select a desirable digital wallet
during checkout

« Redirect customers to the app
provided by digital wallet

« Enter pre-defined PIN to confirm
transaction

« SMS/Email notification upon
transaction completion
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Crypto wallets

A cryptocurrency, a fungible token,
is a store of value or a utility token

High variety of face-value of the
\\Money"

“"Money” can be earned by crypto-

m | N | N g currency Average rate Exchange {24h)
. o 1 Bitcoin (BTC) 42 125.00 U0 -1.63%
« Payment workflow like digital S e 18 . sy
wallets 3 Tether (USDT) 1.00 USD -0.02%
4 BMNE (BME) 413.32 USD -3.26%

Noted: Reference price as of 11 Apr 2022
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s N Cryptocurrency
== . Payment for Mobile
~ e Phone Bills
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Pay directly from FTX

Cart Subtotal :
MNu

| /Sarvic
Amount Due: 90,00 HK$828.00
) HOME . -are BowtieG
Payment Amount” o = 3Care BowtieGo
i F '- VDoctor+ Membership
Purchaser name o4 IHK y, ("r . Plan
/ ban ot} Ao HK$828.00
¥i 8
| | B
rec IHK@three.com £* 4 Que 1
tran recaipl ]
Alipay HK
Alipay (
Payrment Meth
e Credit Cand
Cryptocumency [}
it Ve

FT* PayQD

Amount
(HKD)

Email threehki@three.com.hk

address

receving

transaction

receipt

Payment IVISA/MasterCard

Method ) American Express

./ UnionPay

Always verify a a -
web wallet’s

add

Pay monthly bill: Shop at 3Mall: > A QR code or a payment link will
2> Login at My3 App. ) Choose the selected products at be displayed.

> Choose "Account details & 3Mall. . > Login with desktop: Scan the
Service Plan" and select "Pay > Put the products into the cart. QR Code with mobile phone and
your bill". ) Choose "Go to checkout". FTX Pay app will be opened

httpsiifcus/payirequest7id=424080rderld=1816

2> At page of personal pay online, » Input the related details and automatically.
choose "cryptocurrency" as submit the order. > Login with mobile phone: Copy
5aG payment method. the link to browser and FTX Pay
app will be opened automatically.
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Write down a
mnemonic phra
for password
recovery

S

Use a

hardware

wallet for
s=5sfd
“pnrotection

2> Login to your account after
opening the FTX Pay app.

-+ FTX Pay

1.00000000

Success!

> FTX Pay app will show the
details of your transaction.
Confirm the amount of your
transaction and select "Pay
now".
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r e-Commerce

One World



Select
Payment
Method

Check Out
Shopping Cart

Load
AlipayHK
App

Verify

Complete
Payment

Confirm

Payment Safety

Remember to &
check

conflrmatlon \
email af¥ers, =
payment

Payment

receiving

? e oz
Enter your PIN

(VISA/MasterCard
Method )American Express

Payment Successful

&

Payment Successful

ko 0.00

Close Payment Details lose Safety Verification Close

Payment Method

Amount HKD 1.00

2022 Consumption Voucher

Transaction Fee

Pay Now _
2022 Consumption Voucher

Completed (2)

|
-
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Carrier Billin

Wor

Safe Purchases Easy Setup Clear Transaction

Set Up Now

0:-0a

Apple Carrier Billing

B Google Play

Google Carrier Billing

- bOKkU

Boku Carrier Billing

e

HUAWEI

HUAWEI Carrier Billing

19



Set up Carrier Billing

Mu*lk )

Recommended for you

Apps & games

LD My apps & games

=.' Movies & Books
I Movies
WhatsApp :  Viber : Skype - free & B Books
Messenger IM & video
LB A B & ﬁ L a8 8 8 FHEE oW -
E Account
Communication £ Redeem
Wishlist
Help & feedback
Parent guide
Press ths left top to open e Select "Account”
msenu bar

&
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Payment methods
Add a new payment method

Subscriptions

e Select "Paymsnt methods"

la

< Payment methods

Make your next purchase fast and easy by
adding a payment method now!

Add a payment method

B Add credit or debit card

@) Use 3HK billing

) Redeem code
More Options

£ More payment settings

Turn off the Wi-Fi to use the
mobile data and select "Use
3HK billing"

20



Set up Carrier Billing (cont.)

0 N i< B 23 NG B3 gl 32%E 1218

& Payment methods Q

@  Bill my 3HK account

3HK IJI”IH(J Add a payment method

You can bill purchases directly to your 3HK account

B3  Add credit or debit card

Three testing

Verifying account

Sending account verification SMS to your
mobile service pravider.

reet aqgdress m
Flat

More Options
Aberdeen

Hong Kong Island £ More payment settings
+85269076642

By clicking "save’, you agree to the Google Payments Privacy
Notice & Terms of Service as well as the 3HK Terms of Service

Fill in the account details and 3HK hilling is now ready to

e Account verification

5G click "Save" to agree the use
service T&C

&
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How to pay via carrier billing

‘ Minecraft - Pocket Edition ‘

FMOJANG

7. ) Minecraft - Pocket Edition
. ‘bflnecfaft g A Minecraft - Pocket HK$53.00 v
' \ Edition

g Photos/Media/Files

xralt is about pia 3 blocks to budd thing

Survivalcraft 3 Teratia : Scribblensuts $
Rermix

gong on adventure

- 2 D00
LT . . -
Select the content and click e Accept the app requirement e Click "Buy" to proceed Succeed the purchase by 3HK e Install and enjoy your content
the price payment

&) 56
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Common security issues of online
payments

* Phishing emails
« Fake websites
 Payment gateway / application being compromised

S| 56
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Tips for protecting online
payments

« Don’t click on any link or open any email if you are not sure about
wﬁere th Y pﬁ‘ ' ’r¥ ' t

ey come from and their tria identitv
' PayPal
&P
Ask yourself: Your account has been limited.
Do you have any Hello, Customer
business contact We've limited your account
Wlth thIS ’ After a recent review of your account activity, we've determined you are in
organisation? ettt e

Is the link really | -
. You can find the complete PayPal Acceptable Use Policy by clicking Legal
Fea Ch N g th e at the bottom of any PayPal page. 00

genuine website?

S| 56
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Tips for protecting online
payments

« Verify the payment web/link before entering any information

“https.//paypal.intl.ca-

enl.com/signin/?country.x=CA& .x=en_CA”

FAKE

S| 56
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Tips for protecting online
payments

&

One World

Alqus have the system patch updated and the anti-virus signature

CVE-2021-30883 Learn more at National Vulnerability Database (HNVD)
* CWSS Severity Eating e Fix Infarmation « Yulnerable Software Yersions » SCAP Mappings = CPE
Infarmation

Description

A memory corrlption issue was addressed with improved memory handling. This issue is fixed in 105 15.0.2 and iPad0s 15.0.2,
macls Monterey 12.0.1, 05 14.8.1 and iPadids 14.8.1, tvQs 15.1, watchOSs 8.1, macls Big Sur 11.6.1. An application may be able
to execute arbitrary code with kernel privileges. Apple is aware of a report that this issue may have been actively exploited..

Make syre that the trancaction canfirmation from the merchant is well
recelve Payment notification

A payment was submitted (o S |t vl be
reflected in your bank account within 1-2 business days.

Payment information

Name:
Total amount: $10,000.00
Allocation:

Invoice: #1000
Amount: $2,500.00

Invoice: #1200
Amount: §7,500.00

Card: Visa ending in 4242
Date: Mar 18, 2019, 11:22pm UTC

5G Authorization code:
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Thank you
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