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Marketplace 
fits PaaS or IaaS model



What Is CCM? 

• Industry leading cloud security control framework 
since 2010

• Research driven by cloud customers, providers & 
assurance professionals

• Simplified approach to implementation, 
validation & compliance across all clouds

• Delineates control owners aligned to a shared 
responsibilities model for providers & consumers

• Provider per control service delivery model 
applicability for SaaS, PaaS & IaaS

• Aligned & Mapped to global regulations and the 
most relevant security frameworks

• Backbone of CSA STAR to assess & compare Cloud 
Service Providers (CSPs)



17 Control Domains

Over 190+ Controls
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CSA Security Guidance v4.0



CSA STAR: Security, Trust & Assurance Registry

Launched in 2011, the CSA STAR is the first step 
improving transparency and assurance in the 

cloud.
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• Searchable registry to allow cloud customers to review 

the security practices of providers, accelerating their due 

diligence and leading to higher quality procurement 

experiences

• STAR is a publicly accessible registry that documents the 

security controls provided by cloud computing offerings

• Helps users to assess the security of cloud providers

• It is based on a multi-layered structure defined by Open 

Certification Framework working group







People Process Technology

Foundational Architecture Decisions

Cloud security journey

https://aka.ms/AzSec1

Cloud technical training

https://aka.ms/AzSec2
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Assign Accountability

https://aka.ms/AzSec3

Rapid incident response

https://aka.ms/AzSec4

Posture Management

https://aka.ms/AzSec5
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Passwordless / MFA

https://aka.ms/AzSec6

Native Network Security & Firewall

https://aka.ms/AzSec7

Native Threat Detection

https://aka.ms/AzSec8
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Single directory / identity

https://aka.ms/AzSec9

Identity access controls

https://aka.ms/AzSec10

Single strategy

https://aka.ms/AzSec119 10 11

https://aka.ms/AzureSecurityTop10 











https://cloudsecurityalliance.org/research/cloud-controls-matrix

https://cloudsecurityalliance.org/star/

https://cloudsecurityalliance.org/star/registry/

https://cloudsecurityalliance.org/education/ccak

https://cloudsecurityalliance.org/education/ccsk

https://cloudsecurityalliance.org/research/cloud-controls-matrix
https://cloudsecurityalliance.org/star/
https://cloudsecurityalliance.org/star/registry/
https://cloudsecurityalliance.org/education/ccak
https://cloudsecurityalliance.org/education/ccsk


mailto:chairman@csahkm.org
http://www.cloudsecurityalliance.org/
https://www.csahkm.org/
http://www.cloudsecurityalliance.org/research/cloudbytes
http://www.cloudsecurityalliance.org/download
https://gdpr.cloudsecurityalliance.org/

