Cyber Pitfalls -
Have you been phished yet?

Senior Inspector Paul YEUNG
Cyber Security and Technology Crime Bureau
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Global Cyber Security Landscape

Top Infection Vectors, 2021 vs. 2020
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Cyber Security Incidents in Hong Kong

Nature of Security Events
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Source: Hong Kong Security Watch Report (Q1 2022)
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Technology Crime Trend in Hong Kong
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Technology Crimes in Hong Kong 2021

Breakdown by No. of Cases Breakdown by Loss Amount
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Common Types of Phishing
Phishing

* Most popular social engineering scam via email

 Fake email domain

 Character substitution (e.g. “O” for “0” , “rn” for “m”)
 Unique domain (e.g. “policegovhk.net” for “police.gov.hk”)
* Sensitive info compromised / malware being downloaded

Smishing
Phishing via text (SMS)
Spoofed display names as trusted source (e.g. bank, government)

Trick user to click phishing link
Compromised sensitive info / malware being downloaded
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Common Types of Phishing

Vishing

* Phishing via phone calls
* Impersonating as trusted source (e.g. company CEO)
* Ask to ‘verify’ private details / click attachment in phishing email

Ouishing

* Phishing via QR code
 Bypass traditional defences (e.g. secure email gateways (SEGS))
* Trick user to access “encrypted message” by scanning QR code
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Email Scam (Business Email Compromise)

Q Hacked Server for \ Lol @Request Payment to

| . : Managements or
Email Conversation Busin B Designated Account

Subject

Dear Peter, pls transfer
$5M to my new A/C.

b
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Business Email Compromise Cases in 2022
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Ethical Phishing Email Campaigh 2022

 Conducted in April 2022 to raise

ph ISh ! ng awareness Thank you for participating in the

61 Local companies / Ethical Phishing Email Campaign 2022

organizations participated
Please be reminded not to click into any link

o 3’200 participants in a suspicious email.

You will be redirected to the
u u CyberDefender (https://cyberdefender.hk/phishing_attack/)
> Over 15,000 pSGUdO ph IShIng supported by the Cyber Security and Technology Crime Bureau of
u the Hong Kong Police Force shortly for useful security tips.
email sent

G Cyber Security and Technology Crime Bureau
Hong Kong Police Force

 Performance report upon
conclusion of campaign

(@
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Ethical Phishing Email Campaigh 2022

From: DHL <noreply@dhl-account com> From: Inland Revenue Department <taxinfo@ird.gov.hk>
Reply-To: DHL <noreply@dhl-account.com> Reply-To: Inland Revenue Department <taxinfo@ird.gov.hk>
Subject: DHL on Demand Delivery Subject: Message from your eTax account

@ show Remote Images
@ Show Remote Images

<
Eb”‘é

<

Inland Revenue Department

The Government of the Hong Kong Special Administrative Region
of the People's Republic of China

Dear customer,

Your DHL Express shipment with waybill number 84160694822 had arrived at your provided
address on 2 April 2022 but the delivery was unsuccessful
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To view your delivery options, make a change or track your shipment, please submit your
updated details online for re-arranging the delivery of your package

Go Online Here

LLEE 5 UEE S M B A P 3%

By - D4 NAGE) - - . P
S This message is an acknowledgement of receipt of your e-mail.

THIS IS AN AUTOMATICALLY TRANSIMTTED MESSAGE PLEASE DONOT RESPOND TO T £ = X %
Your e-mail will be forwarded to the responsible officer for processing/reply.

DL Brpress - Excatence Smpy cenerea We pledge to give reply to enquiries as soon as possible and generally not later than 7 working
\ days on simple matters and 21 working days on technical matters.
TR j "}__"__'L“%le Please note that our online services are provided through the Internet under eTax at GovHK.
R 2

ﬁ | —BPNTE, .. ! I For details, please visit the following link:

www.gov.hk/etax

Please ¢ ider your envir | responsibility before printing this email

[The above message is generated by an auto-reply program)
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Ethical Phishing Email Campaigh 2022

From: "Adobe Cloud" <invitation@adobe-customer-
care.com>

TO: i

Date: Mon, 25 Apr 2022 12:08

Subject: You've been invited to use Adobe Cloud

Creative.

A

Cloud Creative ADOBE

You've been invited to use Adobe Cloud Creative.

Your administrator has given you access to Adobe Cloud Creative. After
you accept this invitation, you will be able to start working with Adobe
Cloud Creative desktop products - with team level benefits.

From:
Accept Invitajgn i
Date:

https:/fadobcreativecloud. succesful orgf XUWSGSMIVUX subject:

From: "E4ER1T Hang Seng Bank" <e-
alert@notifications.hangsangbank.com>

To: |

Date: Tue, 26 Apr 2022 12:09

Subject: KMEFEREBIRAFMIBEELIFRAIE T~ We are

processing your instruction to add a registered
payee Ref: [C2P915265]

1% % 4R 4T HANG SANG BANK

BMIEEEBRIFRIE SRR AIET
We are processing your instruction to add
"MS online services Team" a registered payee
<noreply@microsoft365-secure.net>

i
Tue, 26 Apr 2022 17:07 § S IREIAL EZERRIBIRAIA FHET

. have received below instruction and working on it now
Your account password has expired

BEECUWEIA Add a registered payee

-= Microsoft 365 3720XXX118

Your account password
has expired.

The following contains password security

qguidelines.

Please note:
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Ethical Phishing Email Campaigh 2022

From: "Adobe Cloud" <invitation@adobe-customer- From: "4 ER1T Hang @: ank" <e-

- s alert@notificationg€hangsangbank¥om>
Date: Mon, 25 Apr 2022 12:08 To: I

Subject: You've been invited to use Adobe Cloud Date: Tue, 26 Apr 2022 12:09

Creative.

Subject: FKPIEEEBIRNFMIEE L WFRAIE We are
processing your instruction to add a registered
payee Ref: [C2P915265]

Q%' 4R 47 HANANK

You've been invited to use Adobe Cloud Creative.

ol o e o B EE R RS
Cloud Creative desktop products - with team level benefits. We are processing your instruction to add
From: "MS online services Team" a registered payee
: : <noreply@microsoft365-+6
Date: Tue, 26 Apr 2022 17:07 JSUREIIE EERIBIRAIA T AR
an5:HadDbcreativeclnud_succesful_DrgIXUWEGSmJ‘u’UKl S%C't\ Your account password has expired have resotved.bolow indtruction: and working o it now

BE U Add a registered payee

rosoft 365 3720XXX118
Y account password

has expired.

The following contains password security
guidelines. Please note:
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Ethical Phishing Email Campaigh 2022

@

Web Service.Password Renewal

Cloud Application Download Patcel Delivery. Failure

Clicking Distribution

of Emails
4.6%

elax Payment

Instruction of Online Banking Transfer
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Ethical Phishing Email Campaigh 2022

e .
Individual Staff m ‘“““‘ %‘Ii“l Organization

35 | 79

C“Cked. Int_o en_1bedded Had at least one employee
phishing links clicked into embedded

1 phishing links
9o Clicked phishing links in all emails
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Scam Prevention Tips
 Pay attention to the sender’s email domain for abnormality
 Be mindful before clicking a link or scanning QR code

 Be cautious when receive transfer requests with unexpected
changes

» Verify recipients identities by different means before
transferring money to new accounts

 Disseminate messages & provide trainings to employees /
business parthers
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https://cyberdefender.hk/
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https://cyberdefender.hk/

ﬂgg @;?3 Questions
| . and Answers

Thank you!
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