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Cyber Pitfalls -
Have you been phished yet?

Senior Inspector Paul YEUNG 
Cyber Security and Technology Crime Bureau
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Latest Phishing Trends 

Phishing Email Campaign 2022

Security Recommendations

Cyber Security and Technology Crime Landscape
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Source: IBM X-Force Threat Intelligence Index Report 2022
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Source: Hong Kong Security Watch Report (Q1 2022)
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Breakdown by Loss AmountBreakdown by No. of Cases
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e-Shopping Fraud

$77M

2.4%

Others

$179M

5.9%

Compensated 

Dating Scam

$63M…
Romance 

Scam

$599.8M

19.8%
Sextortion

$13.9M

0.5%

Employment Fraud

$85.3M

2.8%

Investment

Fraud

$472M

15.6%

Business Email 

Compromise

$ 1538M

50.9%
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• Phishing via text (SMS)

• Spoofed display names as trusted source (e.g. bank, government)

• Trick user to click phishing link 

• Compromised sensitive info / malware being downloaded

• Most popular social engineering scam via email

• Fake email domain

• Character substitution  (e.g. “0” for “o” , “rn” for “m”)

• Unique domain (e.g. “policegovhk.net” for “police.gov.hk”)

• Sensitive info compromised / malware being downloaded
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• Phishing via QR code

• Bypass traditional defences (e.g. secure email gateways (SEGs))

• Trick user to access “encrypted message” by scanning QR code

• Phishing via phone calls

• Impersonating as trusted source (e.g. company CEO)

• Ask to ‘verify’ private details / click attachment in phishing email
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Dear Peter, pls transfer 

$5M to my new A/C.
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35% 79%

1%  Clicked phishing links in all emails
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https://cyberdefender.hk/



網絡安全及科技罪案調查科 CYBER SECURITY AND TECHNOLOGY CRIME BUREAU

https://cyberdefender.hk/
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https://cyberdefender.hk/
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CyberDefender
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CyberDefender
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CyberDefender
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https://cyberdefender.hk/
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Questions 
and Answers

Thank you!


