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Good habits to enhance
cyber hyglene for the SMEs
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Hong Kong Computer Security Incident Coordmatlon

&8 BIR R LB R PO

by the Hong Kong SAR Government
HEEEENRERERE - j]':EEI§“E4—:BIJﬁBIEEM? =y
To provide Hong Kong enterprises and Internet users/wﬁ |
information and defense guidelines on information security -
incidents, incident response, and to raise cybersecurity |
awareness
RBEELENROBMBAFPRHEENRLSHANAER
185! - SMEIERZIERT - MERRBHFREZEH

A 1

Responsible for liaising with Hong Kong organization
collecting, distributing information and coordinating ,‘
computer security incident response
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point of contact for cross-border cyber security incidents
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hange Incidents and Coordinate incidents dnd
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Trend of Security Incidents
REEWNES
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ries of Security Incide

20211%#—&3&*55"]

A LAY
HKCERT

Malware DDoS 7 BY =X PR Ef AR 75 I EE < 1%
CEN— g E o Defacement ZILZET < 1%
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@- ' ~ Types of Phishing Attacks in 2021
20213V AINEE LR

HKCERT

Others E {th

(E.g.,
Other industries related to
Crypto, Shipment Delivery
and Online Games
NEEE - SYEX -
AR i HRERI1TEE)

E-Commerce

EFEE

Online Banking

A L ER1T

Source & : HKCERT
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HKCERT’s Responses to Information Security Challen

HKCERT & & ARZ Pk ERYI

Preventive
Security Advice

B RZE

Beware of Flash Phishing Attacks
BIEKPh#EQSnatchEE T

m SN protect sensitive information in the use of

Ransomware Keep Evolving: Multiple  social media and beware of potential cyber
Extortion attacks arising from data leakages

Introducing the New “Fight Ransomware” n

Cyber Attack Alerts
and Reactions

ARE BB E TR K

R R RBRPNAEREERE

HKCERT Urges Users of Remote Access Tools g
and NAS Devices to Beware of Ransomware

Attacks

Apache “Logdj” Vulnerability ASAP

Patch Vulnerabilities in Remote Access and
Remote Storage Now

HKCERT Urges Microsoft Windows Users to
be Vigilant Against Malicious Exploit of
Critical Vulnerability

SSep 2021 | 01 Viaws
M Undated an 15-Sentembar.3021- i el nath tn fis thiz

HKCERT Urges Local IT Users to Patch

10N

Emerging
Information Security
Risks Reminders

57 Bl "“ﬂﬁs‘tﬂll

OWASP Top 10-2021 is Now Released

+2021 | 6562 Vie

Business as Usual under COVID-19 with
Sound “Work from Home” Cyber Security

Secure Use of QR Code '
B

Introduction of QR code attacks and
countermeasures
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Targeted and Organised Cyber Attacks
FHEE M KB HER S I EE

Cyber Attacks 48 4& TN 22
Phishing Attacks Targeting Specific Sectors B 3 {& Bl {7 £V £9 B I 8

* Top 2 affected sectors by phishing attacks: E-Commerce and Online Banking

MARHBINETE . EFEHE - @ LiRTT

Multiple Extortion Ransomware %% 58 8] R X {4
Example %I+ :

e 1st: Distributed Denial of Service (DDoS) 73 B4 T, FH & Al 7% T 22
e 2nd: Contact victims’ customers and partners BiE S EZEEZNEENSEEH

e 3rd: Short sell victims’ stock E XS EEZHRE
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E]Dg Common Types of . mx

I-I%-I % ﬁl\J W Q ¥ /i

e T

= s

* Send messages and/or URLs via fake

emails or instant messaging / SMS | ﬁ K
LL'f’é}J EEBYED 51 HHEA'Tq:/%E nﬂzﬁx ~ t I b a
e Use voice or malicious USB

AR R A8
NAFESE 77 Ve USBLUE BV P& h

7 !/ -_
Y = »
- chng v EUBTREARN
PRI B TS R ; .

e Put malicious QR Code of phishing website




Send messages and URLs via fake emails or S

HKCERT 3% 38 {4 B E Ef ok F 1 Fa e 32 sl 2 R 4 ik

e Hackers send bogus messages and links via email HSBC: A payment of

or mobile. When the user links to the fake verify your HSBC card to HKD100,000 was attempted to

website, they will enter their bank details. activate the weekly cash back Mr C Ying on 25/06/2021. If this
. : .. : i : ST NOT loa- d

Hackers use this to obtain login information. bonus via the following link: g::ceﬁquoelgiaﬁz; i

T '; ;‘ 5 EE',EB ‘JZ ?Hz ﬂ,ﬁx |':|:|' 1% = nﬂ,u&L mr&l/my/m hsbc.hk.transfer-ref72019.com

4 *ﬁﬁﬁ@%&'%ﬁ%%ﬂﬂﬁé - BWARTE
K BERIBRBREALN - e EChEmoseln) @)
FPEER 201088 H25H T4 033811
Wi -
 When we point to the location to be linked by . :
e HSBC m The world’s local bank s
sliding the mouse cursor, the bottom left of the

browser will display the real URL, which is not

. . Dear HSBC customer.
the bank’s official website

= TP (AH 255 2(3 S5 2 EXxrgh Sensitive areas in your Internet Banking has been limited due fo a
,_?ﬁ’_wﬁ LL’ A BBV 1R/ ?r* El:E' %KL“\‘E‘ E/J ﬁ[;% J mismatch of password between your account information. To enable
E 7'_ —Ffj_ 7% ET Hj $,$E E’] "ﬂ iJJ:]]:KE HZ fE 1‘_|' you continue accessing your account online. you will have to re-activate

|__IH|J_'_| you account and this will only take you few minutes to complete.
i

Click here gnd follow the directions to instant removal of restrictions placed

on y@ur Internet Banking. and verify your identity




3rowser In The Browser (BITB)
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e When in full screen mode, the URL and B o et x|+
logo are the same as the real Hong Kong —
Police website [+ > @ W pngien.eY
BEAZTRESRED - AAUMIEREER ’
BERMILESE
EERAIPG BB R

Hackers make fake websites through JPG.
Enter full screen mode, thereby hiding
the real URL
,\ELLJPG*N’EJﬂEx,%HHE EAZF
SIRT - FEILRER E ERVASIL -

Wi {21 fF 780 55 238 & 5 (=0 48 41k

Decree No. 179-374 of 29.03.2022.

Your computer has been
blocked

Your b has been bi d due o visits to sites prehib by the laws of the Hong
phitia and ity
Card holder You must pay a fine of Hong Kong dellar 3700.00 by crecs card as prescoribed by
No. 179.374 of 29032022
[ fcard holder ]
If you fail to pay @ fine or attermpt fo unblock your computer without |
fine, oll information an your device will be permonently deleted in order 1o preve
Card number dessemination of pormography.
Card numbe =0 The pofice wil come 10 your home to areest you and arinvnal charges will be fied 3
Your device wil be uniocked automatically after the fine is paid.
¥ C o Secton 175 {3) A person wha distributes or dsplays in publc obscene objects such
MM vy ow documents. drawings or recordeg media cntained in ekctronic ce magnetic recen

= puanished by imprisonment for not more than 2 years, a fine of not more than 100
Kong doliar or paliry e, oc bath smprsonment and a fme. The same appiies to a ¢
cistrbutes obscene records incuding electronic or magnetic records through the tr
Confirm of talecomanumcabons.
([2) The same apphies 10 2 person who possesses the cbiects referred to in the prece
PRGN OF ST0Tes SRCLIONIC OF MIGNENC records referrod 10 in The Same Paragry
purpose of viewing them.

Pay the fine within 12 hours.

2225 n4a7



Example Sharing: Phishing Website
HKCERT BlF7= : S9RHAIL

@ DBs iBanking EE

< > C a & X da 08 B % o — 100% |+

No contact information

24445 X DBS B et S Comcts RAIRTHEER

DBS iBanking
1A#GEDBS

smamwmunsasnﬁmmmmmmb melmﬂmnummWﬂmhﬂgumegnMSmm
MMMImMMlmmddMGw(Eﬂm)M

MSMMI,&AMIMWWW hrymrDBSkmmmgsT
and collateral held in the statement period. You can view D statement on DBS iBanking if you have enrolied:

Please be informed that the charge date of the DBES Treasures
from January 2022 to early February 2022,

Last updated at 7 Feb 2022 (Mon) 10:00am ’ .

Terms & Conditions | Data Policy | Vulnerability Disclasure Policy | DBS Bank (Hong Kong) Limited ERSHTEEERAS

Real E Fake {ER



Use voice or malicious USB to steal user informa
HKCERT ABES SR E R MRS RSN

 In 2019, the British energy company thought it

AVoice DEEPfakE Was USEd To received a call from the CEO of the German hea
Scam A CEO Out Of 5243 000 Because the other party spoke an authentic Ger
) accent and the tone was almost the same as the C

the German head office he was familiar with, he

Jerssn Dasniani Conbributar @ transferred the money and was defrauded of 220,0
m euros. This is due to "voice fishing" synthesized by

120195 - REFER A SR EINTEIFR A SICE
E - AB¥HRE—MNMBENEEOE - Bt
_ PRI AR A SICEOEF — 1 —1% - IREmh
MORAHUSBRBIGRERIEN LS, RIATREDER IRE (IAZK - WEFER 228 BT - BEHERAIE

I run Postrealify Labs, a new media art advisory & curatorial studio.

FEUREARUSBAEERERSEN  EAELUATETEARSER  RBEEASNREEAREMN M =hR =z %
WER UEMEEEREREEENER - ==
X/ WIFE | 2019-11-15 %% e

s S 220V 220V LLWV T

* Inthe same year, a woman in the United Kin
i infected with a mobile phone after a mali

was implanted by hackers for using ¢
] BF - B —BXTHRER




Put alicious QR Code of phishi
CLY— W11

VP
HKCERT 2 B A U5 Y

QR code scams are on the rise.
Here's how to avoid getting duped

Cybercriminals are increasingly using malicious QR codes
to trick consumers.

Bree Fowler
Jan. 25, 2022 10:42 am. PT

HE wWEwvm
W N BE FA EBS eff B8 tE EN NN FF
122 Quishing

20223-08-04 | Updated: 2022-05-03

5 min read F\>

f @ &% @ w o 4

ZHERERARLE IR T A

< QOO00

Can appear in both physical and virtual e

EREHE  HEEE M LA B HKE

Hacker targets mobile user as security protect
user’s security awareness of mobile devices are
reIativer weaker compared with computer

FEE % I:bse “-‘%\,\E’MEE

Bypass email security system

Ao it F B E R L R AT RVIR A


https://www.cnet.com/tech/services-and-software/qr-code-scams-are-on-the-rise-heres-how-to-avoid-getting-duped/
https://www.pcmarket.com.hk/green-radar-found-hacker-new-trend-quishing-combin-phishing-qr-code/

. HKCERT

Crime-as-
a-Service

48 SETT
AR 75

Exfiltration

A I B

* Human-operated ransomwar
e Ransomware as a Service #2

Multiple
Extortion
Techniques

ZEIR




Victims

=7 == e
== AEM
1. Critical Infrastructure
COLONIAL PIPELINE CO. RE TR E G i $4-4m
,, S — Colonial Pipeline
=DOIYan
ik Fé{lﬁ 2. Retail EE $30m
Dairy Farm
@ 3. Manufacturer 22353 $11m
‘ JBS Foods
m 4. Insurance {7 [ Amount Not Known
L. AXA BE N
gy 5. Technology B
E‘/‘" =& Acer $50m
L4 6. SMEs th/\ 1B
Kaseya. (Affected by Kaseya incident 55 m

Z Kaseya EH452E)

source: bleepingcomputer.com, bloomberg.com, corneliustoday.com, kaseya.com and wired.com



Major Attack Vector

1« <

QE&

1. Phishing email (link/attachment)
TR EH

2. Unsecure remote connection, e.g. RDP

= I

ERZA

3. System vulnerabilities

ES SN RG]

[« CvE-2021-22893
- CVE-2020-8260
- CVE-2020-8243

- CVE-2019-11539
- CVE-2019-11510

SecurevPN (I

-

‘= CWVE-2020-8196

- CVE-2020-8195
- CVE-2019-19781

- CVE-2019-11634

(= CVE-2021-34523
- CVE-2021-34473
- CVE-2021-31207
- CVE-2021-26855

Exchange

- CVE-2020-12812
- CVE-2019-5591
- CVE-2018-13379

Fortinet

- CVE-2021-20016
- CVE-2020-5135
- CVE-2019-7481

[« cvE-2021-22986

- CVE-2020-5902

—~

-« CVE-2020-2021

- CVE-2019-1579

- CVE-2021-28799
- CVE-2020-36198

- CVE-20195-0708
- CVE-2020-1472
- CVE-2021-31166
- CVE-2021-36942

Microsoft

- CVE-2017-0199

- CVE-2017-11882
- CVE-2021-40444

'« CVE-2021-21985

vCenter

- CWVE-2020-12271

- CVE-20139-06049

- CVE-2021-27101
- CVE-2021-27104
- CVE-2021-27102
- CVE-2021-27103

Accellion

Atlassian

e CVE-2021-40539

Zoho Corp.

1\

- CVE-2021-38647




<7l Technlque/ChanneIs to Gain In|t|a :

HKCERT = ﬂi’,.% 1’|5)\1xE|’J— f/

HXI

* Exploit Public-Facing Application, e.g. SQL Injection
WEBEFEBEZ GEANZM - 20sAL Injection

* Trusted Relationship
REES = AHRFEER (AR R ER)

e Valid Accounts

INBRIFE P IRSE




N Weak Security Controls

HKCERT (RZ R 8

e Lack of Multifactor authentication and « Lack of control to prevent unau
password policies access
R MFA R ZZ R BL SR BB I A BHIRE S

* Incorrect access control list * Misconfigured services exposed ¢
i a2 28 25 AU 17 EVIE R Internet

 Software is not up-to-date 1 B Bk LRI AR 7572 73 LEHEEE
S HE B TR * Poor phishing and endpoi

* Use of default configuration, e.g. password RIEENN R NTVRIKE
EREERNEE - WIRRER
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ng Multiple Layers of Defense
HKCERT % [E -

PHYSICAL SECURITY

PERIMETER AND NETWORK SECURITY

SECURE ENDPOINTS

REZERE IR
(S TRERME
3i)

— EEEN

(PROACTIVE) MISSIO

POLICY MANAGEMENT ASSETS

(REACTIVE)}—
MONITORING + RESPONSE

—

https://www.business2community.com/cybersecurity/organizations-operating-in-the-digital-world-need-multiple-layers-of-defense




oD The Seven Habits of Cyber Security for SME
i RS T E T RBUS

w O & O

Security Policy & & Incident AW:

_Hl\flanafmir:t Endpoint Syste-m - cvrit Handling

EMRZEEN security Network  Security ceunty  ReemiE
::

EMRLZEIE oo Security ~ %#i{7%  Monitoring
WERE R {REege e




Endpoint Security
Ui = R 22

HKCERT

Endpoint computers should be protected by security software like anti-virus and anti-

Im&h BN ER 2P RB IR BEREFSRELMAERIRE

Anti-virus signatures, security software and operating system should be kept up-to-date to
protect the endpoint from most recent threats .

REREE RERENSRREAFERE RN - LUIREhMRREMES

User accounts on endpoint should be non-privileged (not “Administrator”)

Ins A PIRFEZZ2EBIERERP (FEEE")



@ Network and System Security

HKCERT AR EX R .

Firewall should be configured properly that minimize network ports of organization netw
exposing to the Internet

FEIERERCE R KR - B RER/V EERER B BRI L

Do not allow remote access (e.g. RDP) from Internet to internal servers
AeeFic B Rt AR NS E Rz RVEIEENE ( BIL RDP )

Password policy should be configured such that passwords of server should meet
minimum Iength and complexity requirement

B EBBER - EERFAEEnEeR/NREMEMMEEK

For critical systems serving the public and performing critical missions, f
4 should be performed by professional parties g

o0 77 +4h 22— B8 414 4 L = s —




Incident Handling
HKCERT RELENEHE

Logs should be centralized somewhere within the organization for periodical review anc

Hitro iz BEPREFEREUE - HEETEHEENEE

Incident response plans (including different kinds of security incidents) are developed
according to different scenarios

REARNERGIESHELE S ( 2R ARBENTRZSH)

Systems and data are backed up regularly, the backups are taken offline (and even

offsite) EH M A AN EUE - WHEELR T ( EE2EMRFHT )

Restore procedures are drilled to make sure that the backup can be

ERKERFLUERDI L RKERD

222



Remind Staff for the Roles & Responsibility in Sec
HKCERT REE T (REKBINEEENABHNER

Enable Multi-factor Authentication. Do Not provide your one-time-password to anyone

RAZESMNEE  UZ70E O ANRE RS

Password must at least 8 characters long and avoid using common words and predictable characters
PHERENWAEZEDREZFR - WikRERERAEMOTENFR, e.g qwerty

Turn off QR Code scanner’s Automatic URL Redirection function to prevent QR Code attacks

B _ A IR iR e HENRI B R B INEE LIRS _ MBI EE

Do not scan QR Codes from unknown sources

5 )15 5 HOR R BB 4T

Pay attention to the spelling of domain names of websites to avoid phishing website

2 AUE I3 R AY 3 3 8B E LA 28 89 R A8 UG
Check the authenticity of websites
ZERBILES

§3




Online Cyber Security Self-assessment Tool & Incident Response Guideline

m BTG LE & SHEETERE

hg’i’ﬁ

78 HKCERT

6}@ Hong Kong Computer
Emergency Response Team -
Coordination Centre ENG o§ O\ FHwE/ R

HKCERT EaEZREIeIH®RBDIL

m

>

a1 & 1R AV ﬂ 1%2?11{

'ilb]

LEFIGEREFEERRESHERDLN (R EREETS TAUE] RIEALA - THEFETE
EEZHRL IEREESENFUEEEEEREED

2

ST ST)  INCIDENT RESPONSE
Sh dll  GUIDELINE FOR SMES

https://www.hkcert.org/blog/introducing-check-your-cyber-security-readiness-online-self-assessment-tc
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6;@ HKCERT Official Website “Fight-ransomware”
HKCERT HKCERTE 7 #8l5 " B ZE K 4

e HKCERT launches "Fight-ransomware" platform to provide the public with information on dealing with
ransomware, such as ransomware decryptor

HKCERTHEL " EMH R, ¥ e - BARRHEBREREDNRNEEN - N RRNGFEE =R

NG & O @EETEES = ENG 4 BRI/ REN

R IESE.

N AEEE

RanSomware

K| Cerberv1

v - =HEE | mEIsmEr]
A - - — - —— - _ n : ~ Magniber:
TBMRKL mngE“ET ey damdzv. = DSEEEEET
My D " gmdjtcy * T mftzmxgos ° Apac B-
— Struts
ff dXJ BAS
T fouvkngys * T.xhspythxn, * S B e s ase
"dlenggrly - k ftha FH (=T sy ot .!::. .
Twbdrjy ~ "fprgbky ~ Tlihsdjy -~ Magnitudy -':': .53 ."8'. +"e X
T miwzuufeg s B T kgpyvwnr, =8
S 3
P ! i, i t.v*‘ ﬂ L !s’ 8
HHEEHRR EREE SRR AOES AR 52752 BERAES rz
w2 "i 2!; l!!'
5. ! 3

T
EESE “‘ ; :
windowsig
BEEEE Z43E

fHEER IR 2 . SNLrd T

"FILES

MERXFESER




g Kong Security We
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Subscription to HKCERT Information Security Alert
HKCERT 5] EHKCERTE i R ZEH AR5

To stay vigilant against information security risks, please subscribe or follow:
SHENRZRERISTED - 5:] BB

1. Free Security Bulletin and Monthly Newsletter
REBREZALASKAR

2. Free SMS Alert
G EEREAEN EH

3. HKCERT'’s Social Media Platforms (e.g., Facebook, LinkedIn and YouTube)
HKCERTRY#LRZYRBEL G ( Bl#Facebook, Linkedin & YouTube )

flin| >

Take Action Now!

ﬁ El] 'fi- EE}J ! : SUBSCRIBE

.



https://www.hkcert.org/tc/form/subscribe/entry
https://www.linkedin.com/company/hkcert/
https://www.linkedin.com/company/hkcert/
https://www.facebook.com/hkcert/
https://www.facebook.com/hkcert/
https://www.youtube.com/channel/UCikgMGiCM83ZOLvNnX6LksA
https://www.youtube.com/channel/UCikgMGiCM83ZOLvNnX6LksA

HKCERT

Hong Kong’ Productlwty Coum:ll
§,§$E7]1ELE o et L

. HKPCBuilding, 78 Tat Chee' Avenue, Kowloon Hong Kong

EBNEEEZWISFEENAR -,
+852 2788 5678 W\!vw..hkpc.o.rg' 1 A .
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