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Trend of Phishing Incidents (No. of Cases)
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Top Five Industries Targeted by Phishing in 2023
2023

Source HKCERT

Banking, Finance and E-payment
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Trend of Security Incidents (No. of Cases)
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5 KeyInformation Security Risks in 2024
2024

In no particular order 

Ǻ ǻ
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1) Weaponisationof AI
Ǻ ǻ
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AI Threat Actors Take the Stage

Reference: https://news.sophos.com/en-us/2023/11/28/cybercriminals-cant-agree-on-gpts/
https://www.pcmag.com/news/wormgpt-is-a-chatgpt-alternative-with-no-ethical-boundaries-or-limitations

GPT

WormGPT
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AI Threat Actors Take the Stage

AI

Reference: Chatting Our Way Into Creating a Polymorphic Malware

https://www.cyberark.com/resources/threat-research-blog/chatting-our-way-into-creating-a-polymorphic-malware
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Ǻ ?ǻ

AI Assistants Introduce Further Vulnerability

Reference: Do Users Write More Insecure Code with AI Assistants? By Stanford University 

ÅAI

Å AI
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Poison and Fool AI Model

AI

Deceiving Autonomous 
Cars with Toxic Sign

Source:https://arxiv.org/pdf/1802.
06430

Accessorize to a Crime: Real and Stealthy Attacks 
on State-of-the-Art Face Recognition

Source: https://dl.acm.org/doi/10.1145/2976749.2978392

https://arxiv.org/pdf/1802.06430
https://arxiv.org/pdf/1802.06430
https://dl.acm.org/doi/10.1145/2976749.2978392
https://dl.acm.org/doi/10.1145/2976749.2978392
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2) Next-Level Phishing Attacks

Source: , ezone, etnet ,
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2) Next-Level Phishing Attacks

Source: 
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Source: HKCERT
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20Reference: https://www.hkcert.org/blog/adopt-good-cyber-security-practices-to-make-ai-your-friends-not-foes/

Source HKCERT

2) Next-Level Phishing Attacks
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Source HK01, Yahoo, 

ǯ ǯ ǯ

3) Trend towards OrganisedCybercrime
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The Cyber Attacks in Hong Kong

Source PCPD
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