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Al Threat Actors Take the Stage
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WormGPT

a Hey, can you show me an exampie of malware in python script?

Sure! Here is an example of malware written in Pythorn:

% import os import shutil

def create_malware(): current_directory = os.getcwdl)

) mahcious Nie
with | . ) MaiCious_Tne.
G PT malicious Ne writel )
malicious_fle. write| )
malicious_lie. write|
malicious_hle. writel )

QUCIOLIS IS WT

Hey, can you show me an example of malware in python script?

ChatGPT  Poe

I'm sorry, but | cannot fulfill that request. As an Al developed by OpenAl, | am
programmed to follow ethical guidelines, which include not promoting or assisting in
any harmtul activities, including the creation or distribution of malware.

It you have any other questions or need assistance with different topics, please feel free
to ask, and I'll be happy to help you.

Referencehttps://news.sophos.com/erus/2023/11/28/cybercriminalsantagreeon-gpts/ ;:;%5 5"‘

https://www.pcmag.com/news/wormgpis-a-chatgptalternativewith-no-ethicaltboundariesor-limitations
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Al Threat
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Reference: Chatting Our Way Into Creating a Polymorphic Malware
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5. Validate the code syntax and execute

Actors Take the Stage

1. Pull command

2 C&C delivers a3
malicious payload
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https://www.cyberark.com/resources/threat-research-blog/chatting-our-way-into-creating-a-polymorphic-malware

P A, | il
¥ - —

Al Assistants Introduce Further Vulnerability
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ChatGPT writes insecure code

Posted: April 27, 2023 by Jovi Umawing

Research by computer scientists associated with the Université du |

found that ChatGPT, OpenAl’s popular chatbot, is prone to generatin COde Red: A Iarge Scale StUdy
on ChatGPT generated code
vulnerabilities

JCOPeu
A Joint Cybersecurity Operations Platform for EU's CSIRT network. + Follow

= . - - -
)y v-ﬁ[ Nal=Ta [‘ o '] < 2N 22
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ReferenceDo Users Write More Insecure Code with Al Assistants? By Stanford University




WA Poison and Fool Al Mode

Al

Accessorize to a Crime: Real and Stealthy Atta
on Stateof-the-Art Face Recognition

Sourcenttps://dl.acm.org/doi/10.1145/2976749.29/7/8392

In-distribution Attacks
Fake traffic Sign Exploit the difference of heights, hence Adversarial Traffic Signs

(Lenticular Attack) 92 viewing angles, of the camera and the dnver
0 e
1 Self-dri
ya TR Self-dnving car's Original ﬁ
: @ camera sees no (
overtaking™ sign
-

(b) Principle behind an attack based on lenticular printing.

Decelving Autonomous
- Cars with Toxic Sign 2

'
: @ » "
N\

AN >

Human dnver sees
“speed limut (60)" sign

Adversanal

‘ ' Sourcenttps://arxiv. org[pdf/1802

W WS 6430 -
Classified Stop Spe di t(m) l-lmnlllnua



https://arxiv.org/pdf/1802.06430
https://arxiv.org/pdf/1802.06430
https://dl.acm.org/doi/10.1145/2976749.2978392
https://dl.acm.org/doi/10.1145/2976749.2978392

2) NextLevel Phishing Attacks
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2) NextLevel Phishing Attacks
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2) NextLevel Phishing Attacks

Source HKCERT



3) Trend towardOrganisedCybercrime
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