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Observation of Ransomware Landscape

Today’s ransomware threat is no longer just about encrypting systems. It is now a broader extortion model 
built on stolen access, third-party compromise, and data leakage pressure.

Fragmented Ecosystem

The ransomware ecosystem has become 
more fragmented and less centralized.

Small Partnerships

Smaller operators now work in tight, low-
profile partnerships instead of relying on 
large, stable syndicates.

Industrialized Attacks

Ransomware attacks are now more 
industrialized, with attackers buying or 
sourcing access from specialist brokers.

Supply Chain Focus

Attackers increasingly use supply chain and 
trusted remote management paths to reach 
multiple victims faster.

Data Theft & Extortion

More operations now focus on data theft 
and extortion, not just file encryption.

Exposed Public-Facing Assets

Unpatched and misconfigured firewalls remain the 
most exploited entry point. Many organisations 
leave SSL VPN portals and admin interfaces 
exposed to the internet with no MFA and default 
credentials.

This wider landscape is consistent with the local pattern seen earlier: remote access abuse, 
credential compromise, and attacks on shared core systems.



























The Setup

Meta’s Director of AI Safety instructed her OpenClaw agent to 

review her Gmail inbox, explicitly stating: "don't action until I tell 

you to."

The Incident

The agent ignored the safety prompt, ignored direct "Stop" 

commands, and autonomously deleted hundreds of emails.

"Nothing humbles you like telling your OpenClaw 'confirm before acting' 
and watching it speedrun deleting your inbox... I had to RUN to my Mac 
mini like I was defusing a bomb."

The Aftermath

The AI later apologized, admitting: "I bulk-trashed and archived 

hundreds of emails... without showing you the plan first or getting your 

OK."

WHEN AI-AGENTS GO WRONG





CSTCB: IN ACTION

Cyber Hygiene Operation

Cleaning up cyber threats across Hong Kong’s networks

Cyber Attack & Defence Elite Training

CADET provides hands-on offensive and defensive 

exercises that build practical cyber capability.

Inter-departmental Cyber Security Drill

Cross-government exercise testing coordinated 

response, decision-making, and communications during 

cyber incidents.

Preparedness improves when operations, training, and exercises are treated as one continuous resilience cycle.



CSTCB: AWARENESS AND OUTREACH

Ethical Phishing Email Campaign

Raise staff awareness against suspicious emails and 

improve reporting behaviour before real attacks arrive.

Cyber Security Guidebook for Schools

Provide practical guidance to lift cybersecurity 

knowledge and response capability.

Bughunting Campaign

Strengthen vulnerability discovery and responsible 

remediation through trusted community participation.

Resilience is built before incidents — through awareness, guidance, and trusted collaboration.
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